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INTRODUCTION
A. PROLOGUE

Around the world electronic commerce is the subject of intense
interest in many sectors like government, business, service sectors, etc..
Electronic commerce has expanded from the closed world of business to
business transactions between known parties to encompass a complex
web of different activities involving large numbers of individuals, many
of whom will never meet each other. It has implications on many facets
of economic and social life and its development is ushering in a new era
of global communication and trade. It has the potential to fundameﬁtally
change the way commercial transactions, the business of government, the
delivery of services and a host of other interactions are conducted. It has
brought revolution in policies directed at the regulation of traditional
practices and procedures. Of greatest impact is the shrinking of the
distance between producers and consumers, in an environment where
geographical and political boundaries are no longer as significant as in

the paper-based world.



While many of these changes provide a significant challenge to
existing regulatory structures, and sometimes may be regarded as having
a negative impact upon accepted rules and practices, electronic commerce
will, at the same time, provide a host of opportunities. It will reduce the
cost of transactions, reduce barriers to entry into business and in some
cases remove the necessity for a physical presence in any particular
market, as well as providing improved access to information to

consumers.

Clearly the setting for electronic commerce is different to that
which exists for paper exchanges. This raises a number of legal issues,

and challenges, of both domestic and international significance.

Cyberspace radically undermines the relationship between legéﬂy
significant (on-line) phenomena and physical location. The rise of the
global computer network is destroying the link between geographical
location and (1) the power of the local government to assert control over
on-line behaviour; (2) the effects of on-line behaviour on individuals or

things; (3) the legitimacy of the efforts of a local sovereign to enforce rules



applicable to global phenomena; and (4) the ability of physical location to

give notice of which sets of rules apply.1

Recent advances in three areas - computer technology,
telecommunication technology and information technology are changing
lives in such a way which was beyond imagination before few decades.
This technological revolution touches every area of activity where the
digital transmission of information serves a purpose, whether it is in the

office, in business or in world of shopping.

At the doorstep of new millennium, factors like global market,
world-wide communication and removal of trade barriers are forcing
business organisations to adopt new ways of doing business in order to

successfully survive in the changing environment.

Electronic commerce is the future of business. This revolutionary
new way of doing business will bring more customers and make the

business process far more efficient and cost effective.

1 Johnson and Post, Electronic Signatures and Records: Legal, Policy and
Technical Considerations, September 1, 1997, Information Security
Committee of the American Bar Association, p.Q.

URL: http:/ /www.abanet.org/scitech/ec/isc/stateds.html


http:http://www.abanet.org

Electronic commerce can be described in simple words as doing
business electronically. In more precise terms, it is the conduct of
business and the execution of business transactions using a combination

of structured and unstructured message exchange across the entire range

of networking technologies.

A number of tensions have emerged from the electronic commerce
regulation debate. Daniel Greenw'ood, Deputy General Counsel for the

Commonwealth of Massachusetts, sums up these tensions in this way:

A number of voices have sounded the alarm to be aware of the
“wild west” of cyberspace. Some advocate enactment of an array of
protective comprehensive statutes, tailored to meet the special host of
issues presented by the new information technologies. It is doubtful that
any particular suite of laws would be sufficient, or desirable as a legal
response to the information age. It may be more accurate to say that
nearly all fields of law will undergo a transition that reflects and shapes
the underlying movement toward electronically based information and
communication. When our civilisation had transition to the industrial
age, our legal system did not adapt by the mere addition of a new area of
“industrial law”. Rather, nearly every area of law was transformed by,

and helped to create, the new economic, social and political realities



associated with the industrial revolution and our subsequent industrial
civilisation. Similarly the pervasive information revolution will relegate

many currently familiar concepts to irrelevant historical curiosities.?

B. STATEMENT OF THE PROBLEM

Globalisation is a term that fits perfectly in the information and
communication service industry, an industry that has grown by leaps and
bounds during the past two decades. There was only some 4.5 million
Internet users in 1991 and estimates suggest that there will be as many as
300 million or more by the turn of the century.? The value of electronic
commerce has raised from virtually zero and it is expected to reach US

$300 billion in next two years time.4

Internet has created virtual global market by providing largest
possible market without maintaining private net work for sale, delivery

and customer service. But Internet is inherently insecured and unreliable

2 Electronic Signatures and Records: Legal, Policy and Technical Considerations, 1
September 1997, Appendix G to the Statement by the Legislative and Policy
Work Group of the Information Security Committee of the American Bar
Association, p42.
URL: http:// www.abanet.org/ scitech/ec/ isc/ stateds.html

3 Electronic Commerce and the Role of WTO, A Special Study conducted by
World Trade Organisation, 1998.

4 The Organisation for Economic Cooperation and Development,
URL: http:/ /www.oecd.org,.


http:http://www.oecd.org
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and so there is a need of safe, simple and secure mechanism for
commercial transaction to make it more popular. Electronic merchant
needs confidence that he can safely market and deliver his product and
gets paid for all products purchased. Electronic consumer needs
confidence that they can safely select and take delivery of product and
pay for that without exposing the payment information to fraud. So this
confidence building is to be facilitated for the success of electronic
commerce. Apart from this, merchant and customer creates a level of
trust before conducting transaction of sale. The trust is rega;:'dmg the fact
that customer is a potential purchaser and can select and buy gbods
which are offered and merchant is offering desired goods and can deliver
it if it is required. This kind of trust is not inherent in the network and

this level of trust is not in existence yet.

In conventional commercial transaction, the identity of customer is
known to the merchant but in electronic commeréé there is no mechanism
to judge the identity of consumer which is very important in case of
transaction regarding certain drugs, alcoholic beverages, firearms,

entertainment products.

In case of on-line transaction, consumer does not know how long a

website will exist in the Internet and whether it is a genuine or false



website. Creating a counterfeit website is much easier than creating a
counterfeit retail outlet. This creates uncertainty in the mind of

consumers.

These are all technical and business related problems which are
required Lo be addressed but in the present research emphasis has been
given on the legal issues which are likely to come up in case of electronic

commerce.

The law of contract creates binding obligation between those
willing to do business with each other. The Internet build for and used as
a means of communication and provides a new arena for agreements.
Initially World Wide Web was used for marketing and advertisement.
Possibility of selling products and service was not ventured. Now with
the advent of electronic commerce, it is understood that Internet can offer
transnational and cost effective opportunity for selling goods and services
to consumers. It can act as shop window, as cashier and can send digital
product also. The legal issues which are to be addressed are what are
requirements of binding contract in Internet, when contract is formed,

who has jurisdiction, which law will be applicable, etc.



The activity of merchants and consumers in the Internet has close
relation with the role played by banks. Electronic cheques, digital money
can be deposited, balances can be checked and bills can be paid.
Payment instruction is sent to the bank where a customer’s account is
held. Receiving it, bank sends a packet of digital cash which consumer
used for buying any item and merchant collects it and deposits in his
bank which in turn asks the bank of consumer to transfer the fund. When
a financial institution working in Internet can be called a bank, what is
the nature of digital cash, when a payment is said to be final, what is the
evidentiary value of computerised data base, what are the effects of
digitalisation of negotiable instrument etc., are some of the legal issues

which are required to be addressed.

Internet has created tremendous threat for intellectual property
protection. Keeping aside copyright violation in Internet, Cybersqatling
is the major issue which needs to be addressed for growth of electric
commerce. Practice of acquiring popular trade mark as domain name
and using it for extracting money from trade mark holders appears to be
a danger so far as electronic commerce is concerned. Again the issue
whether transaction of software through Internet is sale of goods or

service is not clear and needs immediate attention.



C. CONCEPTUAL FRAMEWORK

Electronic commerce - the outcome of advanced information
technology has tremendous impact on existing legal system and the said
situation can be extended to broader conceptual framework which
provides for role of law in a society as well as interconnection between
advancement of technology and progress of law. The basic purpose of
law is to regulate human affairs with the ultimate objective of delivering
justice. The existence of law presupposes an attempt to provide some
sort of uniformity, certainty and consistency in the operation of social
process. If technological advancement creates a situation where certain
issues are not addressed by existing legal framework, then it gives an
opportunity to the legal research to bridge the gap either by new
legislation or by amendment of existing laws and thus to foster the
progress of law, and if it is not done law will become slumbering

sentinel.b

D. OBJECTIVE AND SIGNIFICANCE OF THE STUDY
Trade via Internet and other electronic networks is expected to

reach $300 billion by 2000 and more than 300 million users will be

5 WEERAMANTRY C., SLUMBERING SENTINEL - LAW IN THE WAKE OF
SCIENTIFIC AND TECHNOLOGICAL DEVELOPMENT, (Penguin Publication,
London, 1983).



engaged in this transaction which is 60 times more than 5 million users in
1991. This very fact shows the rapid growth in popularity of electronic
commerce and it is also true that electronic commerce is going to capture
a substantial share of tomorrow’s business. This expected growth of
electronic commerce needs the support of a substantial legal regime,
specifying the rights, duties and obligations of the players of the game
like buyer, seller, service provider, bank etc., so that electronic commerce
can flourish according to its potential. This study is to examine whether
existing legal regime in India is sufficient enough to address various
issues emerged due to electronic commerce and also if it is required, to
suggest necessary legislation and amendments to make electronic

- commerce compatible with the existing legal regime.
E. METHODOLOGY
1. Hypothesis

Last few decades have witnessed a steady growth in scientific and
technological development. Electronic commerce is the outcome of such
development. These scientific and technological developments often give
birth to certain issues which are not addressed by existing legal

framework. In such a situation, laws are required to be remodelled so

10



that it can properly fit into newly created environment, and thus prevent
law from becoming a slumbering sentinel. This idea perfectly suits in the
circumstances prompted by electronic commerce in the present digital

age.

2. Research Questions

1. What are the effects of electronic commerce on Indian Contract Act?

2. How Banking law is influenced by electronic commerce?

3. What is the implication of electronic commerce on Intellectual
Property Laws?

4. What are the other laws which will have bearing upon electronic
commerce?

5. How safe is electronic commerce?

6. How much control Government should have on the electronic
commerce?

7. Why should people go for electronic commerce?
3. Operationalisation of Hypothesis
I. Contract

1. What are the requirements for a binding contract to be made over the

Internet?



At what stage can it be said that a contract has been concluded over
the Internet?

How can digital form of payment be used to bind agreement?

Which country’s court will resolve the disputes arising out of n on-line
contracts?

Which country’s law will apply to an Internet contract?

What are the requirements for making a contract through Internet?

IL. Banking

&

When do financial institutions operating over the Internet act as a
bank?

What is the legal nature of digital cash?

When is a payment regarded as complete?

What are the ramifications of digitalisation of negotiable instruments?

What is the evidentiary value of computer based documents?

I11. Intellectual Property

L.

What is the implication of cybersquatting in the field of electronic
commerce?

What changes do we need to stop cybersquatting?

What is the status of sale of software through Internet - sale of goods

or supply of service?

12



4. Data Collection

To conduct this research secondary data, collected from various
Study Reports as mentioned in the bibliography have been used to assess
growth and impact of various Internet related activities. Primary sources
like legislations of various countries on Electronic Commerce and Digital
Signature as referred in the bibliography, UNCITRAL Model Law on
Electronic Commerce, Information Technology Bill have been analysed to
have understanding about the nature of law in digital age. Secondary
data like books, articles and study reports, seminar papers as mentioned
in bibliography have been used to do this research. Various Indian laws
as mentioned in the bibliography have been examined to analyse how
they are going to be affected by electronic commerce. Internet is the
storehouse of information for such topic. Resources available from
Internet, as referred in the bibliography have been used quite
exhaustively. To get information regarding practical aspects of the
subject, researcher has interviewed personnel of bank like ICICI who has
pioneered on-line banking in India and software manufacturer who has
provided electronic commerce solution for the first time in India like

Satyam Infoway, IBM through unstructured questionnaire.
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5. Mode of Citation

In the present work, citations have been used according to

improvised version of Harvard Blue Book: A Uniform System of Citation.

F. CHAPTERIZATION

Present work slarts with brief introduction of the subject and adopted

methodology.

Chapter I -

Conceptualisation

Chapter II -

Electronic Data Interchange

Chapter III -

Digital Cash

- This chapter contains discussion on
concept of electronic comimerce,
instruments used for it and its working

procedure

- Concept of EDI as predecessor of net
based electronic commerce and its merits
and demerits have been discussed in this

chapter.

- This chapter contains discussion on the
system of digital cash, its working

procedure and its ramification on the



socie ty

Chapter IV - - The necessity of encryption, different
Encryption types of encryption and concept of digital

signature have been highlighted here.

Chapter V - - This chapter deals with discussion on
Legal Issues implication of electronic commerce on
Contract, Banking and Intellectual

Property Law.

Chapter VI - - Initiatives taken by legislatures of
Legislative Initiatives various countries regarding electronic

commerce have been analysed here.

Present work comes to an end with brief concluding remark
containing suggested Policy, Principles, Recommendations and a note on

tasks to be done in future.
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CHAPTER I

ELECTRONIC COMMERCE: CONCEPTUALISATION

The rules of business are no longer governed by whims and
fancies. Today, if one’s claws are not sharp and eyes are not watchful, his
or her company can take the quickest route to the endangered list. The
only answer for staying away from the hungry jaws of change is to run
faster than change itself. The change is also not unwarranted. It is an
eternal process and in case of commercial transaction, the need for change

is overdue for a considerable period.6

The growth of telecommunication and computing, known
collective as “telematics”” has enabled business to establish new means of

managing their business, internally and externally, nationally and

6 “This is already my ninth hour at work and I have not eaten or drunk, [ have
been seated all day without even going out and I won’t get to eat until night
but who will deliver me from this endless round of letters and invoices?” This
quotation is not from someone in our recent past but from a Florentine
Merchant in 1385 -

PETER GARDNER, ELECTRONIC TRADING - A PRACTICAL HANDBOOK 21
(Butterworth Heinemann, 1994).

Y “A French term coined to describe the combination of computers and

telecommunication networks” -
DICTIONARY OF INFORMATION TECHNOLOGY (34th ed. 1989).
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internationally.8 Recent advances in computer’ technology,

telecommunication’® technology and softwarel” & information

technology’? have brought new means of exchanging information and

transacting business. This technological revolution'® has influenced

10

11

12

13

Access to telecommunication infrastructure in selected countries in 1996
(ANNEXURE-A).

A computer is a device that solves problem by applying prescribed operation
on data entered into it. The computer can perform its data processing
operations accurately at high speed without human intervention. There are
two basic types of computers-analog and digital. The analog computer
operates on data represented by variable physical quantities. By contrast, the
digital computer works with numbers, words and symbols expressed as digits
which it manipulates and counts discretely. A third general class of
computers, the hybrid computer, combines the feature of the other two and
utilises both analog and digital quality of data. The majority of computers in
use today are of the digital variety. Extremely versatile, digital computers can
carry out a multitude of varied tasks, from routine accounting and book
keeping to the control of space craft and analysis of scientific data -

THE NEW ENCYCLOPAEDIA BRITANNICA 638 (Chicago University Press, 15th
ed., 1991, Vol.16).

Telecommunication systems are devices and techniques used for the
transmission of information over long distances via wire, radio or satellite. A
wide variety of information is transferred by such systems, including sound,
visual images, computer processed data, telegraph and telety pewriter signals -
THE NEW ENCYCLOPAEDIA BRITANNICA 464 (Chicago University Press, 15th
ed., 1991, Vol.28).

Computer program is a detailed plan or procedure for solving a problem with
a computer. More specifically, an unambiguous, ordered sequence of
computational instruction is necessary to achieve such a solution. This
program is also called software -

THE NEW ENCYCLOPAEDIA BRITANNICA 508 (Chicago University Press, 15th
ed., 1991, Vol.3).

Information technology deals with communication, storage, processing, and
use of information for a variety of valuable users. Information technology
helps in optimizing the use of scarce capital, for example, by improving the
utilization of aircraft, railway wagon, steel mills, by supporting intelligent
decision making and coordination without wasteful delays. It promotes better
utilization of scarce resources, such as electricity, water and raw materials.
Information technology also makes it possible to improve quality of life by
streamlining a whole variety of services such as travel reservation, hotel
reservation, banking, commercial transaction, educational program - -

P. SADANANDAN, R. CHANDRASEKAR, INFORMATION TECHNOLOGY FOR
DEVELOPMENT vii (Tata McGraw-Hill Publishing Co. Ltd., New Delhi, 1987).
Technical innovations very likely between 1967-2000 (ANNEXURE B).
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every area of activity where the digital'* transmission of information

serves a purpose whether it is in the office, in business or in world of

shopping, leisure and entertainment. These modern technologies are

being combined, specially through the Internet!s to link millions of people

14

15

Telecommunication centres on the problems involved in transmitting large
volumes of messages over long distances without damaging quality due to
noise and interference. The basis of relatively noise free and interference free
telecommunication is the so called binary signal. The binary signal consists of
two stages, the dot-dash of Morse Code, an on-off signal in teletype, 0 or 1 in
binary mathematics and a punch or no punch command of computer card.
Practically all voice, picture, instrumentation and other data can be coded in
binary form. Long distance telecommunication system capable of transmitting
voice, teletypewriter, facsimile, data or television signal performs through
digital transmission by using binary signal. If digital transmission is
employed, signals are first processed in a code that completely transforms their
character. The versatility of modern information system stems from their
ability to represent information electronically on digital signals and to

" manipulate it at exceedingly high speed. Information is stored in binary

devices which are basic component of digital technology. Information is
represented in them either as absence or presence of energy or electric pulse -
THE NEW ENCYCLOPAEDIA BRITANNICA 508 (Chicago University Press, 15th
ed., 1991, Vol.3).

Internet is made up of hundreds of thousands of separate networks, each
connected to some way to a back bone that moves data from one network to
another.

Other
computers

Backbone Users

The backbone is formed by the biggest networks in the systems, owned by

major Internet Service Providers. Every back bone has at least one point where it

18



in every corner of the world. In the recent past, Internet has got a

exchanges data with another back bone. As a result of this, when a Local Area
Network connects a back bone, people using it automatically gain access to the entire
system. No one person, company, institution, government or organisation owns the
Internet. The World Wide Web Consortium sets the standards for HTML and other
specifics of the web. The Internet Engineering Task Force focuses on the evolution of
the Internet with an eye on keeping the Internet running smoothly. The Internet
Engineering Steering Group is an organisation responsible for managing IETF
activities and the Internet standard process. The Internet Architecture Board is
responsible for defining the over all architecture of the Internet and providing
guidance and broad directions to the IETF. The protocol (set of rules that define
procedure, convention and networks used to transmit data between two or more
networked devices) presently used at the heart of Internet is TCP and IP
(Transmission Control Protocol and Internet Protocol). It comprises of a coding
system that enables different computers to electronically narrate data to each other
over the network. Every computer that hooks on to the Internet, understand these
two protocols and uses them to send and receive data from other computers on the
network. A client-server network is a collection of computers (server) designated to
store, process and distribute data, resources on the one hand and computers (clients)
that access and use the data, resources managed by server on the other hand. Many
commonly accepted methods exist for data exchange over the Internet, including
electronic mail, news, file transfer, remote access to distant computers and the World
Wide Web. The World Wide Web has become the ultimate information utility on the
Internet responsible for carrying out most of the Net's applications. The types of
fuctionalities and modes of delivery of information that have been promised for
decades are now a reality. These include, among others, video conferencing,
inexpensive global phone call, instant data access, live new feeds and real time
interactivity. Applications that are rapid and reliable transmission of data over the
Internet are now being used in the fields of business, education and entertainment.
Another interesting and important factor that the medium possesses is “global reach”.
The Internet is essentially a community of people that has helped to establish the first
truly global community spanning every continent, government, race, religion, sex and
age. For a small tender, the Net can offer the best services by providing a direct client
base and an international coverage at a nominal cost. Businessmen, traders and
advertisers are not the only one who can take advantage of Internet. Institutions and
public sector units can adopt it as a new mode of disseminating information, whereas
for individuals, it can be a source to broaden this horizon. The pool of information
available via Internet is freely accessible by its users. On-line, one can find vast chunk
of information on almost every known subject, available 24 hours a day, seven days a
week. Internet has already exhibited the potential of a future global village -

INFORMATION TECHNOLOGY, October 97, pp.50-58; Robert B. Palmer, Chief
Executive Officer, Digital Equipment Corporation, Address at Spring Internet World
(March 12, 1997); PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 15-23 (Jaico
Publishing House, 2nd ed., 1998); Vic Sussman, Kenan Pollack, Gold Rush in
Cyberspace, SPAN, April-May 1996, p.19; Freedom or Censorship-lI, INFORMATION
TECHNOLOGY, January 98, p.97; Sukesh A., The Information Storehouse, TECHNOWORLD,
October 97, pp.43-47; Freedom or Censorship-I, INFORMATION TECHNOLOGY, November
97, pp.-80-82; WTO Secretariat, Special Studies 2, Electronic Commerce and the role of
WTO, 1998 at 10.




phenomenal growth (Fig. 1 & 2).16

Growth of Internet Hosts, by Region, 1993-1996
(Percentage average annual growth)
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Source: ITU, World Telecommunications Indicators Database, 1997.
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Fig-1

Internet use has tripled over the last two years, according to most Internet
researchers. By the end of 1997, more than 1 out of every 4 Americans were
using the Internet. Neilson’s “Internet Demographies Survey” estimates that
58 million adults in North America were using the Internet at the end of 1997.
Another Net census takers -IntelliQuest Information Group - estimates that 51
million adult American used the web in 1997, a 46% increase over the 35
million who used the web in 1996. World wide, an estimated 65 million people
use the web, according to International Data Corporation. As many as 42
million of these are classified as regular or active Internet users, up from 8
million in 1995, according to Cyber Dialogue.

Web Commerce: A Tempting Target For Tax Collector?,

URL: http:/ /www.house.gov/cox/ Nettax/ web-commerce.htm>
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The previous graph illustrates that Africa, Asia and Latin America
have reported the highest growth rates!'” and the graph below shows that

all regions are expected to gain user market share by next year.

Internet User Population, by Region, 1997 and
Projection for 2000 (Millions)

World |

United States

Canada :

Europe

01997
2000 (Proj.)

Asia ||
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America

L T

T 1 Ll
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Source: ActivMedia, Incorporated, 1997; (hitp://www.activimedia.com).

17 WTO Secretariat, Special Studies 2, Electronic Commerce and the role of WTO, 1998
at 26.
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The Internet has been tremendously successful and it has a

significant impact on our lives in almost every possible area.’® The

growing pervasiveness of the web has made business organisations sit up

and take note of the tremendous potential of this medium (Fig.3).1°

18

19

Using Internet, one can get (a) information about best schools, teachers and
courses available to students without regard to geography, distance, resources
or disability; (b) information about resources of art, literature and science; (c)
on line health care service; (d) facility of using office in different places,
residing in other place with the help of electronic highway; (e) orders from all
over the world electronically, even though he or she is small manufacturer; (f)
opportunity to see latest movies, plays, video games, to listen latest music, to
have new software, to get air ticket through digital transmission; (g)
opportunity to use bank, to do shopping sitting in home; (h) opportunity to
obtain information from government or exchange information among
government organs and business organisations -

Lawrence H. Summer, Deputy Secretary, Department of Treasury, United
States (05/27/97 08:00:47) URL: <http://www.treas.gov/treasury/ press/pr
052297 a.html); WTO Secretariat, Special Studies 2, Electronic Commerce and the
role of WTO, 1998 at 15-21.

Mr. Peterson has predicted following changes due to this medium -

(a) Improved market information for sellers, (b) Improved market information
for buyers, (c) Increased interactivity between buyer and seller, (d) Enhanced
interconnectivity between buyer and seller, (e) Emergence of new market
intermediaries, (f) More technology based channels of physical distribution, (g)
Additional technology based consumer service, (h) More worldwide sourcing,
(i) Increased emphasis on building customer loyalty, (j) Safeguards designed to
provide information security and confidentiality. -

ROBERT A. PETERSON, ELECTRONIC MARKETING AND THE CONSUMER, 164-171
(Sage Publication, 1997).
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Purpose for Maintaining a Website, 1993-1996
(in per cent of all websites)*
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Fig-3

One of the revolutionary uses of the Internet is in the world of

commerce.?0

Already, books and clothings can be bought, business

The number of people using the Internet for commercial purposes is growing
faster than the number of new people getting on-line. 27% of regular Internet
users brought products on-line this year, compared to 19% two years ago,
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advices can be obtained, everything can be purchased from garden tool to
high-tech communication equipment over Internet. But it is just the

beginning. Days are not far away when almost all activities can be done

through Internet (Fig.4).
Application of Internet
Government Hospital
Schools Internet Companies
Homes Banks Retail

Fig-4

according to Media Dialogue, which projects that 39% of regular web users will
be buying on-line by 2001. In all, 10 million Americans have made a purchase
on-line, according to Neilseon - Commerce Net figures. More and more
businesses are eyeing the Internet’s growing market of consumers. According
to one study, fully 25% of all small businesses have established an Internet
presence. 40%of all U.S. companies are expected to be selling products on-line
by the end of the century, according to IBM. On-line retail sales grew up by
150% in 1997. The sale of retail goods over the Net generated $2.6 billion in
total receipt in 1997 - up from $1.1 billion in 1996 and $500 million in 1995,
according to Forrester Research. Among the fastest growing areas of
commercial development in 1997, travel, tourism, computer hardware,
consumer electronics, gifts and books. On-line advertising revenue surged to
$700 million in 1997, more than double of the $300 million spend in 1996,
according to Media Control. Business to business commerce accounts for a
significant amount of Internet related commerce. In 1997, businesses
exchanged $8 billion worth of goods and services over the Internet, according
to Forrester Research. Manufacturers, chiefly in electronics and airplane parts,
totalled $3 billion, services and utilities totalled $3 billion and middlemen,
computer related and office supplies totalled $2 billion.

Web Contmerce: A Tempting Target For Tax Collector?,

URL: <http:/ /www.house.gov/cox/Nettax/web commerce, htm>.
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Trade on the Internet is doubling or tripling every single year. In

just a few years, it will generate hundreds of millions of dollars in goods

and services?! as shown in Fig-5.

Internet is an extremely versatile means of commerce. In respect of

some products, all elements of the production, distribution chain can be

completed on line and across border. For example, after reading an

advertisement in Internet, a customer in Switzerland can send a data

request to the American owner of a data bank stored in Canada. The

computer of American owner forwards the data request to the data bank

for automatic retrieval. The retrieved data is then sent from Canada to

21

Total web related revenues are projected to reach $1 trillion by 2000, according
to Active Media. Others, including the accounting firm of Arthur Anderson,
have put this figure as high as $150-600 billion. In 1996, the U.S. Treasury
Department projected more conservative on-line revenues of $70 billion by
2000. On line retail sales are expected to double almost every year. Forrester
Research provides that on-line sales has grown from $2.6 billion in 1997 to $4.8
billion in 1998, $8 billion in 1999 (projected), $12 billion 2000 (projected), $18
billion in 2001 (projected). By 2001, on-line purchases of computer hardware
could account for 10% of total hardware sales. On-line ticketing could reach
$10 billion in 2001, with $8 billion through airline ticket sales and $2 billion
through on-line sports or entertainment ticket sales. Internet access service are
expected to generate $50 billion in annual revenues by 2000, up from $8.4
billion in revenues in 1997, according to Maloff Group International. At the
end of 1997, Internet access revenues were growing by 25% a month,
compared to 3.8% in March 1996. On-line advertising revenue is expected to
double in each year of the next few years, growing to $2-5 billion in 2002,
according to Cowles-Simba Information. On-line revenue was $700 million in
1997 and $980 million in 1998. Business to business commerce is expected to
grow to $327 billion by 2000, up from $8 billion in 1997, according to Forrester
Research.

Web Commerce: A Tempting Target For Tax Collector,

URL: <http://www.house.gov/cox/Nettax/web commerce, htm>.
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America. The computer in America requests, receives and varieties the

credit card payment or possibly the electronic money transfer from the

Swiss client and sends the requested data to Switzerland.

Internet-Generated Revenues in the United States, by Sector, 1996 and

projection for 2000
1996 2000 (Proj.)
million$  percentage  million$  percentage
Internet access related 4,010 27.0 29,510 15.0
equipment and services
Hardware 2,840 19,820
Software 270 5,540
Service 900 4,150
Internet access 4,230 20.5 33,130 17.0
Consumer 3,460 17,350
Business 770 15,780
Business-to-business 600 4.0 66,470 34.0
commerce
Consumer retail 530 3.6 7,170 3.5
Financial services 240 1.6 22,580 11.5
On-line 220 3,090
securities/ mutual fund
fees
On-line insurance 0 18,630
purchases
On-line consumer 20 860
banking fees
Content 5,240 35.3 37,280 19.0
(various services)
Consumer 80 4,800
Business 5,160 32,480
Total U.S. Internet 14,850 100 196,140 100

economy

Source: Forrester Research Inc., 1997.

Fig-5
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In other words, advertising, production, purchase, payment,

delivery of the service can be conducted electronically through just one

instrument, that is Internet. This shows the enormous potential of the

Internet for electronic commerce.22

L1. WHAT IS ELECTRONIC COMMERCE?

Definition® of electronic commerce vary considerably but,

generally, electronic commerce refers to all forms of commercial

n Supra note 17 at 11.

23 .

Electronic commerce defined simply is the commercial transaction of
services in an electronic format.

(Transatlantic Business Dialogue Electronic Commerce White Paper 1997).
Electronic commerce refers generally to all forms of transactions relating to
commercial activities, including both organisations and individuals, that
are based upon the processing and transmission of digitized data,
including text, sound and visual images.

(OECD, 1997).

Electronic commerce is about doing business electronically. It is based on
electronic processing and transmission of data, including text, sound -and
video. It encompasses many diverse activities including electronic trading
of goods and services, on line delivery of digital content, electronic fund
transfer, electronic share trading, electronic bill of lading, commercial
auction, collaborative design and engineering, on-line sourcing, public
procurement, direct consumer marketing and after-sale service. It involves
both products (consumer goods, specialised medical equipments) and
services (information services, financial and legal services), traditional
activities (health care, education) and new activities (virtual malls).
(European Commission 1997).

Electronic comumerce is the carrying out of business activities that lead to an
exchange of value across telecommunications networks.

(European Information Technology Observatory, 1997).

Electronic commerce that has been limited to a number of specified
companies, is entering a new era when many unspecified persons
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transactions involving organisations and individuals that are based upon
the processing and transmission of digitized data. The term “electronic
commerce” is poorly understood and frequently used to denote different
meanings, very often depending on the individual’s job function,
professional orientation, background, local product or services and type
of information technology deployed.?4 Electronic commerce denotes the
seamless application of information and communication technology from
its point of origin to its end point along the entire value chain of business
processes conducted electronically and designed to enable the
accomplishment of a business goal.?> The goal of electronic commerce is
the creation of a new kind of commercial environment in an electronic
milieu, in which many of the separate steps that normally intervene
between a buyer and a seller in a commercial transaction can be
integrated and automated electronically, thus minimizing transaction

costs.26

including general consumers are involved on the networks. In addition, its
contents have come to not only simple transactions of data concerning
placing orders or order acceptance but also to general commercial acts such
as publicity, advertisements, negotiations, contracts and fund settlements.
(Ministry of International law Trade and Industry, Japan, 1996).

BUSINESS AMERICA at 44 (January 1998).

24 Rolf T. Wigand, Electronic Commerce: Definition, Theory and Context, THE
INFORMATION SOCIETY at 5, Vol.13, No.1, Jan-Mar. 1997.

%5 Id.
26 BUSINESS AMERICA 44 (January 1998).
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Business to
consumer with
Electric Payment
Transaction

Business to Consumer
Business to Business

Electronic Commerce Infrastructure
EFT & Credit Card Transaction

Fig-6

In classifying electronic commerce, broadest definition includes

electronic fund transfer? and credit card?® transaction along with

27

28

Electronic Fund Transfer is a mechanism to do paper based transfers with the
help of electronic transmission. United States Code, Commerce and Trade,
Sec.1693(6) defines electronic fund transfer as any transfer of fund, other than a
transaction originated by check, draft or similar paper instrument which is
initiated through an electronic terminal, telephonic instrument or computer or
magnetic tape so as to order, instruct or authorise a financial institution to
debit and credit an account. It includes but is not limited to point of sale
transfer, automated teller machine transaction, direct deposit or withdrawal of
fund and transfer initiated by phone. UNCITRAL Report of the Secretary
General on Electronic Fund Transfer, Para 4-7, describes that the distinguishing
element in electronic fund transfer is that the payment instruction transmitted
to or between the banks is made in an electronic form rather than by physical
transmission of a paper based payment instruction. This substitution of
electronic impulses for paper is made in order to achieve an increase in speed
of transmission of the payment instruction and to facilitate the handling of the
volume of such messages, thereby reducing the cost.

Credit card is a plastic card with an embossed magnetic strip to record
transactions and to activate the system. In case of Electronic Fund Transfer at
the Point of Sale, it is used. This is a consumer payment system which allows a
consumer to pay for goods and services by conveying details of the transaction
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infrastructure required to support electronic commerce. The
comparatively narrower definition includes business to consumer and
business to business electronic transaction. The narrowest definition
includes business to consumer electronic transaction with electronic

payment system (Fig-6).2

Business

Consumer ........................................................ Administration

Business

Fig-7

to the payer and payee bank, without using any paper vouchers. Credit
transfer systems help a person to make payment through his bank either to
other customer of the same bank or those of other bank. Thus if X has to pay
Y, he may either write out a cheque or if he is using electronic fund transfer, he
may instruct his bank to credit Y’s account with the specified amount. In this,
things which are required are a terminal in the super market, linkage between
this terminal and the customer’s bank and a plastic card. The manner of
operation is that the customer purchases goods or services and then produces
the plastic card at the counter. The plastic card activates the terminal and the
consumer’s account is debited and the seller’s account is credited.

9 Supra note 26.
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Electronic commerce can be sub divided into four categories
business - business, business - consumer, business - administration,
consumer - administration (Fig-7). In business - business category,
company uses a network for ordering from its suppliers, receiving
invoices and making payments by using Electronic Data Interchange
over private or Value Added Network3! The business - consumer
category is like electronic retailing using Internet which offers all sorts of
consumer goods from cakes to computer. The business - administration
category covers all transactions between companies and government
organisations. With the growth of electronic commerce, administration
may offer option of electronic interchange for transactions like Value
Added Tax return and payment of corporate taxes. The consumer -
administration category has not yet emerged but in future government
may extend electronic interaction to such areas as self assessed tax

return.3?2

30 Electronic Data Interchange refers to the exchange of business information,
including purchase orders and invoices between computers used by
cooperating companies.

PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 271 (Jaico Publishing
House, 1998).
For further discussion see chapter Il.

31 Value Added Network is a third party network service provider who offers
Elecronic Data Interchange service which can be used by a company who has
decided to communicate via Electronic Data Interchange.

32 Electronic Commerce - An Introduction, Esprit home page, pp.3-4,

URL: <http:/ /www.cordis.lu/esprit/srce/ecomint.ht>.
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All trade - between retailer and consumer, supplier and
manufacture - revolves around communication in its broadest sense,
communicating messages about the goods themselves, their utility,
unique selling points, communicating orders or request for information
and communication in the sense of transporting those goods to the
market. Where Internet can help in the communication of
correspondence, it can also support this trade communication. The basic
measure of marketing success is the sale of the advertised goods. The
order from consumer to retailer or manufacturer to supplier informs the
supplier of the requirement to be filled and results in the delivery of two
things - the goods themselves and an invoice. The invoice results in
payment which in turn results in a receipt. This is therefore the basic
chain of the trading process, marketing, delivery, invoice, payment,
receipt and customer service.?®> Some or all of this chain can be
transferred to the domain of Internet. So if an environment is created in
which electronic commerce can grow and flourish, then every computer
will be a window open to every business, large and small, everywhere in

the world.

3 NEIL BARRETT, THE STATE OF CYBERNATION 79.
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I.2. INSTRUMENTS OF ELECTRONIC COMMERCE
There are six main instruments of electronic commerce which can
be distinguished. These are telephone, fax, television, electronic payment

and money transfer system, Electronic Data Interchange and the

Internet.34
Growing Networks for Electronic Commerce
(Million units)
Category 1991 1996 2001 (Proj.)

Telephone main lines 545.0 741.0 1000
Cellular subscribes 16.3 135.0 400
Personal computers 123.0 245.0 450
Internet host computers 0.7 16.1 110
Personal computers with 4.5 60.0 300

Internet access
(Internet users)

Source: ITU, “Challenges to the Network”, (1997a).
Fig-8

In most of the cases, electronic commerce refers only to the Internet
and other network-based commerce. But instruments like telephone, fax
and television are already used for commercial transactions. It is very
much usual to get information about some product from television
advertisement and to place order over phone and pay through credit
card. So it can not be said that emergence of new instruments such as
Internet has brought electronic commerce for the first time (Fig-8) but it is

true that, Internet has opened up many new possibilities. With the help

3 Features of Main Instruments (ANNEXURE-C)
Electronic Connection between retailer and customer (ANNEXURE-D).
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of this instrument, all elements of commercial transactions can be
conducted on an interactive basis with less time and lower cost. Thus
Internet is regarded as much more versatile than other instruments of

electronic commerce.35

Percentage of Different Instruments Used in Electronic
Commerce During 1997 and 2000 (Projection)

1997
15% 29, 10%
Bl Phone or fax O Non-Internet electronic commerce
B Mail [dInternet commerce
B Direct sales

2000 (Projection) . 22

32%
42%

1% 8%
Note: Based on a survey of 63 companies by Forrester Research Inc.
Source: Forrester Research, Inc., 1997.

Fig-9

35 Supra note 17 at 5.
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One set of projection of electronic commerce suggests that by 1999,
13 per cent of all consumer shopping will be conducted electronically and
this share will reach to 26 per cent by 2007.3¢ Internet is expected to
expand its market share from 2 per cent of all electronic sales to about 50
per cent in ten years time.*” Another set of projection suggests that
telephone is by far the most important instrument of electronic commerce
but by 2002 Internet and other network based commerce will comprise
one quarter of all electronic sales.?® Forrester Research, through a survey
has revealed the companies which already sell their products on Internet,
still conduct half of their sales by telephone and fax. However the share
of on-line sale is projected to grow to 42 per cent of all sales by the year

2000, as it is shown in the graph above (Fig-9).

I.3. WHY ELECTRONIC COMMERCE?

The growth of electronic commerce - the ability to perform
transactions involving the exchange of goods or services between two or
more parties using electronic tools and technique - is one of the most
exciting aspects of Internet. Electronic commerce will play a significant

role in our economy in the years to come. Electronic commerce will

36 FINANCIAL TIMES, September 3, 1997.
THE ECONOMIST, May 10, 1997.

37 Supra note 17 at 23. '

38 Supra note 17 at 23.
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provide an integrated collection of reliable service to handle tremendous
volumes of business and technical transaction. Organisation will be able
to improve efficiency, accuracy and reduce costs and will provide faster,
more reliable and more convenient services (Fig-10). Smaller firms will
be able to enter and participate at lower cost and with greater efficiency
in new market and larger firms will be able to evaluate, select and more

readily work with other companies.?

- Supplier’s opportunity Customer’s benefit
global presence global choice
improved competitiveness quality of service
mass customisation & personalised products & services
“customerisation”
shorten or eradicate supply chains rapid response to needs
substantial cost savings substantial price reductions
novel business opportunities new products & services

Source: http://www.cordis.lu/esprit/src/ecomint.htm.

The boundaries of electronic commerce are mnot defined by
geography or national borders but by the coverage of computer network.
Electronic commerce enables even the smallest supplier to achieve a
global presence and to conduct business world wide. It enables supplier

to improve competitiveness by becoming closer to the customer. Many

3 Lawrence H. Summers, Deputy Secretary, Department of Treasury, United
States (05/27/97 08:00:47) URL: <http://www.treas.gov/treasury/press/pr
052297 a html>.
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companies are using electronic commerce technology to offer improved
levels of pre and post sale support, with increased level of product
information, guidance on product use and rapid response to the customer
queries. With electronic interaction, companies are able to gather
detailed information on the needs of each individual customer and
automatically tailor products and services to those individual needs.
Electronic commerce allows traditional supply chains to be shortened
dramatically (Fig-11). Goods can be shipped directly from manufacturer
to the end consumer, by passing the traditional stoppages like

wholesaler’s warehouse, retailer's warehouse and retail outlet.

— Transaclion
Costs of
the Consumer
Transaction
Costs of the
Retailer
__| Transaction
Costs of the 4
Wholesaler
Transaction 3
Cost of the 2
Manufacturer
1
Production
Costs of the |— L —
Manufacturer

Market hierarchy and transaction costs in a stepwise fashion
1. Sales Price of the Manufacturer
2. Sales Price of the Wholesaler
3. Sales Price of the Retailer
4. Purchase Price for the Customer

Fig-11
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In case of products and services that can be delivered
electronically, the supply chain can be removed entirely. This has
massive impact on things like film, video, music, magazines, newspaper.
One of the major contribution of electronic commerce is a reduction in

transaction cost (Fig-12).

Cost of Buying Software over the Internet
compared to "Traditional" Channels
(in USS per transaction)

16+

121
8 5.0
4. 0.35
o P ‘ .
Internet Telephone Traditional

Retailer

Source; OECD, OECD Observer No.208, 1997k.

Fig-12

A.]. Campbell has observed that there are basic ten reasons why a
company should be using E-Commerce to increase its competitive

position in the global electronic market place.#0 On an individual level,

9 a- Getting started is easy - The starting point for most businesses is to
develop a web page that contains basic information about the company,
including a description about the nature of the business, the product list
and how to reach the sales staff.

b - Faster and cheaper delivery of information - Printed materials of
business such as brochures, sales pockets, price quotas, catalogues,
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electronic commerce has created a host of opporl-um'ties for consumer to

shop locally or globally. Merchants see it as a cost effective means of

product updates, technical specifications, new product information,
cautionary information can be reached to the customers as soon as they
are put on the Internet. _
Quick feedback on new product - Getting information from customers
about their likings and about their reaction against any product will
help to adjust marketing strategy.

Improved customer service - The web pressure of a company acts as
customer service centre which the customer can knock whenever they
want.

Global audience - The World Wide Web is having now approximately
119 million users and it is expected to double in the next millennium.
This massive audience is a positive reason for any business to go on
line.

Levelling the field of competition - On the Internet, because of its
unique feature, the impact of a large or small company can be similar.
The difference lies on the fact that commitment, each organisation is
going to make.

A Strategic Tool - Entering in to global Internet commerce world will
bring new opportunities for the business which were not available
earlier. Then to target potential buyer of a country becomes part of
marketing plan.

It is cheaper than phone call - Sometimes trying to make phone call or
sending mail can be difficult from some part of the world. In case of
Internet, people can find the page, no matter where they are located. In
some places, cost of making long distance call of extended duration can
be very high. But due to highly competitive market of web access, cost
of monthly charges is going down so much that the marginal cost of
Internet based information comes less than international calling.
Enhanced business to business link - Using Electronic Data Interchange
to link suppliers to producer to seller gives companies a fuller picture of
supply and demand and saves time and money by shortening the
ordering cycle.

Tough competition - With more and more businesses entering the web
export market every day, your business has global competition. Along
with good hold of actual market, a strong web presence is required to
have advantage over the competitors.

A.]. Campbell, Ten Reasons Why Your Business Should Use Electronic Commerce,
BUSINESS AMERICA at 12-14, May 1998.
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increasing their customer base while consumers see Internet shopping as
a fast, convenient way to shop or to pay bill electronically (Fig-13).41
Electronic commerce is fast changing the way goods and services are
brought and sold. Apart from shopping, electronic commerce is
eliminating paper based transactions between organisations and
streamlining the way corporations operate.42 Modern communic:ation
and information technologies can enable change in organisation

structures and business processes.

Business to Business Internet EC in Western Europe
(in Millions of US dollars)

1996 $214
1997 $ 681
1998 $1,795
1999 $4,343
2000 $8,809
|(Source: International Data Corporation)
Fig-13

Events within the market and market structure are experiencing
changes due to increasing utilization of modern telecommunication
media. The widespread use of personal computer coupled with
telecommunication network and Internet has made paper-free trading
reality.#3 In the traditional business office, records and documents have

been recorded on visible media, predominantly microfilm. One of the

41 Chandra Agnihotri, Cyber Shopping, ASIAN AGE, June 14, 1998, p.5.
42 Id.
43 Supra note 24.
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media. The widespread use of personal computer coupled with
telecommunication network and Internet has made paper-free trading
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been recorded on visible media, predominantly microfilm. One of the

41 Chandra Agnihotri, Cyber Shopping, ASIAN AGE, June 14, 1998, p.5.
42 Id.
3 Supra note 24.
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chief characteristics of these records is that they are physical objects, static
entities, fixed and frozen in time and format. With electronic commerce,
these organisations are in the midst of a historic change -a transition from
visible to electronic media.% Because of electronic commerce, travel time
and coat have been virtually eliminated for the buyer. Both buyer and
vendor have merely perfect information about goods and services Being
marketed. Entering and exiting market place are relatively easy for both
buyer and seller. Buyers will have substantial number of vendors to
choose from (Fig-14) and vendor will have greatly expanded market that

is not geographically based.4>

World Wide Web Prices for Spyder™ Paintball Gun on October 19, 1996

Company Price

Aretic Paintball $240.00

Coast to Coast 139.95

Command Post 199.95

HORC 194.95

Olympic 175.99

On the Go 162.50

Paintball Headquarters 169.95

Paintball Mania 182.95

Paintball On-Line 176.53

Paintball Paradise 159.00

Planet Sports 159.99

Skan-line 164.85

Sypder™ is distributed by Kingman International Corp. (Walnut, California).

Fig-14

44 David O. Stephens, Electronic Record Keeping Provisions in International Laws,
RECORD MANAGEMENT QUARTERLY at 72 (April 97).

45 ROBERT A. PATERSON, ELECTRONIC MARKETING AND THE CONSUMERS 12 (Sage

Publication, 1997).
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Through Internet, it is possible to get the lowest possible price
offered for a particular good and competitive pressure will lead to
average price levels that are lower than those that currently exist. This
competition will not be limited to the Internet alone rather it will affect
traditional retailing as well. For example, one can now get a price quote
on the Internet for a particular product and then that price quote can be
taken to a local dealer to negotiate the price and thus retail margin will
shrink.46  Among direct benefits of electronic trading are reduction in
transaction cycle time, improved accuracy and lower cost per business
transaction (Fig-15).

Speed and Costs of Different Ways of Document Transmission®

Costs (US$) Time
New York to Tokyo
Air Mail 7.40 5 days
Courier 26.25 24 hours
Fax 28.83 31 minutes
Internet e-mail 0.10 2 minutes
New York to Los Angeles ‘
Air Mail/ 3.00 2-3 days
Courier 15.50 24 hours
Fax 9.86 31 minutes
Internet e-mail 0.10 2 minutes

Example of sending a 42 page document.
Source: 1TU, “Challenges to the Network”, 1997a.

Fig-15

46 Supra note 45.
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Among with indirect benefits of electronic trading are improved
responsiveness, higher productivity, enhanced integrity of business
information, eradication of issue like inter working between geographical
areas, closer working relationship with trading parties, exploitatiqn of
new business opportunities.4”

1.4. SCOPE OF ELECTRONIC COMMERCE

Business of all sizes to understand the role that telephone,
computer network and technology can play in creating new possibilities.
And if they can exploit this potential, they will be successful
entrepreneurs and business persons who will bring new product to the
market, increase consumer’s choices, lower costs and improve national
economics.® The Internet, intranet, extranet and other communication
networks are lowering entry business to commerce, enabling both small
and large firms as well as consumers to engage in and benefit from
electronic commerce.  Electronic commerce is already generating

important sales and savings for businesses.4?

47 PETER GARDNER, ELECTRONIC TRADING - A PRACTICAL HANDBOOK, 42
(Butterworth Heinemann, 1994).
48 The volume of electronic commerce is poised to top $2 billion this year,

according to 1BM’s electronic payment and certification division. Transaction
through plastic cards make up as much as 6 per cent of the world’s economy,
according to S. Ramani, Director, National Centre for Software Technology,
Mumbai and President, Computer Society of India, SEEARCC ‘97 - Electronic
Commerce and Regional Development, NEWS BYTES NEWS NETWORK (December
12, 1997).

49 Larry Irving, The Risks and Rewards, ELECTRONIC JOURNAL at 29-73 1
November, 1997.
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Extranet Intranet Internet
Fig-16

Electronic commerce - the new way of doing business, a composite
of technologies and services that foster automated transaction of business
and exchange of related information. This is done at three levels - within
a business, between two business, one of whom could be a supplier,
between a business and its customer. Since the back bone of electronic
commerce is the global web of cyberspace, each of these interlocking
circles of operation is enabled by a network. The interchange within a
business is commonly known as an intranet. The transaction with
another business as a supplier is called as extract and for coming together

of buyer and seller, there is great electronic bazar-Internet (Fig-16).50

50 Anand Parthasarathy, Cyber Business: A New Model for the Millennium, THE
HINDU, March 12, 1998, p.27.
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making
contact

shared

pre-sales post-sales distribution
support support processes
informatio virtual
transfer enterprise

multi-
media

©

@ directories,
{3

| legal & regulatory framework |

Scope of Electronic Commerce

Fig-17

Electronic commerce is not a single uniform technology, rather it is

characterised by diversity. It encompasses a wide range of business

operations and transactions.® Also it encompasses a wide range of

51

h.

establishment of initial contract, for example between potential customer
and potential supplier.

exchange of information.

pre and post sales support, like, details of available products and services,
technical guidance and product use, responses to customer questions.

sales. ‘

electronic payment using electronic fund transfer, credit cards, electronic
cheque and electronic cash (for further discussion, see Chapter 111).
distribution - including both distribution management and tracking for
physical products and actual distribution of products that can be delivered
electronically.

Virtual enterprises - groups of independent companies that pool their
competencies so that they can offer products and services that would be
beyond the capabilities of any of the individual companies. :
shared business process that are jointly owned and operated by a company
and its trading partners.

Electronic Commerce - An Introduction, esprit home page,
URL:<http:/ /www.cordis.lu/ esprit/ src/ecomint.ht>.
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communication technologies including e-mail, fax, electronic data

interchange and electronic fund transfer (Fig-17). Any of these

technologies can be used to support electronic commerce, with the choice

between them according to the context. There is also a need for a well

defined legal and regulatory framework that is conducive to electronic

commerce to facilitating electronic commerce by removing the barriers.52

As the global interaction is one of the main pillars of electronic

52 Apart from these, the secrets of selling on the web are as follows -

a.

i

Choose the right niche - Niches as the Internet are based on what you sell,
not where you are. So one should choose a niche small enough that you
can dominate it.

Have high production values - High production values are critically
important in catalogue, which have to convince consumers to buy based on
a few sheets of paper.

Make your site easy - Visitors to a web site will leave at the slightest
obstacle. So if people has to visit and order from the site, it is suggested
not to put any obstacle in the way.

Be real - Visitors need to be reassured that they are ordering from a real
company. So one should put in the web page, his name, phone number,
address, image of catalogue, customer testimonial, brief history of
company.

Emphasize service - Visitor is to be informed that there is guarantee that he
will be satisfied with what he buys, otherwise, money will be refunded
without any question.

Promote site - Most sites get most of the hits from search engines, so the
web page is to be indexed with the search engines.

Lower the price - The emotional satisfaction of getting something at the
cheapest price is almost like a drug. People will go to any length to get it.
Change site - Regular change in a web site is a form of high production
value.

Think globally - It is to be shown that the vendor welcomes order from all
over the world and shipping rate to each country is to be clearly informed.

Paul Graham, Secrets to Selling on the Web, WORLD EXECUTIVE DIGEST, 43-45
(August 1998).
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commerce, thus legal and regulatory framework must have a global

scc)pe.53
5. ELECTRONIC COMMERCE IN PRACTICE

— Air Transport, Travel, Maritime
= Transportation, Tourism

— Banking Services.

— Direct Marketing, Retailing

— Education and training

Electronic Commerce | (— Entertainment

in practice — Information Services
— Insurance
— Professional Services
— Publishing

— Tele medicine

Over the last few years, more and more business houses, research
organisations, educational institutions are putting up their sites on the
Net. On-line service is available for airlines, freight carriers, travel
agencies, booking services, tourism information resources. Web sites, e-
mail, customized software provide Internet assess with an ever-
expanding list of options to conduct business, plan vacations, take

advantage of special travel opportunities.>

53 Supra note 33 at 5-6.

54 Eugene Alford, Air Transport and Travel on the Internet: Flying and Shipping in the
Computer Age, BUSINESS AMERICA at 25 (January 1998).
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Kenair Travels

¢ Web travel agency business

e Tours, specials on the web

e Customer interaction and transaction on the web :

e Extensive backup infrastructure to keep the web information up-to-
date and accurate

A business can contract for the pick up, shipment and tracking of
its product and then book air travel, hotel and rental car for an executive
to visit its customer through the Net.55 The maritime industry has long
been a user of electronic commerce. Information about a large number of
transactions in the United States maritime trades between shippers and
carriers, as well as between ocean carriers and other modes of transport
in intermodal transport movements, is communicated electronically. The
data contained in bills of lading, deck receipt, certificates of insurance, are
generated and transmitted electronically. With the development of
electronic commerce, shipping contracts will be signed and transmitted

electronically.5 Both shippers and carriers can incur substantial costs

55 The on-line air ticket sale can reach upto $4 billion by the year 2000 from an
estimated $700 million in 1997.

56 C. William Johnson, Maritime Transportation: Ocean Carriers Sail the Electronic
Sea, BUSINESS AMERICA, at 25 (January 1998).
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when the paper trail becomes congested. The use of electronic signature
for bill of lading and other documents can unclog the paper trail at every
turn. Electronic negotiable bill of lading, in addition to speeding the data
mo{fement process, can solve the problem of paper work needed to
release a cargo before ship reaches port as in maritime industry,
negotiable bill of lading provides evidence of ownership. If the carrier
releases the cargo to someone without original bill of lading, the carrier

faces the risk of the claim of actual holder and liability for loss of cargo.”

Electronic Commerce Applications

People to People . "

*
?
I

Application to Application %
Fig-18

Electronic commerce presents the greatest challenge to and
opportunity for commercial banking sector. Electronic commerce is

specially attractive to banks and other organisations that deal with

57 Supra note 56.
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mountain of paper. With the entry of home banking via personal
computer, telephone based banking, automated kiosks, the conventional
bank finds itself at an economic and cultural cross road. Electronic
commerce, Internet banking and interactive banking allow customer to
monitor checking, savings, credit and account activity and balances,
transfer funds including paying third party bills, review their credit line
status and send electronic mail to customer service (Fig-18).58 Banks
provide tools to customer to make informed investment decision by
informing real time quotes, company news, research, stock, corporate
bands, treasuries, options and mutual funds trading. Electronic
commerce poses threat of fraud, loss, insolvency, piracy and unchecked
issues of electronic money.>* Barclays Bank (http:/ /www.barclays.co.uk)
has offered full banking services to the customers from their home
computer. Electronic Share Information Ltd. (http://www.esi.co.uk)
offers on line share information and trading facility. Customers can view

London Stock Exchange prices and buy and sale shares on line.%0

58 John R. Sieugmund, Banking Services: Harness Technology And Come Up With a
Winning Business Strategy Which Continues to Serve Public Interest, BUSINESS
AMERICA at 27 (January 1998).

% Id.

60 Supra note 32 at 8.
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| Netscape - (ISN - Your Personal Computer Superstore)

File Edit View Go
http:/ /www.Internet.net/

Bookmarks Options

Your #1 source for computer products

Discovery Window Help

N

Internet Shopping Network

Free membership

e Desktop Computers

e Drives

e Memory & Processors
¢ Modems

o Monsters & Video

e  Multimedia Hardware
e Networking

¢ notebook Computers

Enter to win a video
conferencing package to
keep in touch with your
valentine!

JUST ARRIVED
Hot low prices on new
Microsoft Office ‘97

Find it Here What's New? Today’s Hot Deals
e Accessories CUPID’S QUEST Block Financial Kiplinger

Tax Cut 96

Acoleim Ent. NEA Jem
Tourn. Ed. (DOS)

Symantee Healthy PC 1.0
(Win98)

. Pt products Get MS Upgrades | Matrox
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. oftware PERSONAL PRODUCT
s Downloadable NEWS Labtec LCS-1012

Product Services Amplified Comp

e Hot Deals Central Spkrs Magnetically
e Rebates & Specials
e Product Advice

Product Search

Fig-19

Today direct marketers are some of the premier users of electronic

commerce. Whether it is a catalog company directly marketing goods via

Internet or a distribution center transferring information to its supplier of

goods through Electronic Data Interchange, direct marketers are

increasingly using electronic commerce to promote products and serve

their customers (Fig-19). As postal and paper rates continue to rise, direct

marketers may increasingly switch from using printed materials to utilize
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the Internet.®? The Internet allows the retailer to reach both customers

and supplier and provides another medium for retailers to expand

internationally at a relatively low cost.

Amazon.com (http:/ /www.amazon.com) is an on line book store
offering more than 2.5 million titles with sales increasing at a rate of 30
per cent each month.? Virtual Vineyards® (http:/ /www.virtualvin.com)
offers wines and gourmet foods, providing an outlet for a number of
California wine producers. There is detailed on-line information on the
various wines and foods and also an on-line query service through
e-mail. Customers can order and pay through credit card and elef:tronic
cash.64

Education and training providers use progressively advanced
methods to offer their services as new electronic technologies are

developed. Fax, video tapes and distance teaching are giving way to on-

61 The Direct Marketing Association has reported that in 1996, the direct
marketing has generated as estimated $640 billion in consumer sales and $500
billion in business to business sales and within five years it is projected to
reach $1.8 trillion.

Bruce D. Harsh, Direct Marketing’s Future In Electronic Commerce, BUSINESS
AMERICA at 29 (January 1998).

62 Aaron Schavey, Retailing On-line: Today's Promise and Tontorrow's Opportunity,
BUSINESS AMERICA at 40 (January 1998).

63 The full text of the web page (ANNEXURE - E).

= Supra note 33 at 7.
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line instruction and electronic commerce.55 A person in Korea with a
credit card can, by accessing the Internet services, register and work for a
master’s degree from University of Maryland, without ever coming to
United States. The training materials can be transformed to multimedia
documents, capable of integrating video, audio broadcast, three-
dimensional graphics and animation with Internet technologies to make

learning more interactive for the participants.

Electronic commerce offers entertainment industries both
opportunity for profit and risk of loss. Opportunity for profit arises when
electronic commerce offers new delivery system for filmed entertainment
and recorded music and risk of loss results from piracy over Internet of

copyrighted movies and musics.®”

Information services consists of data processing, network services,

professional computer service and electronic information services. Many

65 Achamma C. Chandersekaran, Education and Training Transformed By Internet -
Enabled Electronic Commerce, BUSINESS AMERICA at 31 (January 1998).

66 Id.

67 According to International Intellectual Property Alliance due to inadequate
copyright protection over Internet, copyright based industry has suffered a
loss of $10.7 billion, of which motion picture and music company’s loss is $1.8
and 1.2 billion respectively. Computer program and books account for rest of
the loss.

John E. Siegmund, Entertainment and Electronic Commerce, BUSINESS AMERICA at

33 (January 1998).
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information service companies are providers of electronic commerce
applications and services.®® Network service firms are increasingly
looking to the Internet for new business opportunities and are providing
more sophisticated forms of electronic commerce, including services

which facilitate sales and customized research over the Internet.6?

The back office operations of insurance companies are .a]most all
computerised and operate on an electronic commerce basis. Accounting,
financing, investment, management, fund transfer, underwriting, product
dévelopment and claim support are done electronically.”’ In addition, the
vast majority of transaction between insurer, other insurer, agents and
brokers, reinsurer, bank and other financial institutions are carried out by

electronic means.”!

Professional service providers, such as architects, engineers,

accountants, lawyers and management consultants have potential to

68 Jennifer Tollarico, Information Services and Electronic Commerce, BUSINESS
AMERICA at 34 (January 1998).

b Id.

70 Bruce McAdam, [nsurance: In Electronic Commerce a Risk?, BUSINESS AMERICA at
36 (January 1998).

71 Statistics show that in 1997, premium sales of personal, auto, home owner and
life insurance on the Internet was about $200 million and it is projected that it
will reach $6.3 billion by 2006.
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increase their opportunities remarkably through electronic commerce.
Architects and engineers can transmit technical drawing to colleagues or
clients and accountants, lawyers and consultants can provide advice and

counsel electronically.”2

GE Trading Process Network (TPN)

e US$ 1 Billion purchases per year Electronically
1400 suppliers

* Request for bids include drawings, designs, etc.

e Bid submission also electronic

e Average bidding process time reduced by 50%

* Ability to procure internationally, more suppliers

e Cost reduction 5% to 20%!!

e Plans to include suppliers” suppliers as well.

Professionals and their firms can bid and win contracts without
handling ream of paper, sending over night mail, having telephone
messages, spending hours travelling to meet with clients and waiting
indefinitely for answers. Electronic commerce also improve internal
integration of the firm.” Mr. Joroen de Kreck, (http://www.dds.nl/de
creek), a lawyer from Amsterdam provides a legal question answering

service that is available 24 hours a day. He responds to the question

7 J. Mare Chittum, Professional Services: Knowledge Transfer Redefined Through
Electronic Commerce, BUSINESS AMERICA at 38 (January 1998).

73 Id.
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within two hours. The response to the first question is free but

subsequent questions incur charges.”*

On-line publishing offers potential benefits to publishers by
dramatically réducing publishing cost, such as cost of printing and
binding manuscript, distribution cost, inventory cost. On-line publishing
has potential to reach much wider audience, including international
market at a relatively low cost. It is estimated that publishers can cut
their cost by 75 per cent by using electronic commerce.”> Since retail book
stores cannot afford to stock copies of all books, on-line publishers can
offer to make such books directly available to readers through Internet.
Electronic publishers have exploded a new way by offering on line
version of newspaper.’¢ The Times (http://www.the-times.co.uk) is now
published on-line. The complete content of the newspaper is available

and access is free.”7

Telemedicine represents the most important application of

electronic commerce that has emerged in the health care service sector in

4 Supra note 32 at 10.
75 Supra note 62,
7% Supra note 62.

= Supra note 33 at 10.
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recent years. It is a means for providing health care and communicating
health care information over vast distances with the help of
telecommunication technology.”® This method can include transmission
of basic patient data, images of X-Ray, ultrasound, magnetic resonance
through computer network. Consultation with medical specialist and
patient interviews offer another application of this form of treatment.
The objective of telemedicine is to upgrade the quality and minimize the
cost of medical care through easing communication of critical information
between health care specialists.” One of its chief benefit is the
elimination of the necessity for physician and patient to be in the same
geographical region. U.S. medicinal service firms have already acted to
reap the domestic benefits of this advanced technology form of health

care delivery .80

1.6. HOW DOES THE SYSTEM WORK?

Internet can support the complete trade process or substantial part
of it. Internet provides rapid access to information sources provided by
marketing-service organisations. These services can be accessed by

means of Internet-supported connection. Internet facilitated marketing

78 Ernest D. Plock, Telemedicine is Emerging as a Cost-Effective Healthcare
Alternative, BUSINESS AMERICA at 42 (January 1998).
79 id.

80 Supra note 78.
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device is web page. Web page is the digital equivalent of a market stall.?]
The establishment of web page ensure the identity of the company within
the Internet and it can be located by the prospective customer. It carries a
host of relevant information. A customer can browse through that web
page and comes to know in detail about the required goods - its
description, price range, video clip of model, etc. To find a particular
item or locate a particular web page, it is necessary to know the address
of the page, in which case it can be accessed immediately, otherwise, a

research has to be performed.®?

Open Market’s: Transaction Model

CONSUMER
7118 \

CONTEN TRANSACTION
SERVER SERVER
4
FINANCIAL
PROGRAMME
NETWORK

Source: Robert A. Paterson, Electronic Marketing and the Consumer, Sage
Publication, 1997.

Fig-20

81 Supra note 33 at 79-91.

82 Supra note 33 at 92.
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1)
2)
3)
4)

7)

8)

Consumer requests price and purchase information to Content Server.
Content Server sends price and purchase information to consumer.
Consumer begins transaction with specified Transaction Server.
Transaction Server sends consumer transaction information to
Financial Processing Network for authorisation.

Financial Processing Network responds to Transaction Server with
authorisation (allowed or denied).

Transaction Server sends sales confirmation on confirmed transaction
to consumer.

Consumer request Content Server for product with confirmation from
Transaction Server.

Content Server deliver products to consumer.

The individual or organisation selling product or service through

Internet is called the vendor and the individual or organisation buying

the goods or service through Internet is called purchaser. But the

purchaser is ordinarily presumed to be a private individual shopping

from home using personal computer connected to the Internet and the

vendor is a shop having Internet presence.

The Buying Cycle (Business to Business) - Customer initiated

Step 1

Customer aware of you already

Aware of a need and looking for suppliers

Ensure effective information on your websites to ensure you show up in
searches

Belong to relevant electronic catalogs

Step 2

Customer interact with your site

Looks for product, pricing, availability, service information
Wants answers to questions

Asks for quote, proposal
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Step 3
Customer wants to place the order
Expects immediate order acknowledgement
Specific date/time of delivery
Commitment on quantity
Expects order status to be available for query on-line
Expects commitments to be met.
Delivery lead time expectations getting shorter.
Step 4
Invoicing, payments, etc.

The Buying Cycle (Business to Business) - Supplier Initiated
Step 1 '
You are aware of customers’” web base sourcing site
Customer places Raps, RFQs on the Web.
Step 2
You interact with customer site
Look for product, delivery, support requirements
Seek clarifications
Check delivery capability (ex stock, change production schedule, etc.)
Submit quote, proposal
Step 3
Customer places the order
Expects order status to be available for query on-line
Expects commitments to be met.
Customer may initiate order changes.
Delivery lead time expectations getting shorter.
Step 4
Invoicing, payments, etc.

Source: Sanjiv Aiyar, Net Commerce Seminar, Confederation of Indian Industries,
Bangalore, 1998.

At the basic level, to order particular goods, few steps are to be

completed.®3 Along with these, to complete the purchasing, there has to

8 a. the general category of goods must be determined.
b. a vendor must be located and chosen.
c. the specific goods required must be identified.
d. the vendor must be informed of the goods and quantity required.
NEIL BARRETT, THE STATE OF CYBERNATION 92.
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be a contract between the vendor and purchaser where vendor agrees to

deliver the desired goods and the purchaser agrees to pay for those

goods.

DOCUMENTS

EXPORTER

IMPORTER

FUNDS GOODS RELEASE SHIPPING FUNDS
1 ORDER MESSAGE 3

b S OLLECTION ORDER) S
COLLECTING _ (REMITTING
BANK i BANK

FUNDS
2

Fig-21

This agreement takes place through filing up forms. These forms
are stored as part of the web page and they are ordinary files which have
to be filled up.# The purchaser completes these forms by typing name,
address, order details, into the appropriate parts of form. When the

filling up of the form is completed, purchaser clicks on the “send” button

84 Andy Reinhardt, Long on, link up, save big, THE ECONOMIC TIMES, Bangalore,
June 26.
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and thus information is transmitted to the vendor. Here the criteria of
placing order is fulfilled. When vendor receives order form, it becomes

his responsibility to supply the ordered goods (Fig-21).85

Payment - STLMURPHS57-03

Summary Accepts Merchant Note

Order Number: 184719.0

Merchant: cdworld-93

Purchase Amount: US$16.65

Pay Using

VISA Personal VISA Gold Add Account
Add CyberCoin

Service Type Credit Card Service

Memo

‘Help Pay Cancel

Fig-22

For the purpose of payment, vendor expects purchaser to simply
provide payment detail, that is credit card detail over the Internet (Fig-
22). But it is very risky to transmit credit card number in this way as
there is every possibility to copy the number and use it elsewhere by

others. So it is safe to transmit payment instruction through encryption.8¢

85 Supra note 47.

L Encryption is a reversible process of modifying clear text for the purpose of
keeping it secret from any one other than its intended recipient. (For further
discussion see Chapter V).
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ELECTRONIC TRADE PAYMENT THROUGH SWIFT

FUNDsS
----------- ’
U.S. French
> Bank A > Bank A
AMERICAN CHIPS SWIFT SAGIT- FRENCH
IMPORTER TAIRE EXPORTER
U.s. F rénch
Bank B Bank B

Fig-23

As in case of electronic order, there are number of risk factors,® it
is better to encrypt either the whole order form or only the credit card
details so that the information can only be read by the intended party

(Fig-23).

87 a. form may not be genuine - it may not have been issued by the individual
from whom it purports to come.
b. it may have been intercepted and read by some third party.
c. it may have been intercepted and altered by third party.
d. it must represent legally acceptable authority.
Ermest D. Plock, Telemedicine is Emerging as a Cost-Effective health Care
Alternative, BUSINESS AMERICA at 42 (January 1998).
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?:yberCoin Wizard - Step 4 of 4
Here are your choices to adding CyberCoin funds to your Wallet

Amount: $20.00
Add From: VISA Personal VISA Gold

To change any of your responses, click Back
To add CyberCoin funds to your Wallet, click Finish

Help <Back Finish Cancel

Fig-24

Payment can also be made through digital cash from digital wallet
which is both mobile and untraceable and which allows individual to
purchase goods from shop, equipped with this device to read and

transfer digital coins from one wallet to another (Fig-24).88

Depending on the nature of the goods, for the purpose of
distribution, goods have been classified into three categories.®” For the

first category goods, advertising, ordering, payment for the goods can be

88 Supra note 84.
89 a. goods that can be distributed through some ‘real world” medium to the
purchaser.

b. goods that can be distributed wholly over the Internet.
c. goods that can be distributed partially via Internet and partially through

some ‘real world’ mechanism.
PETER GARDNER, ELECTRONIC TRADING - A PRACTICAL HANDBOOK 103
(Butterworth Heinemann, 1994).
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effected through Internet but distribution of goods are carried out by
some other means like, courier, parcel post, distribution from local shop,
collection from some local point, etc. Clothes, equipments are few
examples of first category of goods which can not be digitised to transmit
through Internet.”* The second category of goods like videos, software,
music, books can be digitised and transmitted through Internet. But
because of the risk of unwanted interception, these goods are transmitted
in encrypted version.”? In case of third category of goods, both Internet
and other distribution mechanism are used. For example, in case of a
computer game, a simplified versions of the game is made available, free
of cost on the Internet and interested parties can download it and those
who are interested in getting other episodes of the game have to place
order through Internet and a CD-ROM will be delivered through

standard postal service.??

9% Supra note 47,

9 Digital goods can be copied at any stage of transmission. When a file
containing digitised goods are transmitted by the vendor to the purchaser over
Internet, an intermediate host can take copy of that file. In that case, he gets a
copy of goods without paying anything for that and as it is a master copy, he
can create other copies from this. To avoid this problem, these type of goods
are transmitted in encrypted form.

PETER GARDNER, ELECTRONIC TRADING - A PRACTICAL HANDBOOK 102
(Butterworth Heinemann, 1994).

92 Supra note 32.
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Chapter II:

Electronic Data Interchange : the Precursor of Net Based

Electronic Commerce

I1.1. What is Electronic Data Interchange?

I1.2. Benefits of Electronic Data Interchange

- I1.3. How Does Electronic Data Interchange Work?
I1.4. Market Application of Electronic Data Interchange
IL.5. Electronic Data Interchange Contract

I1.6. Disadvantages of Conventional EDI

I1.7. Internet and Electronic Data Interchange



CHAPTER II

ELECTRONIC DATA INTERCHANGE : THE PRECURSOR
OF NET BASED ELECTRONIC COMMERCE

The growth of information technology has enabled businesses to
establish new means of managing information flow both in intra and
inter organisation level. The wave of modern technology and changes in
business practice has brought the traditional paper-based method of
communication in the verge of extinction. The paper-based
communication stood as stumbling block for business expansion.®? The
electronic alternative to paper-based communication has reduced the cost
of administration and also accelerated the whole transaction chain.
Electronic Date Interchange® is one of the information technology tools

for modern business.

4 Context for Electronic Data Interchange Use (ANNEXURE - F).

A * In its simplest form, Electronic Data Interchange is the computer to
computer exchange between two companies of standard business
documents in electronic format.

Mohan Padmanabhan, Benefits of Speedy Implementation in Ports and Customs,

BUSINESS LINE, April 13, 1998 at 4.
¢ The computer to computer transmission of business data in a standard

format.
The United Nations Trade Data Interchange Directory (UNTDID),
TRADE/WP.4/R.721.

¢ Electronic Data Interchange consists in using standardised electronic
format to exchange business information.
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IL1. WHAT IS ELECTRONIC DATA INTERCHANGE?

Electronic Data Interchange enables companies to conduct
paperless, computer to computer exchange of business documents, in a
structural format, over private or public data network, with little or no
human intervention.> Electronic Data Interchange is a new mode of
business communication, replacing standard paper documentation, such
as invoices and purchase orders, with structured electronic messages.%
Many businesses choose Electronic Data Interchange as a fact,
inexpensive and safe method of sending purchase orders, invoices,

shipping notices and other frequently used business documents.

I1.2. BENEFITS OF ELECTRONIC DATA INTERCHANGE

The adoption of Electronic Data Interchange provides the
opportunity to gain certain efficiencies and cost related benefits that
improve information processing tasks and improve the business or

manufactur'mg processes supported by information exchange between

Richard Hill, Electronic Commnierce, The World Wide Web, Minitel and EDI, THE

INFORMATION SOCIETY at 34 (Vol.13, No.1, Jan-Mar. 1997).

e The definition of Electronic Data Interchange is transmission of data
structured according to agreed message standards, between information

systems, by electronic means.
Art.1, 2nd definition, TEDIS Agreement.

95 LEN KEELER, CYBER MARKETING 51 (American Management Association, 1995).

% Electronic Data Interchange can significantly reduce administrative cost,
increase clerical productivity, increase speed of information flow, introduce
just-in-time delivery, reduce inventories, ELECTRONIC TRANSACTIONS, § 5.2.
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B —

firms.®” As Electronic Data Interchange eliminates paper work, it reduces
significantly the number of times documents are processed by human
beings.?® Electronic Data Interchange has already reduced the cost of
doing business among buyers, vendors, suppliers, manufacturers by
ensuring the rapid flow of product, parts and materials and faster
payment of bills and invoices. It can cut the time it takes to move
product from the warehouse to showroom floor. Electronic Data
Interchange, not only reduces paper works in conducting business
transactions but also strengthens relationship with trading partners by
creating tighter electronic relationship among Electronic Data Interchange
trading partners (Fig-25).%

Frequency of Access by Type of Services

Banking services 25.5%
Travel (information, reservations) 11.5%
Catalog sales 7.5%
Professional database 6.2%
Training/development 4.4%
Classified advertising 4.2%
Generic database 4.0%
Note:  Based on a survey of users. Not all types of service are shown -

only those with potential relevance to electronic commerce.
Source: Richard Hill, Electronic Commerce, The World Wide Web,
Minitel and EDI, THE INFORMATION SOCIETY at 35 (Vol.13, No.1,

Jan-Mar. 1997).
Fig-25
97 Paul J. Harts, Carol S. Saunders, Emerging Electronic Partnership: Antecedents

and Dimensions of EDI Use from the Supplier’s Perspective, JOURNAL OF
MANAGEMENT INFORMATION SYSTEMS, at 88 (Spring 1998, Vol.14, No.4).

98 The data is entered only once which eliminates rekeying, reduces errors and
cuts clerical overhead. ELECTRONIC TRANSACTIONS, § 5.2.

99 Supra note 95 at 52.
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Manufacturers and distributors enjoy both actual and potential

benefit from Electronic Data Interchange.100 From a distributor’s point of

view, the potential savings in inventory carrying costs ought to be the

primary motivation of adopting Electronic Data Interchange. Speed,

accuracy and completeness of information permit both the distributor

and the vendor to be more fully informed about their relationship. For a

distributor, it is possible with Electronic Data Interchange to obtain

reorder histories for products that are delivered directly to retail stores by

vendors.10

100

101

(a) reduced order lead time, (b) higher service levels, (c) fewer out of stock
situation, (d) improved communication about deals, promotions, price
changes, product availability, (e) lower inventory costs, (f) better accuracy in
ordering, shipping and receiving, (g) a reduction in labour cost.

Louis W. STERN, PATRICK J. KAUFMANN, ELECTRONIC DATA INTERCHANGE IN
SELECTED CONSUMER GOODS INDUSTRIES: AN INTERORGANISATIONAL
PERSPECTIVE, 56 (Marketing in an Electronic Age, Robert D. Buzzel ed. Harvard
Business School, 1985).

Louls W. STERN, PATRICK ]. KAUFMANN, ELECTRONIC DATA INTERCHANGE IN
SELECTED CONSUMER GOODS INDUSTRIES: AN INTERORGANISATIONAL
PERSPECTIVE, 56 (Marketing in an Electronic Age, Robert D. Buzzel ed. Harvard
Business School, 1985).
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THE CONTEXT

Organisational
e Organisational size
e IT capability

Environmental

e Senior management commitment

e Industry experience with EDI

\L Nature of suppliers

CAUSAL \
CONDITIONS
Customer-Initiated

e Loss of market
share

e Improvc customer
service

Organisation-
initiated

e Cosl savings
Reaction to
competition

¢ Organisational

level
e Industry level

PHENOMENON
(EDI Use)
® [ncrease
customer
transactions
e Additional EDI
transactions

e Integration of
EDI1 with other
applicalions

e Internal Use of
EDI

STRATEGIES
Coercion
e Threat of
business loss
Support
e Technical
Support
e Training
e Senior (non-1S)
management
support
e Incentives

Collaboration

e Building long-
term
relationships

CONSEQUENCES

Industry

e Compelitive advantage

e Conflicts

Organisational

e Financial performance
(Increased costs, cost
reductions, market
share, integrating with
processes)

e [mproved customer
service (quick response,
better information
availability)

e New products/ services

Individual

»| ® 1S personnel DilTerent

role (increased customer
interaction, more
visibility within the
organisation, increased
need for non-MIS
knowledge,
“salesperson”)

e Non-1S personncl
Different job skills
(more info-tech
knowledge. more
interaction with MIS)
New Concerns
(security, legal, audit)

Theoretical

Model for EDI Use

Source: Connic W. Crook, Ram L. Kumar, Electronic Data Interchange: A Multi-Industry
Investigation using Grounded Theory, Information and Management at 87 (34, 1998).

Fig-26
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From the vendor’s perspective, Electronic Data Interchange is
viewed more as service and productivity enhancing tool than as a
merchandising tool.122 For manufacturer, real cost savings are that order
processing costs will be reduced, sales person’s role in the entire order
taking process will be reduced (Fig-26). The increased accuracy,
coordinated invoicing, shipment confirmation etc., which are provided by
Electronic Data Interchange mark clear advantage over telephone
ordering system. Crook and Kumar!® in their research paper has pointed
out that the chemical and tobacco companies perceived Electronic Data
Interchange as something that major customers wanted and felt that it
could provide financial benefit. Textile, chemical, Tobacco and Bank - all
the four sectors have resulted in cost reduction after using Electronic
Data Interchange. The tobacco company reported that they were able to
reduce the staff in the purchasing department from 129 to 43 as a result of
the use of Electronic Data Interchange. Information system personnel of
all the four sectors have experienced increased interaction with the

organisation’s employees, with the help of Electronic Data Interchange.™

102 Supra note 101.

15 Connic W. Crook, Ram L. Kumar, Electronic Data Interchange: A Multi-Industry
[nvestigation using Grounded Theory, INFORMATION AND MANAGEMENT at 85
(34, 1998) (ANNEXURE - G).

104 Id.
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IL.3. HOW DOES ELECTRONIC DATA INTERCHANGE WORK?

When a company decides to communicate via Electronic Data
Interchange, it can generally choose between three methods -
a) physical transfer of computer media.
b) direct communication link via public data network.
c) by signing up to the service of a third party

d) Electronic Data Interchange network.

—
O —
@TERFACE h 't
[TRANSLATION

(POST —{MAIL ] (POST }—(MAIL )
(MAIL —{POST ) NETWORK] |(MAIL j—| POSTI

GATEWAY

TRANSLATION J

[INTEEFACEJ | - R{(;fg‘m\&fmol\] )
/ J

|

Electronic Transactions
Source: Peter Gardner, Electronic Trading - A Practical Handbook, 51 (Butterworth
Heinemann, 1994).

Fig-27
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To use Electronic Data Interchange as a tool to exchange message, a
company has to enter into a trading agreement with the company with
whom it wants to exchange document regarding the use of Electronic
Data Interchange as an instrument of exchanging message. An Electronic
Data Interchange service provider offers a range of services associated
with electronic communication between a company’s trading partners,
such as message handling and translation as well as consultancy and
project management (Fig-27). As the use of Electronic Data Interchange
communications expands into all aspects of business communication,
data users will increasingly need to submit messages to their network
provider, to be passed on to their recipient trading partners via a different

Electronic Data Interchange provides (Fig-28).

PROPRIETARY

> NATIONAL

> INTERNATIONAL

IN-HOUSE FILES
TRADACOMS

ANS1.X12
EDIFACT

EDI Standard Development

Source: Peter Gardner, Electronic Trading - A Practical Handbook, at 51 (Butterworth
Heinemann, 1994).

Fig-28
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The company has to subscribe to a Value Added Network who will

manage the flow of Electronic Data Interchange documents. A software

is also required to interpret the message and to integrate into the existing

software.’% Then an Electronic Data Interchange document is to be

created and sent to the trading partner through Value Added Network

(Fig-29).196

105

106

There are three aspects to the successful transfer of data through a
communication network - communication protocol, message standard and
translation software. Communication protocol relate to the effective and
efficient transfer of data between the various components within the network.
Electronic Data Interchange message standards are concerned with the
information content of the communication. An Electronic Data Interchange
users will also need to have some form of translation software to convert the
Electronic Data Interchange message standard into a format which can be used
within company’s internal applications. A message standard is usually drafted
to reflect the options and alternatives regarding information content that the
trading parties may wish to exchange. Electronic Data Interchange message
standards have been created within industry groups, national standard
organisations and at the international level. The proliferation of different
proprietary standards has been seen as a threat to the growth of Electronic
Data Interchange. A significant move towards the use of common
international messaging standard in UN/EDIFACT.

ELECTRONIC TRANSACTIONS, § 5.2.

PETE LosHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 250 (Jaico Publishing
House, 1998).
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Outbound

Document translation Outbound
preparation communications
(=]

Translator Modem

software

Translator

software Modem
Processing Inbound Inbound
electronic translations communications
documents

Basic Steps of EDI

Source: Mohan Padmanabhan, Benefits of Speedy Implementation in Ports and Customs,
Business Line, April 13, 1998 at 4.

Fig-29
The software which is connected to company’s computer, puts the
message in Electronic Data Interchange envelope. As the Value Added
Network is connected with a modem,!"” so the message and envelope is

uploaded to Value Added Network to send it to the trading partner. The

107 Modem is an instrument which called as modulator and demodulator. Its
main function is to transform an analogue material into digital and vice versa.
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corresponding Value Added Network of the trading partner will receive
the message and with the help of the modem, it will reach the trading
partner’s computer where it will be integrated by translator software and
the trading partner will have access of the message.l® Electronic Data
Interchange transaction requires strict compatibility between the data
sent from buyer to seller and seller to buyer.!® When establishing
Electronic Data Interchange communications, network security is a key

concern that companies need to take precaution to protect.110

I1.4. MARKET  APPLICATION OF ELECTRONIC DATA
INTERCHANGE

The performance of electronic commerce is based on the

harmonizing the network connectivity. One company’s Unix

108 Supra note 106.

109 Supra note 95 at 51.

110 Within the Electronic Data Interchange messaging standard, UN/EDIFACT,
each message contains an “Interchange Header Segment” which contains a
sender identification field, a password field and control information. The
control information is repeated in the “Interchange Trailer Segment” as a
check. In addition, one of the most secure means of message authentication is
with the help of cryptographic technique, which transforms plain text, by
using complex algorithm, into “cipher text”. This algorithm should be too
complex to be able to discover and encryption key should be kept protected
from unauthorised use. Commonly used encryption methods are symmetrical
and asymmetrical. Symmetrical encryption method is using same secret key at
both ends of communication link. In asymmetrical encryption, a matching pair
of cryptographic keys are used, one for encryption and the other for
decryption. The decryption key is kept secretly and other is made available to
whom one wants to communicate.

ELECTRONIC TRANSACTIONS, § 5.2
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programmed computer has to communicate to the computer of the other
company. Some companies prefer to use direct dial up link and some
others prefer to route through Value Added Network. Because of these
complexities, various industries have their own approach to Electronic

Data Interchange.111

Initially, commercial Electronic Data Interchange users intended to
focus on basic transaction documentation, such as invoices and purchase
orders. Recently, companies have becoming increasingly interested in
extending their Electronic Data Interchange implementation to a wider
range of traditional commercial communication such as corporate
payment messages (Fig-30)."'2 Financial Electronic Data Interchange
involves the bank offering a service enabling companies to complete the
electronic trading communication loop, by sending payment information

such as payment order and remittance advice information electronically.

118 Supra note 95 at 53.

112 There are currently estimated to be around 12000 companies using Electronic
Data Interchange in the United States. In the U.K. there are some 6000 users,
generating four million messages per month. It is also estimated that the user
base growth of Electronic Data Interchange is about 30 per cent per annum in
the U.K. while the message volume is growing at 100 per cent every year.
Mandela Andrey, “EDI Trends and Directions” (Yankee Group Europe Seminar,
April 6, 1992).
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—stock enquiry
Company A —quotation ————— COl’l’lpﬂ]’ly B
order
Buver delivery note :
(Buyer) 'y (Supplier)
Invoice
ack. credit advice +
payment order + RA ack.
[
payment + RA
Bank A Bank B
——acknowledgement —1

Commercial and Financial EDI
Source: Electronic Transaction, § 5.10.
Fig-30

The financial service industry uses Electronic Data Interchange in
case of Electronic Fund Transfer. Although payment system is still based
on cash or cheque, more and more financial service providers are moving
towards Electronic Fund Transfer to control cost, reduce paper work,
increase privacy and to improve cash management. Current Electronic

Fund Transfer system is based on various networks.1’3 Some banks are

113 Interbank transfer network is provided by the Society for World Wide
Interbank Financial Telecommunications (SWIFT), payment network is
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creating unique Electronic Data Interchange based system for their
customers. Bank of America has created the Business connect service to
give its business banking customers access to accounts with a personal
computer to get account information, transfer fund and maximize cash
flow.114 The financial service provider’s desire to give the service to the
customers so that they can conduct financial transaction from their home
and office with the help of computer network requires common language,

electronic standard and connection protocol.

While large retailers, distributors and manufacturers have been
using Electronic Data Interchange for years, the grocery products market,
particularly time sensitive product areas have been slow to switch over to
electronically managed transactions. But recently, many of these
suppliers have realised that Electronic Data Interchange based
information flow can be a powerful marketing tool.1'> The information
that a particular item of product is selling better than other item, can help

in advertisement campaign and can guide in product launching.

provided by Bankwire, settlement network is provided by Fedwire. Along

with these, there is ATM network.

LEN KEELER, CYBER M ARKETING 54 (American Management Association, 1995).
14 Supra note 95 at 54.

115 Supra note 95 at 55.
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British Ports and Customs is accepting Electronic Data Interchange
messages from shipping companies and importers to effect clearance of
goods. In case of sea way bill, initial booking information is given to the
carrier by the shipper’s computer. The sea waybill is issued by the
carrier's computer and need never take form of a piece of paper.
Delivery instructions are given by the computer. In some trades a
negotiable bill of lading must be issued. The speed and convenience of
electronic communication have led to efforts to introduce systems for
electronic production of negotiable bills.!’¢ The problem of authenticating

Electronic Data Interchange bill of lading can be solved through digital

cryptography.'t

The shops that repair outdoor power equipment may seem to be

unlikely group to be leaders in electronic commerce. New tools for

116 Among two systems - depository system and notification to carrier system, in
the first case, paper bill is deposited with a third party who is then notified.
Since the right to the possession of goods is changed by electronic transfer, he
or she keeps a register of changes to which the carrier can refer to ensure that
delivery is made to the correct party. The second system is entirely electronic
and does not need existence of bill of lading. Using electronic message, the
carrier issues an electronic bill to the shipper together with a private key,
possession of which entitles the holder to control the goods. The right to
control is passed after notification by the shipper to the carrier who cancels the
original key and gives a new private key to the new person who is entitled to
control the goods.

ELECTRONIC TRANSACTIONS, § 5.2.

117 DIANA FABER, SHIPPING DOCUMENTS AND EDI at 87-88, Computer and Law
(Indira Carr, Katherine Williams eds., Intellect, Oxford, England, 1994).
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electronic commerce may give new blood to the existing situation.1® But
recent tools are yet to gain popularity in the industry."® Apart from
hesitation for technological upgradation, cost-benefit analysis of the
dealers was also responsible for it, because dealers were not ready to
purchase the system, unless it provides business management
applications like accounting (Fig-31). The improved technology like
POWERCOM-2000 have simplified the ordering process. Now dealers
need not to search for right manual and right part for giving order. It
requires a push to couple of buttons and then to click to send order

automatically through Electronic Data Interchange.!?0

118 POWERCOM-2000 is a multi-application project which provides some best
aspects of Electronic Data Interchange. It demonstrates how individual
companies within an industry can work together, using technology to
streamline the entire marketing process. It connects equipment manufacturer
and distributors to the customer service departments of dealers. It enables
service department to process orders efficiently. It handles everything
electronically from preparing invoices and sales reports to provide catalogue of
documentation stored on CD-ROM.

LEN KEELER, CYBER MARKETING 55 (American Management Association, 1995).

119 Although, Briggs and Stratton, American Yard Products, Atlas and Lawn
Chief, etc., companies have opted for available Electronic Data Interchange
tools, but according to a research in 1995, about 15 per cent of 26,000 power
equipment dealers in America were computerised and only a fraction of those
had CD-ROM drives or capability to connect to Electronic Data Interchange
network.

LEN KEELER, CYBER MARKETING 55 (American Management Association, 1995).

120 Most importantly to send order through Electronic Data Interchange, costs ten

cents, comparing to $2 in case of typical system of giving order.
LEN KEELER, CYBER MARKETING 56 (American Management Association, 1995).
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Sub-ategories Concepts Textiles Chemical Tobacco Bank
Coercion Threat of business e Some small ¢ EDI performance of e Grocery chains required e Not observed
suppliers threatened trading partners EDI use
by major customers determined continued
business
e Suppliers forced to be
EDI compatible by a
cutoff date
Support Technical support e Hardware, software, e Hardware, software, and e Hardware, software and * Advice on setting up
and VAN selection VAN selection EDI Clearinghouse EDI
selection
e Training e Provided to small » Basic consultation e Guidance and
companies by trading Teference provided
partner
e Provided to cash
management customers
Senior non-IS e Senior marketing e Senior marketing e Senior personnel in e Cash management
management support personnel personnel accounting, purchasing personnel
Incentives Free, subsidized e Increased market share ~ Request letter detailing * Benefits (cost
hardware/software for EDI performance benefits of being EDI reduction) through
capable more efficient
processing of payables
of better cash
management
Collaboration Building long term « Evidence of mistrust e Evidence of obligating e Conscious attempt to ¢ Conscious attempt to
relationships in the area of long-term customers maintain relationship provide additional
inventory with small customers financial services
management
e Simple contracts  Storing inventory at the
based on trust customer location
¢ EDI relationship with
similar large customers
Strategies for EDI use
Source: Connic W. Crook, Ram L. Kumar, Electronic Data Interchange: A Multi-Industry Investigation using Grounded Theory, Information and

Management at 84 (34, 1998).

Fig-31
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U.S. Governument is aggressively moving away from paper to
electronic transactions. The Internal Revenue Service has already
accepted electronically delivered tax return. ~ The Department of
Treasury, Defence and Interior have a pilot Electronic Data Interchange
purchasing programme.'?! Electronic Data Interchange has made it easier
to do business with the government as it has removed the web of
regulations and procedures. Government agencies can create a single
Electronic Data Interchange format for registering vendors as government
suppliers. A massive database can be formed to keep all information
regarding all vendors.122 The U.S. Postal Service which has suffered set
back because of e-mail and fax, has adopted Electronic Data Interchange
tool to regain its hold.!? Tools like Secure Electronic Transaction,
electronic public key which encrypt electronic document, digital
signature which provides time, date and authenticity, will be very much
helpful for this purpose. It is not just the corporate sector which needs

well established Electronic Data Interchange tools but govemmental

121 Supra note 95 at 56.

122 U.S. Department of Defence accounts for 14 million acquisition every year and
it has taken a leading role in implementing Electronic Data Interchange and its
goal is to conduct 80 per cent of its business transactions electronically by the
end of this century.

LEN KEELER, CYBER MARKETING at 57 (American Management Association,
1995).
123 Supra note 95 at 57.
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agencies of external trade such as Customs Departments and Ports also in

desperate need of it.!»* In India while Electronic Data Interchange on a

pilot basis has already made progress in Customs Houses and Head

Quarter of Director-General of Foreign Trade but nothing has happened

in the ports.1?>  Various ministries are in the process of implementing

National Information Infrastructure Plan.

IL5. ELECTRONIC DATA INTERCHANGE CONTRACT

a)

Electronic Data Interchange program are used by business people

who wants to deal often with each other electronically. Parties to an

Electronic Data Interchange enter into an agreement which sets forth

the condition under which both sides agree to deal electronically

with each other in future.126

124

125

126

In a typical pilot study scheme say, for a port trust, a set of message exchanges
between the Port and the container-handling companies concerning the arrival
of the carrying vessel and containers to be discharged would include, a vessel
arrival notice, the cargo manifest and container delivery confirmation.

Mohan Padmanabhan, Benefits of Speedy Implementation in Ports and Customs,
BUSINESS LINE, April 13, 1998, at 4.

Mohan Padmanabhan, Benefits of Speedy Implementation in Ports and Customs,
BUSINESS LINE, April 13, 1998, at 4.

An Electronic Data Interchange contract provides for the following -

a)
b)
c)

d)

e)
f)

the purpose and subject of Electronic Data Interchange communication.
the legal effect of Electronic Data Interchange transmission.

the rights and obligations of both parties in connection with Electronic
Data Interchange.

the data protection afforded to Electronic Data Interchange
communication.

the confidentiality.

the binding nature of electronic messages.
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Considering standard agreements,'” one gets impression that
Electronic Data Interchange contracts an agreements in which two or
more users in the switching role of senders and addressee, undertake to

communicate by electronic means according to principles of Electronic

Data Interchange.?8

There are various types of contracts that are related to the use of

Electronic Data Interchange.!??

g) theapplicable law and jurisdiction in case of dispute.
Dinesh Singh, Electronic Commerce - Contractual Aspects (1998) (unpublished
project paper, National Law School of India University, Bangalore).
127 A Model EDI Contract has been attached as ANNEXURE-H.
e Standard Electronic Data Interchange Agreement of EDI Association.
e European Model EDI Agreement, Commission of European Communities
Programme TEDIS.
e Dutch Ediforum Contract
SERGE] H. KATUS, THREE TYPES OF EDI CONTRACT 29, Computer and Law,
(Indira Carr, Katherine Williams, eds., Intellect, Oxford, England, 1994).
128 SERGEJ H. KATUS, THREE TYPES OF EDI CONTRACT 29, Computer and Law (Indira

Carr, Katherine Williams, eds., Intellect, Oxford, England, 1994).
129

1. Interchange Agreement - between senders and users

2. Network Agreement - between users and networks

3. Third party Agreement - between users or network providers and
third parties.

Interchange Agreement - This is the best known Electronic Data

Interchange contracts. It governs the
rights and obligations in relation to the
way data are interchanged using
electronic means. This agreement can be
made either bilaterally or multilaterally.
The primary intention of the parties to
the agreement is the exchange of data
according to the principles of Electronic
Data Interchange.
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In all three categories of contracts, it is obvious that the parties
intend to do something with Electronic Data Interchange, either towards
the process of communication or towards some kind of support. The
Electronic Data Interchange contract is a legal document in which terms
related to the use of Electronic Data Interchange can be found. In both
Interchange and Network Agreement, rules are laid down for technical
and legal matters with regard to the use of Electronic Data Interchange.
In general Electronic Data Interchange contracts regulate various aspects

of Electronic Data Interchange (Fig-32).130

Network Agreement - In this type of contract, the parties’
intention is not to interchange data
electronically. This agreement s
regarding user’s intention to get
connection to a network to enable
communication with other users. This
agreement exists in different forms as
users sometimes contract network
provider directly and sometimes they
enter a user group by consorting with
the by-laws.

Third party Agreement - Third parties are those who are
contracted by users and intermediaries
to provide supporting service like
software, hardware, maintenance
service, security service. So the contract
with third parties to provide supporting
service are subcontract, arising out of
other Electronic Data Interchange
contracts.

SERGE] H. KATUS, THREE TYPES OF EDI CONTRACT 29, Computer and Law (Indira

Carr, Katherine Williams, eds., Intellect, Oxford, England, 1994).

130 Electronic Data Interchange contract regulates -
(a) That parties exchange Electronic Data Interchange message (Art.3 UNCID).
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Regarding Interchange Agreement obligation, parties do not get
responsibility  regarding use of Electronic Data Interchange,
automatically.  These responsibilities are agreed upon by making
contract. Interchange agreement is a contract between users and contains
description of responsibilities of sender and addressee. It is important to
recognise that the responsibilities in the use of Electronic Data
Interchange are mainly relevant when users are actually dealing with
message.’3 A sender has to transform data into an Electronic Data
Interchange message, which means transforming the data into a message
structured to agreed standard, in a computer readable format, capable of

being automatically and unambiguously processed.132

(b) The agreement on the use of standard for data element, message structure,
communication standard (Art.4, UNCID).

(c) That parties are capable to receive data transfers (Art.5, UNCID).

(d) That parties ensure the reliability of message by regulating integrity -
message should be complete and correct, exclusivity - message can be secured
against interference by unauthorised person, Verifiability - identification,
verification, acknowledgement, confirmation of content and storage of data.
SERGE] H. KATUS, THREE TYPES OF EDI CONTRACT 33, Computer and Law (Indira
Carr, Katherine Williams eds., Intellect, Oxford, England, 1994).

131 From the sender’s point of view, his responsibility is during preparing and
transmitting of message and from addressee’s point of view, his responsibility
is during reception of processed data.

Paul J. Harts, Carol S. Saunders, Emerging Electronic Partnership: Antecedents and
Dimensions of EDI Use from the Supplier’s Perspective, JOURNAL OF MANAGEMENT
INFORMATION SYSTEMS, at 35 (Spring 1998, Vol.14, No.4).

132 Article 1, Third definition, TEDIS Agreement.
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Sub-categories

Concepts

Textiles

Chemical

Tobacco

Bank

Customer-initiated

Organisation-
initiated

Reaction to
competition

Loss of market
share

Improved customer
service

Cost savings

Organisational level

Industry level

e Large retailers
pressuring small
companies

* Vendor managed
replenishment
(VMR)

e [nventory savings
for retailers

e Other hosiery
manufacturing
EDI

e Establish quick
response (QR)
chain to compete
with foreign
competitors

e Large industrial
customers
requesting increased
sophistication of
transactions (ASN)

e Warehousing of
products for
customers

¢ EDI sued with JIT

e Market share based
on EDI performance

e Retailers (grocery

chains) requiring EDI

e Automatic shipment
notice (ASN)

® Reduced paperwork
and duplicate keying

Inventory reduction
e Forced to adopt by
competitors

e Customer
relationship loss to
competitors

e Better information
on cash reserve
and transactions

e Reduced
paperwork and
duplicate keying

e Forced to adopt by
competitors

e New electronic
banking products

e Discourage new
entrants into the
industry

Causal conditions for EDI use

Source: Connic W. Crook, Ram L. Kumar, Electronic Data Interchange: A Multi-Industry Investigation using Grounded Theory,
INFORMATION AND MANAGEMENT at 81 (34, 1998).

Fig-32
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If agreed, any measure to secure the message against the risk of
unauthorised access by any person can be included. For evidential
purpose, sender can keep a chronological record to store all Electronic
Data Interchange messages. To establish authenticity of the message, the
addressee has to convert, decode and verify it. Verification is also made

by sending an acknowledgement to the sender.133

In case of Network agreement, when an original sender transmits a
message, it is received by the intermediary and from that moment, the
intermediary is responsible. The intermediary process the message as
agreed and then forwards the message to the real addressee. Since
intermediaries are neither the original sender nor the addressee, their
responsibility is limited to the envelope of the message and thus they are
not authorized to change the information it contains. When it is known
that exchanged message may contain confidential data, an intermediary

has to ensure that no unauthorised person have access to any transmitted

Electronic Data Interchange message.!

For Third Party Agreement, wusers’ and intermediaries’

responsibility is to provide facility for the supporter to do their job.

133 Supra note 128 at 36.
134 Supra note 128 at 37.
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So far as the contractual liability is concerned, every party has the
obligation to perform according to their responsibilities within reasonable
boundaries. In general situation, one is normally liable.to the injured
party. To determine lapse of contractual liability, two questions arise (1)
whether the party perform insufficiently to fulfill his contractual
obligation and (2) whether this non-performance cause damage to the

other contracting party.135

In case of Interchange Agreement, the liability is imposed if a
message lacks integrity and causes damage to the another user because of
fault. In Network Agreement, the intermediaries will be liable for mistake
in receiving and forwarding message. Since the intermediaries are
experts in Electronic Data Interchange, so they have greater risk to be
liable than users. In Third Party Agreement, which is a sub contract for
performing contractual obligation by a third party, because of privity of
contract, for any mistake of third party, causing loss to the users, the
supporter becomes liable, because he cannot be relieved by delegating his

responsibility.136

135 Supra note 97 at 38.

136 Supra note 97 at 39.
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I1.6. DISADVANTAGES OF CONVENTIONAL ELECTRONIC
DATA INTERCHANGE

A trading partner can resist adoption of Electronic Data
Interchange because of initial investment required or the effect that
Electronic Data Interchange would have an well established procedures
for exchanging information both between and within the organisation.
Electronic Data Interchange applications require highly structured
protocols and negotiated arrangements. Necessary agreements about the
structure and meaning of data are time consuming to negotiate, inflexible
and difficult to maintain in a dynamic environment.’¥ For many users
Electronic Data Interchange is not the ultimate solution because it
involves some obvious deterrents as cost of setting up, sophistication
required to set it up, lack of ability to do any spontaneous transaction and
lack of connectivity of some customers.!3¥ Rigidity is another deterrent of
conventional Electronic Data Interchange. Many company’s business
model call for increasing their customer and supplier bases. But setting
up an Electronic Data Interchange link requires so much of time and
money that it keeps the number of electronic partners in check.

Conventional Electronic Data Interchange has shortcoming of

137 Supra note 97 at 90.
128 Pragya Bharati, Can EDI provide solutions for E-Commerce, EXPRESS COMPUTER at

11 (June 15, 1998).

91



painstakingly link their back office system to Electronic Data Interchange

software and then synchronize protocols with their trading partners’

system.139

—

IL7. INTERNET AND ELECTRONIC DATA INTERCHANGE

The conservative and conventional Electronic Data lnterchange

infrastructure is no match to the Internet.!4® Companies will try to

conduct electronic commerce by experimenting with several combination

of Electronic Data Interchange and the Internet. Trading partners can

retain existing Electronic Data Interchange connections, find ' cheaper

ways to send Electronic Data Interchange messages and use the web to

reach out to new partners.4!

139

141

Supra note 138.

The natural gas industry has been using traditional VAN based EDI since 1996.
Recently, the Gas Industry Standard Board chartered a task force to study the
use of the Internet as communication transport vehicle. But the question
remains, (i) Whether public Internet or a private, industry based intranet will
be used; (2) Which protocol should be used. The Internet based architecture
requires both partner to have common infrastructure to support the common
protocol, encryption and signature method and response transaction. The
ongoing transaction cost in case of VAN based EDI can be replaced by one time
development cost for Internet based EDI. Internet based EDI is cost effective
alternative to VAN based EDI.

Daine Biegel, EDI over the Internet: A Success Story from the Natural Gas Industry,
<http:/ / www.ecresources.com/ information/ jee/VlIn 4.5 html>.

Daine Biegel, EDI over the Internet: A Success Story from the Natural Gas Industry,
<http:/ /www.ecresources.com/ information/ jee/VlIn 4.5 html>.
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Electronic Data Interchange over the Internet can be faster than
over Value Added Networks. To send Electronic Data Interchange
messages through Value Added Network, these messages are stored in
electronic mailbox until the next processing step, where as through
Internet, the message will go immediately. Another vital benefit of
conducting Electronic Data Interchange over Internet is that of attracting
new partners to Electronic Data Interchange.’42 The better option for
companies would be to use service which combines standard Electronic
Data Interchange format with web based software. Companies can use
their website to attract trading partners, exchange information and take
orders, then they can link the website to back and order processing and
financial system via Electronic Data Interchange. But the difficulty in
using Internet is that the required software is proprietary. Trading

partners need the same package at both end.143

Since an absolute requirement of any Electronic Data Interchange
transaction is absolute security and guaranteed delivery of Electronic
Data Interchange message, the Internet was not initially used as a part of

Electronic Data Interchange process. However with the continued

142 Supra note 138.

143 Supra note 138.
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development of Internet security protocols and systems capable of
confirming e-mail messages, the Internet and Electronic Data Interchange
will continue to overlap. This overlap is being fueled by new Internet

based Electronic Data Interchange solutions.!44

z

144 Premenos Corporation (http://www.premenos.com) has introduced several

products that utilise the Internet to exchange Electronic Data Interchange
messages. ‘

PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE, at 251 (Jaico
Publishing House, 1998).
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CHAPTER III

DIGITAL MONEY: THE NEW CONCEPT OF A NEW AGE

Change has taken place in the land of global finance with the help

of rapid technological advances.  The application of computer,

telecommunication and software technology has enabled the birth of a

whole new financial product and services. One of the methods of

payment over Internet is digital cash’*5 or electronic cash or electronic

money, which is an example of such newly conceived product. Digital

money is an electronic replacement for cash.146

145

146

The value in the form of suitably validated and protected binary digits, can be
stored in computer. The stored value requires a standard scheme for encoding
it in binary digits and an issuer. The concept is that the digits, representing
value, would be loaded into the user’s PC or chip storage by the issuer and
user’s conventional account with the issuer would be debited. The payment
acceptor would receive digits corresponding to the value of the transaction.
Digital cash consists of message that use a sophisticated version of public-key,
private key encryption. It is stored on a computer’s hard disk and is
electronically transferred to payee. It may be electronically replenished by
transfer from one’s account at a participating bank. A digital cash system
employs software held by the participating financial institutions, their
customers and merchants. Using that software customer creates digital
message that are authenticated by the issuing institution in a way that third
party can recognise. The issuer’s authenticated message is returned to the
customer and acts as a substitute for cash. A merchant that receives the digital
cash can send it as to its bank and have its account credited or it can spend the
digital cash.

Banks Get the Green Light to Hit the Internet, BANK NETWORK NEWS, July 12,
1995,

History of currency provides that currency began in a primitive barter
economy which is driven by the interest of the individual. The inconveniences
caused by the barter system mooted for standardised medium of exchange. In
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III.1. WHAT IS DIGITAL CASH

Digital cash or electronic money is units or tokens of monetary
value that take digital form and are transmitted over electronic network.
Digital Value Units are the basic units of denomination of electronic
money which may or may not corresponds to units of national currency.
The move to store value electronically is to substitute the traditional
medium of exchange. This concept replaces paper, either cash or cheque,

with digital signature that take on the same function.

The concept of digital cash has earned few question marks against
it.17 Digital money has no intrinsic value and the barest trace of physical
existence. But it is potentially a perfect medium of exchange because it
can transfer financial claims at incredible speed and it can create instant

settlement of transactions (Fig-33).

modern societies, gold remained the generalised medium of exchan'ge for
centuries. Since gold is heavy to carry, gold coins gradually gave way to paper
currency. Two main functions of currency are medium of exchange and store
of value. National currency has got status of legal tender which, according to
law, cannot be refused as settlement for debt. People are happy to leave their
money in the bank as they are confident that they can get legal tender on
demand.

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 99-101 (John Wiley and
Sons Co. 1996).

47 Theses questions are not new. They were asked when first coins were struck,
when first paper currency was circulated and when first credit cards were
offered. Theses questions are quite obviously regarding intrinsic value of
digital cash.

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 99 (John Wiley and
Sons Co. 1996). '
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© Cyber Cash
Payment Cards
» Approaching 10,000 merchants on-line
e Byend ‘98, there was 60,000-80,000 merchants active on the
Internet
e Moving from 100,000’s to 1,000,000’s of transactions per day
e Dominant form of payment - Credit Cards
'« SET standard looming, but most transactions secured only by SSL

Fig-33

To create confidence, like that of cash, every unit of digital money

must be guaranteed to convertible into legal tender on demand which

requires to keep a unit of cash reserved in real economy, against every

unit of digital money.'*® Because of its unique nature, digital money has

raised some doubts.!*® Lynch and Lundquist, has identified that an ideal

digital money system should have some general principles.!®

148

149

150

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 101 (John Wiley and
Sons Co. 1996).

If one unit of digital money represents an immobilised unit of money, then
positive balance of digital money will earn no interest and so people will keep
less amount of their asset as digital money. There will be no virtual lending in
digital money system. This will undermine convertibility. As banks could not
create new money by lending in the digital world, so they might see digital
money as unproductive and they might charge a fee to convert money or take
agency fee for issuing it.

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 101-103 (John Wiley
and Sons Co. 1996).

(a) Independence - The security of digital money must not depend on its
existence in any singular physical location.

(b) Security - Digital money must not be reusable. So it must not be possible to
use digital money at a time in two different places.

(c) Privacy - Digital money must protect the privacy of its users.
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IIL.2. DIGITAL MONEY TRANSACTION

In a typical digital money transaction, where A wants to send B

some digital money, following steps are observed -

(1)

(i)

(1)

(iv)

A uses his computer to generate a random number worth $10 and
he generates 10 digit number to represent $10.

A encodes the 10 digit number using his secret key.

A transmits this encoded number to his bank along with digital
signature. 1!

The bank uses A’s public key to decode the number and the

signature, thus verifying that message is indeed from A.

151

(d) Off line payment - Digital money should be independent of the means of
transporting it. So merchants who accept digital money must not depend on a
connection to a network so that transaction can be made.

(e) Transferability - Digital money must be transferable to others.

(f) Divisibility - Digital money must be divisible into smaller amounts and
again they must total up when recombined.

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 99-101 (John Wiley and
Sons Co. 1996).

Digital money is possible because of cryptographic technology called digital
signature. In fact, digital money is one of the most interesting application of
digital signature technology. Digital signatures were first proposed by
Whitfield Diffie of Stanford University in 1977. It is a code that allows absolute
authentication of the origin and integrity of a document, cheque or electronic
cash that has been sent over a computer network. A digital signature
guarantees that any one who reads a digitally signed message, can be certain
of who sent it. Digital signature uses a pair of keys - a private key, to sign a
message and a public key, to unlock it. Only a message signed with a private
key can be decoded and verified, using the public key.

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY 111 (John Wiley and
Sons Co. 1996).
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(v)  Seeing that A has specified an amount of $10, the bank debits A’s
account for $10.

(vi) The bank signs A’s number with its private key.

(vii) The bank sends the digitally signed number back to A.

(viii) Then A sends the number to B.

(ix) B verifies the bank’s digital signature on A’s number.

(x)  Bsends the number to his bank.

(xi) B’s bank uses key of A’s bank to re-verify A’s number.

(xii) B’s bank checks A’s number against a list of already spend
numbers.

(xiii) B’s bank credits B’s account for $10.

(xiv) B’s bank adds A’s number to the already spend list.

(xv) B’s bank sends B a digitally signed deposit slip for $10.
I11.3. SMART CARDS

Smart Cards are wallet size cards, much like credit cards, that
contain stored value. Smart Cards are plastic ‘credit’ cards with an
embedded microchip. They can be loaded with currency from an
Aut;)mated Teller Machine or card reader or personal computer. The
currency then can be spent at businesses, vending machines that have

been equipped with appropriate devices. Smart Card is simply a debit
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card that does not require bank approval for each transaction. Smart
Cards are cards containing stored value on chip. Shops ranging from
supermarkets to movie theatres to the local news stand could be
equipped to receive, store and re-transmit the digital money from
customers. Furthermore, many forms of public services, including pay
phones, subways, buses, taxis, parking motors, tool booths and vending

machines could also be equipped.152

Four basic types of micro circuit cards exist for use as smart cards.

Varieties of Smart Cards

- v v v

Memory Cards Shared key Cards  Signature Transporting Signature creating
Cards Cards

Memory cards are the simplest of smart cards. They have data

storage space and require a password for access.’>

152 N. Richard Werthamers, Susan U. Raymond, Technology and Finance: The
Electronic Market, TECHNOLOGICAL FORECASTING AND SOCIAL CHANGE, at 47
(No.55, 1997).

18 Shared-key cards store a secret key and can communicate with other cards that
share this key. These cards require validation of the secret key at the point of
sale which means there must be a relatively sophisticated piece of equipment
at the point of sale.

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 116-117 (John Wiley
and Sons Co. 1996).
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Signature-creating cards contain a delicate co-processor which

makes them capable of generating large random numbers. They are most

complex cards and correspondingly most expensive card to produce.13

II1.4. DIGITAL PAYMENT SYSTEM IN PRACTICE

Digital payment systems focus on getting a payment form a

customer to a merchant. The emphasis is on the customer, so customer

needs to acquire and install some software or make some kind of contact

with the digital payment system provider in order to register as a user of

that service.

Cyber Cash'® (www.cybercash.com) provides digital payment

system which uses straight forward interpretation of digital commerce,

154

155

Signature-transporting cards contain ready-made supply of blank cheques
which are large pregenerated random numbers that can be assigned a
denomination and signed to use as digital money. Since blank cheque smart
cards are loaded in advance and cheques need not be re-verified, signature-
transporting cards do not require point of sale validation. Therefore, not only
the cards are reasonably priced, the point of sale system can be simpler and
less costly.

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 116-117 (John Wiley
and Sons Co. 1996).

Cyber Cash Inc. was founded in 1994. Its goal was to provide an accessible
and acceptable payment system for the Internet. It offers safe, efficient and
inexpensive delivery of payment between customers, merchants and banks,
across the Internet. It makes available the software and services needed to
exchange payments. Cyber Cash gives consumers a digital wallet. Customers
are able to authorise payments out of their digital wallet.

PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 170 (Jaico Publishing
House, 1998).
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basing its service on the need for secure, private, reliable transactions. It
offers a digital payment mechanism that uses modern cryptographic
technologies, including public and private key encryption and digital

signatures, implemented through special client and server software.1%

CyberCoin Wizard - Step 1of4
Welcome to the CyberCoin Wizard!

Your Wallet holds CyberCoin funds. You add CyberCoin funds to your
Wallet using a credit card or a bank account.

When you use your credit card to add CyberCoin funds to your Wallet,
those funds are immediately available.

When you use your bank account to add CyberCoin funds to your Wallet,
those funds are subject to a three to seven day hold period, similar to the
hold period for a check deposited in your bank account.

To continue, click Next.

Help Back Next Cancel

Fig-34

When the customer completes a purchase and begins a Cyber Cash
transaction by clicking on the Cyber Cash Pay button of a merchant’s
World Wide Web site, the merchant receives information about the
customer’s order, as well as encrypted message from customer’s Cyber

Cash client (Fig-34). The encrypted data includes the customer’s

payment information (Fig-35).

136 Supra note 106 at 140.
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CyberCoin Wizard - Step 2 of 4 —‘

To add CyberCoin funds to your Wallet, begin by selecting the amount to
add in increments of US dollars.

You can easily add more CyberCoin funds later by Clicking ReadySetGo!
in the Main Menu dialog,

How much would you like to add?

20.00

Help Back Next Cancel

Fig-35

With Cyber Cash credit card transaction,!” Cyber cash decrypt the
message, forwards it to the merchant’s designated bank or credit card
processor. The bank or processor responds to Cyber Cash and Cyber
Cash forwards the approval or refusal to the merchant’s server. Once
approval is received by the merchant’s server, it notifies the customer

(Fig-36).

15 The merchant’s Cyber Cash software verifies that neither the order nor the
encrypted payment information has been modified during the transmission
and then forwards the encrypted message to Cyber Cash. Once Cyber Cash
receives the encrypted payment message and verifies that no modifications
have been made to it in transmit, Cyber Cash determines whether the
transaction is a Cyber-Cash credit card based transaction or Cyber Coin
transaction.

PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 140 (Jaico Publishing
House, 1998).
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Transactions - STLMURPHY57-03
History Pending
Date and Time Description
02/06/1997-11:37:16 Wallet Registered
02/06/1997-11:44:24 User Notification
02/06/1997-11:44:24 Credit Card Added to Wallet 4237000000000000
02/06/1997-11:44:42 Credit Card Added to Wallet 4237000000000000
02/06/1997-11:49:04 Money Moved to Wallet
02/06/1997-12:11:16 User Notification
02/06/1997-12:11:16 CyberCoin Service Payment EarthlyGoods-44
02/06/1997-16:12:47 Reconcile Wallet Balances

Detail...
Help Close

Fig-36

With Cyber coin, electronic wallet essentially holds digital money
and banks having the account can be requested to transfer dollars to
Cyber Coin wallet. As some Cyber Coin transactions are made, money is
pulled out from wallet and sent to Cyber Coin merchant’s wallet (Fig-

37).158

© CyberCash™
PayNow ™ Communications

Consumer’s Browsers

( Elonsumer login »| Better or otheﬂ,..—-v

User ID/PIN WWW Site

Bill Presented
to Customer \
Receipt l

),

—

CyberCash
CR and
Gateway

Fig-37

158 Supra note 106 at 171.
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With the use of digital signature and encryption, Cyber Cash is

able to keep transmissions-secure for all purposes. Cyber Cash offers

significant advantages to both the customer and the merchant.15?

First Virtual is another company offering Cyber Cash services on

the Internet.160

160

(a) It keeps payment information private, even from the merchant.
(b) It offers a convenient electronic wallet to store payment information, so that
the information need not be reentered every time a purchase is made.

(c) It maintains a transaction log to handle, track and document every
transaction.

(d) There is no extra charge for using Cyber Cash.

(e) It is a convenience for customers, who may prefer not to reenter credit card
number on the Internet.

(f) It offers merchants useful tools for tracking and transacting business on the
Internet.

(g) 1t is supported by banks and credit card companies.
PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 190 (Jaico Publishing
House, 1998).

It is required that the buyer must complete an on-line application which does
not call for the credit card number. For security reasons, the credit card
number is transmitted by telephone and is then checked by bank. Upon
satisfactory check of the credit card, buyer receives, an account identifier or
PIN code. If the buyer comes across something that looks interesting on the
Internet, he requests the merchandise to be shipped against providing his PIN
code to the seller. The seller verifies the validity of the PIN, makes delivery.
First Virtual before charging buyer’s credit card account, sends him e-mail
message asking if purchase was satisfactory. If the buyer replies in positive,
credit card is charged and the money is transferred to the order. If the buyer
replies in negative, no transfer occurs.

Dinesh Singh, Electronic Commerce - Contractual Aspects 13 (1998) (unpublished
Master in Business Laws Project Paper, National Law School of India

‘University, Bangalore).
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IIL5. IMPLICATION OF DIGITAL CASH

The introduction of digital cash system has implications on both
legal and non legal side. Regarding its implication the question which
comes first is about the institution which will issue electronic money.
The issuer would need the status and credibility to make its electronic
money widely accepted. Today’s banks would qualify as they are within
central and state infrastructure of banking laws and regulatory oversight.
But non-banking institutions can also become issuer of charge cards like

AT and T, General Electric, DigiCash, Cyber Cash, etc.16!

Electronic cash and increasing importance of digital markets pose
problems for central government’s control over the economy.162 Transfer
of large sums of cash across border would be untraceable. There would
be no audit trail. Digital counterfeits could work for any where in the

world and spend currency in any and all places. New financial crimes

161 Supra note 152 at 47.

162 As transfer of Digital Value Unit across national border do not amount to
official foreign exchange transaction, so national currencies may loose
relevancy with the development of Digital Value Unit that have a universally
accepted denomination. The widespread use of electronic cash will render
national economic data much less meaningful. Both electronic commerce and
electronic cash raise fundamental question about national market.

Stephen J. Kobrin, Electronic Cash and the End of National Markets, FOREIGN
PoLICY at 72 (Summer, 1997).
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and f(orms of fraud could arise that would be hard to detect and it would

be extremely difficult to locate perpetrator.!63

Electronic commerce does not occur in any physical location but

instead, it takes place in cyberspace.164

Internet commerce and digital money create the potential for better
world by providing convenient shopping method. By promoting better
communication and simplifying the logistics of life, the new era of
Internet commerce offers us much more time for relaxation and
enjoyment. There also exist possibility for misunderstanding,
misdirection and misuse.’® A digital world economy demands
increasing international cooperation, harmonising of national regulations
and legislations and strengthening the authority of international

institutions.1%

163 Stephen ]. Kobrin, Electronic Cash and the End of National Markets, FOREIGN
POLICY at 72 (Summer, 1997).

164 In digital economy, it would be difficult to link income stream with specific
geographic locations. Electronic cash in manifestation of global economy and
the problem electronic cash poses for governance results from the trend of
disconnecting electronic market from political geography.

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 74 (John Wiley and
Sons Co. 1996).

165 Supra note 148 at 245.

166 Supra note 148 at 76.
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CHAPTER IV

ENCRYPTION - SAVIOUR OF ELECTRONIC COMMERCE?

Electronic commerce as a mass phenomenon is the certain outcome
of the successful diffusion of Internet based services in recent years. But
there are some doubts darkening the golden glow which lie in the
security issues at the core of electronic commerce.!¥’ The growth of
electronic commerce via the Internet depends on the security and privacy
of transactions. Only if the buyers and sellers trust that orders and
payments are conducted with minimal risk of deceit and abuse of
information, they will accept Internet for electronic commerce purposes.
If users fear that these orders may be changed on the way, their credit
card numbers may pe stolen and misused, their private information may
be misdirected, they will revert back to the traditional instruments.

Paper records and files also threaten personal privacy or reveal
other confidential and sensitive information. So in earlier days important
and confidential files were kept under lock and key and access to these
was restricted to maintain security. During the long history of paper-
based “information system” for commerce and communication, a number

of safeguards were developed to ensure the confidentiality; that is secrecy

167 James P. Backhouse, Security: The Achilles Heel of Electronic Commerce, SOCIETY,
May-June, 1998, at 28.
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of contents, integrity; that is without unauthorised changes, authenticity;
that is coming from the stated sources. These traditional safeguards
include secret code books and passwords, physical seals to authenticate

signatures and auditable book keeping procedures.168

Computer-induced data is easily transportable, easier to copy and
easier to manipulate and so in this era, controlling access has become
much more difficult. With the emergence and growth of Internet, on-line
banking, electronic commerce and other forms of network computing
have come into existence and have changed the whole scenario. With the
introduction of electronic commerce, lot of personal information like
credit card number, transaction data, preference about choice of product,
medical and insurance records, personal files will be available while
travelling through Internet. Government, corporations and organisations
are worried that hackers will manage to come in touch with these
information and will engage in fraudulent activities and manipulation of
records. This situation leads to some issues genetic to all electronic

communications.16?

168 Information Security and Privacy in Network Environments, Office of Technology
Assessment, Congress of the U.S., 1994 at 112.
169 Issues are like, how to ensure the integrity of the message, how to authenticate

the sender, how to ensure non-repudiation of receipt.
WTO Secretariat, Special Studies 2, Electronic Commerce and the Role of the WTO,
1998 at 38.
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Modern cryptography'7° offers solution to the problems of an open

network. The whole point of cryptography is to keep information out of

the hands of anyone but its intended recipient. Even if the message gets

intercepted, the meaning will not be apparent to the interceptor.’”l As a

concept, cryptography is not a new thing to introduce as its use can be

found in the history.172

IV.1. WHAT IS ENCRYPTION?

Encryption is basically a process in which a message is transformed

from plain text to cipher text, by using a mathematical function. This

170

171
172

Cryptography is the technology to encode (encrypt) and decode (decrypt)
information to prevent its being read by unauthorised party. It is the art and
science of secret writing. Cryptography protects data against unauthorised
disclosure. It can authenticate the identity of a user and it can disclose
unauthorised tampering.

Cyber law series, Department of Electronics website,

URL: <http:/ /www.doe.gov.in>,

Supra note 101 at 41-43.

Cryptographic use can be traced back to several thousand years back in
Egyptian Hieroglyphics and in ancient India where it was used for
communication with spies. The recorded history of cryptography is more than
4000 years old. Manual encryption method using code books, letter and
number substitution and transpositions have been used for the hundreds of
years - for example, the Library of Congress has letters from Thomas Jefferson
to James Madison containing encrypted passages. Modern computer-based
cryptography and cryptanalysis began in the World War 1l era, with the
successful allied computational effort to break the ciphers generated by the
German Enigma machines.

Information Security and Privacy in Network Environment, Office of Technology
Assessment, Congress of the U.S. 1994 at 112.

James P. Backhouse, Security: The Achilles Heel of Electronic Commerce, SOCIETY,
May-june, 1998 at 30.
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process is a complicated version of coding!”? and decoding method.

Cipher'7* and Key!” are two main elements of encryption technology.

Current encryption technology generates cipher text via computer

hardware and software enjoying sophisticated mathematical formulae.

IV.2. ADVANTAGES OF ENCRYPTION

Since Internet is a distributed network and it is open to the public,

so messages are exposed to the risk of intercepting. Encryption is used so

173

174

175

Code is a method of interchanging vocabularies so that each code word
represents some other non-code word. Codes requires a special code book
which acts like dictionary. If the code book is lost, encoded text cannot be
interpreted.

PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 44 (Jaico Publishi.ng
House, 1998).

Ciphers are the basis of encryption schemes. It acts on each character of a
message, transforming it according to some algorithm. The encryption
algorithm is the function with some mathematical foundations which performs
the task of encrypting and decrypting the data.

PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 44 (Jaico Publishing
House, 1998). '

Keys are special numbers which help to initialize the algorithm. Different keys
used with same algorithm will produce different versions of encrypted text.
The quality of security is dependent on the size of the key. Encryption keys
are used by the encryption algorithm to determine how data is encrypted or
decrypted. Encryption keys are similar to computer password. When a piece
of information is encrypted, one needs to specify the correct key to access it
again. But unlike a password programme, an encryption programme does not
compare the key one provides with the key one originally used to encrypt the
file and grant access if the two keys match. Instead, an encryption programme
uses key to transform the cipher text back into the plain text. [f one provides
the correct key, one gets back his original message. If one tries to decrypt a file
with a wrong key, one gets irrelevant and unreadable message.

PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 44 (Jaico Publishing
House, 1998).
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that no one except the intended recipient can open the message. So

encryption is the most practical and safest way to protect secret

information. Encryption has various role to play.’”¢ Encryption can be

used to create digitai signatures.’””  Digital signatures are used to

176

177

a) Encryption can protect information stored on the computer from
unauthorised access, even from people who have otherwise access to the
computer,

by Encryption can protect information while it is in transit from one
computer system to another.

¢) Encryption can be used to deter and detect accidental or intentional
alteration in the data.

d) Encryption can be used to verify author of a document.

Cyber law Series, Department of Electorates Website,

URL: <http:/ /www.doe.gov.in>.

Digital signatures provide a higher degree of authentication by allowing

resolution of dispute. Although it is possible to generate digital signatures

from symmetric cipher but most interest centers on system based on
asymmetric cipher, known as public-key crypto-system. These asymmetric
ciphers use a pair of keys, one to encrypt and another to decrypt, in contrast to
symunetric ciphers in which the same key is used for both the operations. Each
user has a unique pair of keys, one of which is kept private and the other is
made public. The security of public-key system rests on the authenticity of the
public key and the secrecy of the private key. In principle, to sign a message
using a public key encryption system, a user can transform it with his private
key and send both the original message and the transformed versions to the
intended receiver. The receiver can validate the message by acting on the
transformed message with the sender’s public key and the result should match
exactly with the original message. As because the signing operation depends
on the sender’s private key, so it is impossible for anyone else to sign message
in sender’s name. But everyone can validate such signed message, since the
validation depends on the sender’s public key. In practice, digital signatures
sign shorter “message digest” rather than the whole message. For digital
signatures based on public-key systems, sender first uses a cryptographic
“hashing” algorithm to create a condensed “message digest” from the
message. With the commercial Riveat-Shamir-Adleman (RSA) system, the
signature is created by encrypting the message digest using the sender’s
private key. As because in the RSA system, each key is the inverse of the
other, the recipient can use the sender’s public key to decrypt the signature
and recover the original message digest. The recipient compares with the one
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authenticate message.”® It also supports non repudiation.'” Another use

of

178

179

180

encryption is to create digital certificate.!®  Application of

he or she has calculated using the same hashing function, if they are identical,
then the message has been received exactly as sent and furthermore, the
message did come from the supposed sender.

[nformation Security and Privacy in Network, Office of Technology Assessment,
Congress of The U.S., 1994, at 124-125.

Message authentication techniques based on cryptography can be used to
ensure the integrity of the message (that it has been received exactly as it was
sent) and the authenticity of its origin (that it comes from the stated source).
The oldest and simplest form of message authentication use “secret”
authentication parameters known only to the sender and intended recipient to
generate “message authentication codes”. So long the secret authentication
parameters is kept secret from all other parties, these techniques protect the
sender and receiver from alteration or forgery of a message by all such third
parties. As because the same secret information is used by the sender to
generate the message authentication code and the receiver to validate it, these
techniques cannot settle “dispute” between the sender and receiver as to what
message was sent.

Information Security and Privacy in Network, Office of Technology Assessment,
Congress of The U.S., 1994, at 124.

It is a legal term which means that sender of a message with digital signature
cannot later deny having created the message and repudiate any terms or
agreements contained in the message. Normal electronic mail is deniable,
since it is relatively easily forged and easily modified. Electronic mail that has
been digitally signed, is non repudiable.

A digital certificate is like a digital 1D card. It proves that one is who he claims
to be and contains the digital signature of a Trusted Third Tarty to back up his
claim. Digital certificate and digital signature play an important part in secure
credit card transactions on the Net. Most digital certificates used in Internet
credit card transactions come from a company called Verisign
(www.verisign.com). A merchant requesting a Verisign certificate must prove
its identity and pay $300.

VINCE EMERY, HOW TO GROW YOUR BUSINESS ON THE INTERNET 197 (Coriolis
Group Books, 1996).

The digital certificates which are currently in circulation, come with sweeping
disclaimer of liability. Both the 40 and 128 bit Netscape SSL encryption that are
used for secure web connections rely in part on digital signature to identify the
server and the browser to each other. No one actually guarantees the server’s
public key. All that the user gets is the practical assurance that if the response
back is the same each time one longs on, it is unlikely that he is communicating

[13
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cryptography have evolved along with cryptographic techniques.
Cryptography was originally used to protect the confidentiality of
communications, encryption is now also used to protect the
confidentiality of information stored in electronic form and to protect the
integrity and authenticity of both transmitted and stored information.!8!
With the advent of public key technique,'® cryptography came into use
for digital signature which is used as a means of or electronically
authenticating and signing commercial transactions like purchase orders,
tax returns and fund transfer, as well as ensuring that unauthorised

changes are detected.1®

with importer. But no body is accepting liability for the user who is being
misled. The same situation applies with other current Internet based
certificates, including the “authenticode” certificates used to identify the
authors of Java Active X programs.

Steward A. Baker, [nternational Developments Affecting Digital Signatures,
October 1997, .

URL: <http://www.steptoe.com/webdoc.nst/law+&+The+Net-All/ All>.

181 The necessity for authentication can be realised from the following illustration -

e A and B are two acquaintances who communicate by e-mail on occasion.

e C, impersonating A, sends a forged piece of e-mail to B, requesting a secure
communication channel using public key encryption.

e C’s public key was included in this forged message.

e B receives the message and encrypts a reply using what he believes as A’s
public key but which is actually C’s public key.

e C receives the message, decrypts it with his private key and is able to
communicate with B while pretending as A.

182 For further discussion, see §1V.3.

183 Supra note 168 at 113.

114


http://www.steptoe.com/webdoc.nst/law+&+The+Net-All

IV.3. KINDS OF ENCRYPTION

To ensure the privacy of message, encryption can be offered in two

different forms, private key and public key. Private or symmetric key

encryption is based on a key being shared between two parties. The same

key both encrypts and decrypts the message (Fig-38). Data Encryption

Standard (DES) follows the private key encryption technology.18

Secret Key (Symmetric) Encryption

v

B

A encrypts her messages to B B decrypts message from A
with their shared secret key with the same secret key
A B

<
A decrypts B’s messages B sends message back to A
with their shared secrel key with the same secret key

Source: Information Security and Privacy in Network Environment.

Fig-38

184 Cyberlaw Series, Department of Electronics Website,
URL: <http://www.doe.gov.in>.
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Here both the sending and receiving parties must know the secret
key that they will use to communicate. A private key mechanism is
relatively simple method of encryption. The main problem is in sharing
the key, that is, how to transmit the key used for security over an
unsecured network. The secret key becomes difficult to manage because
it requires courier, registered mail or other secure means for distributing
the key. The difficulties involved in generating, storing, transmitting

keys can limit private key system over Internet.185

In a public key encryption'® there are two keys - a private key and
a public key. Private key is to encrypt a message and it is kept in secret.
Public key is to decrypt a message and it is made public. This system is

also known as Asymmetric crypto-system (Fig.39).1%

185 Supra note 168 at 39.

186 In 1976, two computer scientists, Whitfield Diffic and Martin Hellman,
developed a theory of public-key encryption that offered a solution to the
problem of transferring private key. Later, RSA Data Security Inc., created an
algorithm to make public key cryptography commercially viable.

VINCE EMERY, HOW TO GROW YOUR BUSINESS ON THE INTERNET at 197
(Coriolis Group Books, 1996).

187 Supra note 184.
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Public-Key (Asymmetric) Encryption
G

A’s Public Key \—’

A’s Public Key A’s Private Key
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her private key

A’s Public Key |

-« —
BsPrivariey—=——'___ B’s Public Key
e

A

C’s Public Key

—

C’s Private Key

Dvs PUb[IC Key A rcplics to

messages using
cach recipicnt’s
public key

D’s Private Key

B, C and D decrypt A’s message
using their individual private keys
Source: Information Security and Privacy in Network Environment.

Fig-39
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The initiator needs to protect the confidentiality and integrity of his
or her private key and the other key can be distributed more freely.
These keys are mathematically related. The name comes from the fact
that the encryption key can be made public without compromising the
secrecy of the message.’® The main advantage offered by public key
encryption is increased security. Although slower than private key
system, public key encryption generally is more suitable for electronic

commerce.189

The third type of encryption is called Hybrid crypto-system, which
is also known as one-time symmetric key system or one-way hash
algorithm. One-time symmetric key is generated for each transaction.
The sender first encrypts the message by using one-time symmetric key.
This key is then encrypted, using recipient’s public key. Thus it can be
decrypted only with recipient’s private key and it is now safe for
transmission over Internet. When the message arrives, the recipient

decrypts the one-time symmetric key, with his or her own private key

188 Supra note 168 at 39.
A9 a) It is more sealable to very large systems.
b) It has a more flexible means of authentication.
¢) It can support digital signature.
d) It enables non-repudiation.
Information Security and Privacy in Network, Office of Technology Assessment,
Congress of The U.S., 1994, at 39.
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and then by using the symmetric key, the recipient decrypts the

message.'?

Example of a Hashing and Digital Signature Scheme

=

B uses the same hash algorithm on the B separales
text he received and generates another the text and
message digest signed digest
7 5
=
8 [—] —
—_—

B compares the two

A 1 2 3 4
A generates text A uses a hash A “signs” the message A sepds the
algorithm to generate digest using her text and signed
a message digest private key digept lo B

=

digests. Any difference
indicates that the text was

altered =]

|
[

6
B verifies A's signature
using her public key and
recovers her message
digest

Source: Information Security and Privacy in Network Environment.

Fig-40

190 Supra note 184.
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The message is processed with hashing algorithm which produces
a shorter message digest. As the hashing method is one-way, so the
message digest can not be reversed to obtain the message. The message
and message digest is sent. The recipient processes the message with
hashing algorithm and compares the message digest with message digest
which came along with message. If the message was altered in any way
during the transit, the message digests will be different which reveals the

alteration (Fig-40).19
IV.4. BREAKING OF ENCRYPTION

Encryption scheme is vulnerable on several fronts. Encrypted text
can be analysed for word and character frequencies to find out what the
encryption algorithm is. Cryptographers accept that all ciphers are
vulnerable to brute force attack. Security depends on the cipher key

size.'? A researcher at Lucent Technologies Inc., has discovered a

191 Supra note 168 at 39.

192 A cipher key can be compared with a combination lock. If one has the correct
key, he or she can unlock the message. The three digit combination lock often
found in luggage offer minimum protection, as there are only 1000 different
options. Sometimes right combination can be hit after few attempts. Generally
after trying half of the total possibilities, lock can be broke open. If per
combination takes one second, then brief-case can be opened in eight minutes
or at the most in seventeen minutes. Adding another digit to the lock increases
the number of possible combination by a factor of ten, doubling the number of
digits to six, increases the number of possible combination to one million. A
brute-force attack at a six digit combination takes almost six to eleven days. If
two more digits are added, it will take over a year and a half to break in.
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software flaw that could allow a well-equipped computer hacker to break

the encryption software code used for electronic commerce.®?

IV.5. KEY MANAGEMENT

If there is the relevant key, the message can be read. One major
weakness of the process is that, there has to be a dependable way to pass
keys around to the people who need it. Key is to treated with same care
which is given to the message. Losing a message is harmful but losing
key means losing all messages. To send a secure message to a group,
either to rely on every one involved, keeping a single key for all of them
or to assign a separate key to each individual. On line commerce requires
that message is to be exchanged securely with any one. Key solutions are
available but by and large they require some degree of trust either in the
parties exchanging the message or in some intermediary agency with

access to both parties’ secret key.1%

One major problem with public key encryption is, that whether one
correspondent has the right key for the other correspondent. If two

individuals have secure channel over which they can pass a key, for

PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 45 (Jaico Publishing
House, 1998).

193 Reuters, E-commerce open to hackers, finds study, THE ECONOMIC TIMES,
Bangalore, June 17, 1998 at 8.

194 Supra note 101 at 47.
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example, by sealing a piece of paper or diskette in an envelope and
sending it through mail, then they can communicate in confidence. But if
they want to rely on electronic media, there is no such secure channel.
No one can trust an e-mail message containing public key because the
message itself can come from an eavesdropper. The problem arises when
two people who do not previously know each other, wish to
communicate. The solution may be possible through Trusted Third
Party.1® The Certification Authority can also solve the problem.1%

Under Key Escrow, a copy of decryption key for each user is placed
in a secure location of one or more trusted parties and is made available if

warrant is issued for it. The concept of key splitting is used for escrowing

195 Trusted Third Party may be the solution that allows an initial contact to be
made. If two correspondents are known by any intermediary and both entrust
it with their public keys then each can obtain other’s public key from this
intermediary and start communication. For worldwide communication, the
Trusted Third Party will probably be a large organisation with same public
visibility, quality control, sense of responsibility as a bank.

MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND
PRACTICE, 135 (Sweet and Maxwell, London, 1999).

1% A bank may wish to issue digital signature to its best commercial customers to
represent that the customer maintained a substantial credit balance in its
account over the last year. If a customer wants to do business on-line with
another person, customer sends order to that person, signed with his bank
issued digital signature. The person who receives the order, gets the reliable
proof of the identity of the customer, on the basis of which, he can decide
whether to do business with the customer. These type of banks are special
kind of Trusted Third Party and are called Certification Authority. It should
have license to show that it is conforming the procedural and technical
standard.

MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND
PRACTICE, 135 (Sweet and Maxwell, London, 1999).
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of keys. Under this, key is splitted into several parts using appropriate
algorithms and each part so splilted is deposited with several trusted
parties. For decryption, all the splitted parts are to be combined.'?”
Companies are likely to demand, as part of their employment term, that
any employee has to place in escrow with the company, any private
encryption key he may use in personal correspondence, as there would be
a risk that an employee could pass confidential information and trade
secrets to rivals secure in the knowledge that encryptography would hide

the infamy from the employer.1%8

If any person uses cryptography confidential communication, he or
she will be required to hand over his or her private key as receipt of a
judicial warrant or a warrant issued by Secretary of State. Most
customers will not generate their own encryption key but will obtain
them from a special type of Trusted Third Party called Key Recovery

Agent.' A major reason why Key Escrow schemes are necessary in the

197 Supra note 184.

198 MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND
PRACTICE, 135 (Sweet and Maxwell, London, 1999).

199 Key Recovery Agent will keep in escrow a copy of the customer’s private key.
He will be required to hand over a copy of it's customer’s private encryption
key within one hour of the receipt of judicial warrant or a warrant issued by
Secretary of State.

MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND
PRACTICE, 136 (Sweet and Maxwell, London, 1999).
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commercial world is recovery of information, when a private key has

been lost, stolen or hidden.
IV.6. ENCRYPTION STANDARD

One of the most widely used encryption system is Data Encryption
System (DES).20 Automatic Teller Machine network uses DES to encrypt
Consumer’s Personal Identification Number when they are transmitted
through shared network. DES can be implemented efficiently for bulk

encryption like that required by electronic commerce applications.
IV.7. LIABILITY

When a digital signature is incorporated in a document, it signs
every single part of it and links the authority of the signer with every
single comma and colon. Digital signature, unlike a physical signature

does not come from a human hand but from an artifact. Unauthorised

200 DES was invented by IBM in 1970s. [t was endorsed by US Government and
was adopted as American National Standard. It is basically a bit permutation,
substitution and recombination function performed on block of 64 bits of data
and 56 bits of key. The 64 bits of input are permitted initially and then input to
a function using static tables of permutation and substitution. The bits are
permuted in combination with 48 bits of the key in each round. This process is
interacted 16 times, each time with a different set of tables and different bits
from the key. The algorithm then performs a final permutation and 64 bits of
output are provided.

Cyber law series, Department of Electronics website,
URL: <http://www.doe.gov.in>.
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access to this artifact can lead to the production of signed contractual
document and payment order which are the same as the genuine articles.
The obvious way of controlling such abuse is to make the holder of the
digital signature liable for all signatures generated by the artifact unless
and until the key holder has revoked the digital signature’s authority

with Certifying Authority.2!
IV.8. GOVERNMENT REGULATION

The main problems regarding regulation of cryptography is
balancing between privacy and free trade on one hand and national
security and law enforcement on the other. Many governments are
concerned about widespread use of cryptography, thinking that strong
encryption is used by criminals and terrorists and encryption interferes

with law enforcement and intelligence gathering.

The U.K. Government in 1996 announced its support for key
escrow in the form of a system of Trusted Third Party. This was aimed at
protecting commercial sector, giving authorities some ability to obtain

decryption where deemed necessary.2? In 1998, through a White Paper,

201 Supra note 193 at 137.

202 URL: http:/ /www.coi.gov.uk/coi/ depts/GTI/coi9303b.ok.
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Government proposed a new legislative framework for strategic export
control and export licensing with particular emphasis on export of

military equipment and technology. 28

The Wassenaar Agreement?® controls the export of cryptography
as a dual-use good, that is, one that has both military and civilian
application. According to it, software containing cryptography may be
subject to control but it provides exemption from export control for mass

market software.

In United States, prior to 1997, jurisdiction over export of
encryption software was split between State Department and Commerce
Department. But from 1997, it came completely under control of

Commerce Department without liberalizing the level of control.®> The

203 Supra note 193 at 133.

204 Coordinating Committee on Multilateral Export Control was replaced by
Wassenaar Agreement in 1994 which has been signed up by Argentina,
Australia, Austria, Belgium, Bulgaria, Canada, Czech Republic, Denmark,
Finland, France, Germany, Greece, Hungary, Ilreland, Iltaly, Japan,
Luxembourg, Netherlands, New Zealand, Norway, Poland, Portugal, Republic
of Korea, Romania, Russian Federation, Slovac Republic, Spain, Sweden,
Switzerland, Turkey, Ukraine, United Kingdom, United States.

205 “... because of the increasingly widespread use of encryption products for
legitimate protection of privacy of data and communications in non-military

" contexts, because of the importance to US economic interest of the market for
encryption products and because [the new commerce controls] can be
accomplished without compromising US foreign policy objectives and national
security interests.”

White House Memorandum, Encryption Export Policy,15 November, 1996.
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new rule make it a condition of obtaining export approval of strong

encryption products.2%

IV.9. INTERNATIONAL SCENARIO

Group of 7 countries have jointly identified that data security and

privacy are one of the key principle, on which Global Information

Infrastructure must be built.27 The Organisation for Economic

Cooperation and Development (OECD) has adopted a set of guidelines

for cryptography policy.208

206

207

208

Under the new regulation, low level encryption products - those with an

algorithm with a key length of 40 bits or less - are eligible for export after one

time review by commerce. Export of Recoverable products (Key escrow

products) at any encryption item containing 56 bit key length data encryption

standard may be eligible if it provides commerce, a business and marketing

plan to develop, produce or market encryption item with recoverable feature.

Foreign-origin encryption item can be imported freely to United States.

Jeffrey L. Synder, U.S. Export Control on Encryption Software, The Journal of

World Intellectual Property, No.1, 1998, pp.37-44.

The paper proposed by G-7 countries suggests -

a) That government, industry and users must agree on the cryptographic
technique to be used in the Global Information Infrastructure.

b) That agreed technique must be made public.

¢) That agreed technique must be based on private-sector led, voluntary,
consensus, international standard.

d) That product implementing agreed technique should not be subject to
import control and restriction.

e) That product implementing agreed technique'should be exportable to all
countries.

Cyber law series, Department of Electronics websile,

URL: <http:/ /www.doe.gov.in>.

a) Cryptographic method should be trustworthy.

b) Users should have right to choose cryptographic method.

c) Market-driven development of cryptographic method.
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CHAPTER V

LEGAL ISSUES IN ELECTRONIC COMMERCE

Laws develop in response to society’s needs. They evolve in the
context of the culture, business practices and contemporary technologies.
The law currently governing commercial transactions was largely
developed at a time when telegraphs and typewriters were commonly
used office technologies and business was conducted with paper
documents and by mail. Technologies and business practices have
dramatically changed but the law has been slower to adopt.?0
Computers, electronic networks and information systems are now used
commonly to process business transactions, store and transmit digital
data in the commercial field. As the speed of use of information
technology in the business world has quickened, the failure of current
laws both substantive and procedural to meet the needs of trade,

commerce and industry has become apparent.?!!

Electronic commerce has opened a new way of doing business. A

variety of new challenges have come up for those who use Internet for

210 Information Security And Privacy .In Network Environment, Office of
Technology Assessment, Congress of the U.S. 1994, p.69.

211 id.
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business purposes. A new stream of law - Cyberlaw has emerged.
Activities in cyberspace have influenced almost all branches of law, like
Commercial law, Banking law, Intellectual Property law, Evidence law
and others. Unique situations has been created due to tremendous
growth of Internet use. While legal system of different countries are
grappling with the question of developing Cyberlaw by applying existing
law with the need arose out of technological growth or through
innovations designed to meet the novel challenges posed by the Internet,
time alone can tell whether the progress will be adequate to meet the

evolving business needs of the global community.?'?

V.1. WEBVERTISEMENT

Trade or business begins with marketing or advertisement. It is
same in the case of electronic commerce. Here it is called
webvertisement. More and more companies are advertising on the Net,

as it provides global audience at a low cost.

Advertising on the world wide web has received a real break
through with phenomenal growth of Internet users. Business have

different opportunities in on-line advertisement?’3  Theoretically,

212 P.P. Kanthan, Challenges to Transacting Business on the Net, BUSINESS LINE,
August 4, 1998.
23 On-line publication, banner advertising, website advertising incorporating

advertiser’s brand name, linking a website with an e-mail, spamming.
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webvert is subject to laws of every country in which it is accessed by
Internet users but the problem arises when electronic commerce system

apply national framework of law to something which is disseminated to

the world at large.

In U.K., webvertiser have to comply with number of legislations.?14
Jurisdiction is the most important matter in webvertising. The initial
question that is raised is whether the content of a website is subject to law
of the country of origin of advertisement or is it subject to every foreign
law where advertisement is capable of being accessed and downloaded.
Generally laws of the country of “publication” will apply. Technically,
advertisement should not violate the law of the country where it is
published. But in the context of Internet, the publication is made to the
entire world without any control.?!5 If an advertisement is not intended to
generate business in particular country, then a statement to that effect

should be included in the advertisement. When advertisement of some

214 Trade Description Act 1968, Consumer Protection Act 1987, Control of
Misleading Advertisements Regulations 1988, Prices Act 1974, Unsolicited
Goods and Services Act 1971, Trade Marks Act 1994, Copyright, Designs and
Patents Act 1988, Data Protection Act 1984, Defamation Act 1952 and 1996,
Obscene Publications Acts 1959 and 1964, Lotteries and Amusements Act 1976.

215 When a US securities firm offered its financial service through website, U.K.
Regulatory Authority served a notice to the U.S. securities firm for offering
financial service in U.K. without license.

LILIAN EDWARDS & CHARLOTTE WAELDE, LAW AND THE INTERNET, 48 (HART
Publishing, Oxford, 1997).
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product or service is illegal in certain jurisdiction, like gambling or
pornography, an appropriate notice or disclaimer should be included on

the website.216

Unauthorised hyperlink to web was held to constitute breach of
copyright, trademark and business reputation.?’? There being no
consensus among countries regarding regulations on webvertisement and
as there is no case law in this direction, an international convention in this

regard, protecting interest of the majority is desirable.
V.2. WEBVERTISEMENT: OFFER OR INVITATION TO OFFER

Generally speaking websites advertise products and services but

sometimes it assists supplier to complete the sale. Websites can be

216 Sec. 292(2) - Indian Penal Code, 1860 - Whoever, sells, lets to hire, distributes,
publicly exhibits or in any manner puts into circulation or for the purpose of
sale, hire, distribution, public exhibition or circulation, makes, produces or has
in his possession any obscene book, pamphlet, paper, drawing, painting,
representation or figure or any other obscene object whatsoever, or import,
export or conveys any obscene object for any of the purposes aforesaid or
knowing or having reason to believe that such object will be sold, let to hire,
distributed or publicly exhibited or in any manner put into circulation... shall
be punished.....
Council Recommendation on the Protection of Minors and Human Dignity in
Audio-visual and Information Service had aim to provide guidance on issues
like parental control and development of self regulation. European Council
adopted in 1998.
Tobacco Advertising Directive proposed a ban on all forms of advertising and
sponsorship. Directive 98/43.

27 Shetland Times Limited v. Wills (1997) F.S.R. 604.
Ticket Master v. Microsoft (1997) U.S. Case No.97.
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designed to advertise the features of a product and to allow a viewer to

examine the product in a restricted form.218

The display of articles with price in a shop window is an
“invitation to treat” and when customer approaches the shop, it is an
offer to buy. The shop has option to accept it and complete the contract or
to return it. Website is electronic equivalent to shop window. Websites
can have disclaimer that it is an offer to treat and not an offer by itself, so
that electronic commerce business can select the customer and manage
the supply of goods.?’? Electronic commerce is based on highly
automation of process. Now the question which is to be addressed is
whether a computer can accept an offer and make the contract!
Generally, action of a machine is attributed to the person who instruct it

to execute a particular routine work.?220 In State Farm Mutual Auto. Ins.

218 Software can be downloaded from a website in a crippled form, like a word
processor, but may be prevented from printing or saving. It provides a test
drive. If the user is happy with the product, he may re-access the website to
form a contract and receive the uncrippling key.

219 Supra Note 198 at 8.

220 In Thornton v. Shoe Lane Parking Ltd. [(1971) 1 All E.R. 686], Court held that
customer contracted with a car park machine, when he fed his money and
received a claim ticket. “The customer was committed at the very moment
when he put his money into the machine. The contract was concluded at that
time. It can be translated into offer and acceptance in this way: the offer is
made when the proprietor of the machine holds it out as being ready to receive
the money. The acceptance takes place when the customer puts his money into
plot.”
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Co. v. Brockhurst,??! court held that since the computer only operated as

programmed by the insurance company, it was bound by the contract. So
Websites can be regarded an agent of the on-line business and can make

both offers and accept offer to create a contract.???

Generally contracts are bilateral where both the parties are bound.
In on-line contract also merchant promises to send the goods and in
exchange, the consumer promises to pay. Sometimes on-line
advertisement can create unilateral contract where only advertiser is
bound.?2 On-line advertisement has to be carefully drafted so that
consumers interpret them as advertisement or invitation to offer but not
an offer or unilateral contract. Theoretically, on-line contracts should be

subjected to only specified terms. But Court in |. Evans & Son

(Portsmouth) Ltd. v. Andrea Merzario Ltd.??* ruled that on-line

statements made by e-mail or on web pages prior to contract formation
may be interpreted as express contractual terms, despite their absence

from the actual contract written or otherwise.225 (On-line merchants do

221 453 F 2d. 53 (10th Cir. 1972).

222 Supra note 193 at 70,

223 See 12, Restatement of Contract (1932).

224 (1976) 1 W.L.R. 1078 at 1083.

225 “The court is entitled to look at and should look at all the evidences from start
to finish in order to see what the bargain was that was struck between the
parties.”
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not want to sell goods or services to every one - there may be trade

restrictions and embargoes, there may be prohibition to sell certain goods

to minors.2?6 But the problem is for electronic commerce organisation to

know whether the other party has authority to buy or transact? Digital

signature, smart card can provide solution for this. Any lapse in these

regards may compell electronic commerce organisation to face some legal

hazards.?2?? On-line merchants should regulate access to their sites and

excludes users from unwarranted jurisdiction.228

The owner of the website can state that it will not be bound by any

communication from the viewer but the site owner will inform him if it

226

227

228

[. Evans & Sons (Portsmouth) Ltd. v. Andrea Merzario Ltd. (1976) 1 W.L.R.
1078 at 1083.

Many products like encryption software are subject to export restriction. U.S.
Department of Agriculture regulates import of fruits and vegetables. Some
businessmen like to avoid some countries to deal with because of poor public
relation. On-line business sometimes want to avoid some countries because of
their consumer protection law is unfavourable to foreign merchants. Some on-
line activities like financial service, gambling, pornography which may be legal
in some places and illegal in some other places.

A number of Minnesota residents accused the Website advertising a
forthcoming international gambling site. Minnesota court held that Granite
Gate Resorts purposefully availed themselves of privilege of conducting
commercial activities in Minnesota. v. Granite Gate Resorts, 568 N.W. 2d 715.

Electronic Commerce organisers can do server check for preliminary
verification. Although it is not foolproof as customer’s country of origin can
only be marked. Site disclaimer can exclude unwarranted jurisdiction as it
expressly mentions that it is intended for whom.

MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE, LAW
AND PRACTICE, 62 (Sweet and Maxwell, London, 1999).
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accepts the communication. This creates two factors in favour of website
owner. First, it prevents any reasonable person from thinking that owner
has made an offer. Second, it provides evidence that the site owner did

not intend to make offer.229

V.3. OFFER
Formation of contract requires offer, acceptance, consideration
and intention to create legal relation. Offer can be made using any

medium post, tax, telex, telephone, electronic mail and World Wide Web.

V.4. AT WHAT POINT OF TIME AN OFFER IS MADE

A contract can only be formed by accepting an offer. An offer can
be revoked at any time before acceptance. The issue to be discussed is
when is at what point of time an offer is made. Sometimes, offer géts
delayed in course of transmission, so it is very important to decide at
what point of time an offer is made. Court has a choice that either offer
may be deemed to be made at the time of sending or at the time of

receipt. In Adams v. Lindsell, 2 court held that delayed offer is valid.

Despite the technology, e-mails can get delayed.?! Further technological

229 CLIVE GRINGRAS, THE LAWS OF THE INTERNET, 15 (Butterworths, London, 1997).

230 (1818)1 B & A 681.

251 E-mail is not instantaneous. An e-mail message is sent to a Service Provide
who tries to deliver it as quickly and as accurately as possible. E-mails can
arrive inconsistent, late or even not arrive at all. E-mails are passed between
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advancement can come for help sometimes.22 Offer through e-mail can
be made subject to a date on which the offer will lapse. Court can
assume time of offer at the time it should have arrived or a reasonable

period after that.
V.5. ACCEPTANCE

Acceptance must unequivocally express assent to all the terms of
the offer.® Acceptance can be made via any communication method.
Generally it should be sufficient to receive the offer by same means by
which it was originally communicated. Offer can even be accepted by
“click-wrap”.24  On-line supplies can accept by sending the ordered

goods, by transmitting data.

many carriers to arrive at the final destination. Some e-mails are delivered to
an electronic pigeon hole, called ‘in-box” for collection. Many users of e-mail
must dial their Service Provider to check about the arrival of e-mail. Often
users must collect e-mail, it is not delivered to them. On arrival, recipient must
act to retrieve e-mail. E-mails can be lost, delayed by server or router without
any fault of sender.

CLIVE GRINGRAS, THE LAWS OF THE INTERNET, 18 (Butterworths, London,
1997).

232 In some e-mail system, on arrival of e-mail, ‘read” and ‘receive’ receipt is sent
to sender, where ‘receive’ receipt indicates e-mail has not been received by the
addressee, rather it has been received by the service provider and ‘read’ receipt
indicates that it has been received by the addressee.

CLIVE GRINGRAS, THE LAWS OF THE INTERNET, 18 (Butterworths, London,

1997).

233 So in case e-mail, “read” or “receive” receipt will not constitute acceptance of
an e-mailed offer.

=4 A ‘click-wrap’ is where the contract is presented in a window on-line and the

customer is asked to click an “offer” or “l accept” button. U.S. District Court
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V.6. TIMING OF ACCEPTANCE

Acceptance of valid offer results in valid contract. Depending
upon the context, like inter praesentis (when the contracting parties are
face to face with each other) or inter absentes (when the contracting parties
are not face to face each other), communication of acceptance becomes
very significant.”> In electronic commerce, generally acceptance is made
by e-mail or by pressing the “Accept” or “Buy” buttons. Here the

question that would arise is: when has the acceptance been conveyed.

e when the e-mail was sent or
e when it was received by the addressee or
e when it reaches the “host computer” which provides the e-mail facility

to the addressee.

When acceptance is made over the Internet by clicking “Accept” or
“Buy” button, the question - where did the offeror actually receive
acceptance? still remains open. Would the acceptance be deemed to have

been communicated at the place where the offeree clicks the button or

5 'é

held it enforceable in Hot mail Corporation v. Van Money Pic Inc. et al, C98-
20064 (N.D. Cal., April 20, 1998).

235 Vaibhav Parikh, Legal Issues in Electronic commerce with Special Reference to India,
6 (A paper presented in Electronic commerce Seminar, organised by
Confederation of Indian Industries; February 19-20, 1998).
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would it be deemed to have been communicated where the server is
located or would it be the place where the offeror actually reads the

acceptance on his computer.

The instant of acceptance is the instant of contract creation. In

Byme v. Van Tienhoven?¢ court used the Postal Rule (Expedition

Theory) which was initiated in Adams v. Lindsell.2? The Court has used

the Receipt Rule (Information Theory) in case where both the parties have
continuous communication, for example, over telephone and in these
cases contract is created when the offeror hears the acceptance. This rule

has been used in case of telex.238

Even as an offer has to be communicated, acceptance also should

be communicated.??® When by agreement, course of conduct, usage of

28 “It may be taken as settled that, where an offer is made and accepted by letters
sent through the post, the contract is completed the moment the letter
accepting the offer is posted, even though it never reaches the destination.
Byrne v. Van Tienhoven, (1880) 5 C.P.D. 344 at 348.

= (1818) 1 B & A 681.

238 Entores Ltd. v. Miles Far East (1955) 2 QB 327. This ruling was confirmed in
Brinkibon v. Stahag Stahl. und. Stahlwar en handels gese llschaft mbH (1983) 2
A.C. 34 where it was decided that if both parties are in continuous
communication during acceptance, then burden of notification falls on
accepting party as he has immediate feedback regarding transmission. If it is
faulty, he can resend the message.

29 Sec.4 - Indian Contract Act, 1872 - The communication of a proposal is
complete when it comes to the knowledge of the person to whom it is made.
The communication of an acceptance is complete as against the proposer, when
it is put in a course of transmission to him so as to be out of the power of the
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trade, acceptance by post or telegram is authorised, the bargain is struck
and the contract is completed as soon as the acceptance is put into the
course of communication by the offeree by posting a letter or sending a

telegram.240

Where a contract is made through the telephone, the place where
the acceptance of the offer is communicated is the place where the
contract is made.?*! Strictly speaking, a consensus does arise, the moment
an acceptor decides to accept but law cannot take note of the status of
mind as such, unless as expressed. So it is necessary that this fact of
acceptance should come to the knowledge of the offeror. Such
communication is for the benefit of the offeror, it is open to him to waive
the communication or to prescribe some act instead which if complied
with would be sufficient to give rise to a contract. On this principle,
where an offeror asks the acceptor to send his reply by post, it has been
held that it is sufficient if the acceptor posts his letter and the contract
would be concluded as from that moment.#2 This is so irrespective of

whether letter of acceptance reaches the offeror late or never reaches him

acceptor, as against the acceptor, when it comes to the knowledge of the

proposer.
240 Bhagwandas v. Girdharilal and Co. AIR 1966 SC 543.
241 1d.

242 Adams v. Lindsell (1818) 106 E.R. 750.
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at all. If the offeror to whom several methods of communication are
equally open, starts his negotiation by post, it has been construed to be an
implied authority for the acceptor to post his acceptance?3 and such
acceptance concludes the contract irrespective of whether the letter
reaches the offeror or not.2#¢ According to the ordinary habits of society
or according to the usage of mankind, the post is likely to be resorted to
as a method of communication in which case posting a latter would
conclude the contract.#> But where the offeror prescribes a method
different from posting, mere posting of acceptance would not be

sufficient.246

The Contract Act was passed in 1872 when the law had not been
completely settled in England as to whether a letter which is posted but
which does not reach the offeror and is altogether lost in transit would
conclude a contract or not. So authors of Indian Contract Act thought it

prudent to provide for a dual effect in case of letter of acceptance.?*”

A3 Dunlop v. Higgins (1848) 9 E.R. 805.

24 Household Fire Insurance Co. v. Grant (1889) 4 Ex.D 216.

u5 Hinthan v. Fraser (1892) 2 Ch.27. .

26 Eliason v. Henslaw (1819) 4 Wheaton 225. ¢

L An acceptance concludes into contract when it is put in transmission as against
offeror. However an acceptance binds when it reaches offeror. This gives
acceptor a chance to revoke his acceptance. But due to this acceptor gets
double advantage - once he puts the letter he is freed from further
responsibility and at the same time gets an opportunity to revoke the
acceptance.
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V.7. ACCEPTANCE BY E-MAIL

E-mail is not like the post and it is certainly not like instantaneous

communication by the telephone.?48 It is best for the offer to contain as

much detail as possible about the acceptance which is sought. The offer

should be explicit on how acceptance must be communicated, where it is

to be received and when it must be in the place of receipt.249

In case of electronic mail, once offeree clicks the ‘send’ button,

control over the message is lost. The electronic mail is sent off to the

Internet and goes through various computers, before it reaches its

248

249

VENKATESH IYER, INDIAN CONTRACT ACT, 68 (Asian Law Book House,
Hyderabad, 1982).

In case of e-mail, there is no direct connection between sender and receiver. In
telephone call, it is possible to check that the intended recipient has heard the
acceptance but in case of e-mail, this is next to impossible. E-mails are send
using protocols, which allow one computer to pass on information accurately
to another. But sometimes these protocols are used incorrectly and e-mail may
arrive entirely inconsistent or missing. Some e-mail user are permanently
connected to their Service Provider, as soon as an e-mail arrives for them, they
are notified and can immediately view the message. What is more common is
that when a user’s e-mail arrives to a server, the user must contact server to
access any message. These connections are not permanent. These users will
not be notified that an e-mail awaits them. An e-mail acceptance will not be
received if the recipient does not retrieve it. This may be because the person
does not check e-mail in-box. In this situation e-mail will constitute acceptance
because offeror’s recklessness will not prevent the contract formation. Fax
machine reports if a fax cannot be sent with sufficient quality but if an e-mail is
inconsistent, it is impossible for offeree to know before it is too late.

CLIVE GRINGRAS, THE LAWS OF THE INTERNET, 23-25 (Butterworths, London,
1997).

Supra note 229 at 25.
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destination. Now the issue to be discussed is when the acceptance
through electronic mail is effective - whether at the time of sending or at
the time of receipt. According to Postal Rule,? on-line contract would
form when offeree send the message of acceptance. So when the
merchant sends the electronic mail acceptance, the contract is formed
within merchant’s jurisdiction. In cyberspace, electronic mail can get lost
and rejected by firewalls.251 Sometimes electronic mail is received in so
incoherent manner that it goes beyond the comprehension of receiver.
Because of increased risk of non-delivery and less reliability, of electronic
mail, the Postal Rule creates undue burden on offerer. According to
Receipt Rule,?2 the contract would form at offeror’s place. In Schelde

Delta Shipping B.V. v. Astrate Shipping Ltd.,?53 court decided the time of

receipt of acceptance depending on expected time of receipt. Receipt will

usually occur when the offerer downloads the message. Alternatively,

20 Supra note 235.

251 The function of firewall is to control traffic entering or leaving their network. It
acts as an intermediary between internal network and Internet. An external
viewer will not have an access to see internal source addresses because the
firewall system appears as the source for all client requests. When an
organisation embraces the Internet and Extract paradigms, it becomes
imperative to provide some form of network and usage protection. That is the
primary reason of using firewalls in networked environment today.

Pragya Bharati, Of Firewalls And Security, EXPRESS COMPUTER, June 29, 1998.

252 Supra note 235.
253 (1995) 2 Lloyd’s Rep. 249.
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receipt occurs when it arrives at a computer under offerer’s control.?*
According to Receipt Rule, contract is formed when acceptance reaches to
offeror’s place, ie., when customer receives merchant’s acceptance. So
contract is formed in customer’s jurisdiction. On-line merchant does not
welcome this prospect of forming and enforcing contract in scattered

jurisdiction throughout the world.2%5
V.8. ACCEPTANCE OVER WORLD WIDE WEB

Unlike e-mail communication, on the World Wide Web the client
and server are in simultaneous communication for most purposes. The
communication between the two has the quality of a telephone
conversation but between computers rather than human beings. Either
party will be immediately aware if the other party goes off line. If the
client loses contact with server, the server will know of this situation
within seconds and “received data” will not arrive. If the server loses
contact, message will arrive that “server not responding”.  This
“knowledge of non-transmission” is determining factor in law. Lord

Denning’s hypothetical case throws some light in this regard.?5

254 Trystan C.G. Tether, “Contracting on the Internet”, IBC Conference, January 28,
1998.

Supra note 198 at 75.

When one person, in the earshot of another, shouts an offer to the other
person. The person hears the offer and replies but his reply is drowned by

? ¥
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In Germany, judicial practice has established that a message sent
by e-mail is deemed to be received when it reaches the host computer of

the addressee.257

In South Africa, when the acceptance is by way of post, contract
will be concluded at the time when and at the place from where the
acceptance is posted, and where the acceptance by means of fax or
telegram, the contract is concluded at the time and place where offeror
learns of the acceptance and the same rule applies in case of acceptance

via e-mail.258

In India, the communication of acceptance is complete as against
the offeror, when it is put in the course of transmission, the
communication of acceptance is complete as against the offeree, when it

reaches the knowledge of offeror.?5 The Supreme Court held that in case

noise from an aircraft flying overhead. There is no contract at the moment of
reply. The accepting person must wait until the noise has gone and repeat the
acceptance so the other can hear it. Again when a contract has been attempted
to be made over telephone, an offer is made and in the middle of reply of
acceptance, the line goes dead, so no contract at this point as the acceptor
knows that the conservation has abruptly been taken off. In case of telex also,
if the line goes dead in the middle of the sentence of acceptance, teleprinter
motor will stop and the person sending the acceptance will know that it has
not been received.
Entore Ltd. v. Miles Far East Corpn. (1955) Q.B. 327.

257 Dr. Alexander Loos, Electronic Contracting with Suppliers under German Law, p.5.

258 Werksmans Attorneys, The South African Business Guide to Internet Law, p.26.

259 Sec.4, Indian Contract Act, 1872.
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of oral communication or by telex or by phone, an acceptance is
communicated when it is actually received by the offeror.260 It is to be

seen how Indian judiciary treats acceptance through e-mail and Internet.

V.9. CONSIDERATION

Consideration creates no threat for on-line contracts. The goods,
service, digitised service provided by merchant and payment made by
the customer form consideration. But in case of free software where a
click-wrap agreement wants customer to agree to certain terms before
down-loading the software, what forms consideration is to be

addressed.261

If a click-wrap contract is properly constructed, it seems there is a
consideration to form a binding contract with the viewer. The
programmer of the web is required to create a set of mutual promise that
will form the consideration of the contract. It can actually prevent a
viewer who does not click “I agree” button, and viewer will also promise

to abide by the terms of license.262

260 Bhapwandas v. Ghirdharilal and Co. (1966) 1 S.C.R. 656.

261 Supra note 198 at 79.

262 Supra note 229 at 28.
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V.10. INTENTION

Generally in on-line contract, there will be intention to create legal
relation. But when a website which displays product and provide “save”
and “download” button but does not provide any purchasing
information, customer will think that it is free website and there is no
intention to create contract. Afterwards merchant cannot demand any
payment for digitised service on the ground that there was intention to

create legal relation.263

In Thornton v. Shoe Lane Parking?# it was held that the automatic

reaction of the car park, turning a light from red to green and thrusting a
ticket was enough to create a contract. It is of no legal consequence that
the contract was physically completed by a machine and it is also of no
legal consequence that a computer program completes the contract over

Internet.265
V.11. PAYMENT

After offer and acceptance, payment is another vital factor in

electronic commerce. Payment in electronic commerce, is generally done

e e SR

263 Supra note 198 at 80.
264 (1971) 2 Q.B. 163.
265 Supra note 229 at 29.
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by credit card and digital cash. The risk involved in these type of
payment is that passing payment information through different
computers on their way to destination is unsafe and as digital cash
consists of zeros and ones in a long string, there is every possibility of

getting duplicate of it.

Issues like how should one pay for the goods or services and what
happens if that payment does not arrive, are to be discussed. Customer
knows his obligation under the contract is over by using his credit card.
Here a further contract comes into existence between card company and
the user to pay to the card company the full sum under the vendor’s
contract.266 If the card company does not pay the vendor, although the
card is valid, vendor’s right of action is against the card company and not
the individual.?” The best way to receive payment over Internet is to
insist on receiving payment and validating of it before supplying goods

Or services.

Digital cash is of two types - in one case sum is withdrawn from
user’s account and transferred to vendor’s account. This is known as

Third Party Digital Cash. In other case, digital cash provider allows the

266 Supra note 229 at 31.
267 Re Charge Card Services Ltd. (1988) 3 All E.R. 702.
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customer t send encrypted message which represents money to vendor.
Vendor can reuse it or can ask the issuing bank to exchange it into cash.?8
In case of Third party digital cash, although court regards issuing
company liable for payment rather than user in case of payment dispute
but court also held that merely because third party has agreed to make
payment to a vendor does not automatically mean that the risk of non
payment is removed from user.?® In case of pure digital cash, if digital
cash is intercepted or lost, vendor will claim that payment has not been
made as in case of sending bank note by post, if it does not reach, it will
not constitute payment.?? But if the vendor permits the payment by
digital cash and customer follows that then he will not be liable for the
consequence. So it should be stipulated in the terms of the contract that

the contract will be honoured only after receipt of digital cash.?”!
Payment may be complete?’2 -

(1)  When payer’s instruction is transmitted by transferring bank.

(2)  When instruction reaches recipient bank.

268 Supra note 229 at 31.

26¢ Supra note 253 at 707.

270 Luttges v. Sherwood (1895) 11 TLR 233.

271 Supra note 229 at 32.

272 EDWARD L. RUBIN & ROBERT COOTER, THE PAYMENT SYSTEM: CASES, MATERIAL
AND IsSUES 790 (American Casebook Series, West Publishing Co., 1989).
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(3)  When recipient bank sets into motion the internal machinery for
crediting payee’s account.
(4)  When payee’s account is credited with amount.

(6)  When payee is notified of receipt of fund.

In Fedwire transaction, execution by Switch results in transfer of

funds, between Federal Reserve account of sending and receiving bank.

Judicial pronouncement like Delbrueck and Co. v. Manufacturers

Hanover Trust,?3 provides that EFT payment is final when the order hits

Switch.
V.12. JURISDICTION

Every contract may form the basis of a dispute. Effectiveness of a
legal system is limited by its political and geographical boundaries. But
cyberspace is unconstrained by such limits. Internet allows an owner of a
website to form contract with customer from anywhere on the planet.
The lack of balance between limitlessness of cyberspace and limited
jurisdiction of legal system has exposed the ineffectiveness of national
legal system to tackle the issue of jurisdiction. The issue of jurisdiction

seems always to have connection with place of contracting, place of

73 U.S. Court of Appeal, 2nd Circuit 1979, 609.
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negotiation, place of performance, location of subject matter, domicile,
residence, nationality, place of incorporation, place of business. So the
question remains, which country is going to hear the dispute, resolve it

and enforce contractual terms?
V.13. INTERNATIONAL CONVENTION

In U.K., Brussels Convention on Jurisdiction and the Enforcement
of judgments in Civil and Commercial Matters, 1968%¢ governs
jurisdictional matters. The determination of jurisdiction depends on the
factor whether party to the contract is domiciled in a contracting state or
not. So key determinant for jurisdiction is domicile.?5 According to
Brussels Convention, jurisdiction will usually lie in the court of
defendant’s domicile. The ownership, control or access to a website any

where in the world is wholly irrelevant for the purposes of jurisdiction

274 This convention is implemented by Civil Jurisdiction and Judgments Act, 1982.

275 Brussels Convention leaves rules framing of regarding domicile to domestic
law. Under English law, Sec.41-46, Civil Jurisdiction and Judgments Act, 1982
defines domicile. A person is domiciled in U.K. if he is resident of U.K. and
the nature of residence shows a “substantial connection” with U.K. [Sec.41(2)].
It is presumed that being resident for last three months will constitute requisite
substantial connection [Sec.41(6)]. Corporation’s domicile is dependent on seat
of corporation. The seat of corporation is in U.K. if it is incorporated under
U.K. law or its central management and control is exercised in U.K. If the
corporation is not domicile of contracting state, then its jurisdiction will be
guided according to common law.

MICHAEL CHISSICK & ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND
PRACTICE, 103 (Sweet and Maxwell, London, 1999).
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over an individual under the Convention. So if a customer wants to sue
other party domiciled in France, French court will have jurisdiction. It
has certain exceptions.?¢ Expected place of performance is another
exception to the general rule.?7 Consumer contracts offers another
exemption to the defendant’s domicile rule.
V.14. CONSUMER CONTRACT

According to the convention consumer may sue defendant
merchant in either defendant’s domicile or consumer’s own domicile but
consumer can be sued only in his own domicile.?’¢ But the question

remains what is consumer contract?279

276 [t does not apply to contracts on insurance, land, intellectual property. Art.7-
12, 16, Convention on Jurisdiction and the Enforcement of Judgments in Civil
and Commercial Matters (1968).

277 Another exception to defendant’s domicile rule is that defendant may be sued
in the place of performance of the obligation in question. Dispute involves the
fact that defendant has failed to perform his contractual obligation that is either
the merchant has not delivered the goods or has delivered defective goods or
the customer has not paid for the goods. When a customer pays on-line
merchant, the place of performance is merchants” place. So when a customer
has not paid, he can be sued in merchant’s place. In Johnson v. Taylor (1920)
A.C. 144, court held that when merchant has failed to deliver goods, place of
performance is not customer’s place because substantive part of performance
occurs in merchant’s place where it ships the goods and thus merchant cannot
be sued in customer’s place.

278 Art.14, Convention on Jurisdiction and the Enforcement of Judgment in Civil
and Commercial Matters (1968).
279 Consumer contract includes contract for sale but it also includes contract for

supply of service if merchant has solicited in customer’s domicile and customer
has completed contract formation there [Art.13(3)(a)]. Now what constitutes
solicitation. E-mail solicitation can be considered as it is specific invitation but
web pages are not directed to any particular jurisdiction, rather it is spread all
over the world.
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Many contracts made over the Internet are not for the supply of
goods or services, they are licences in which it is expressly stated that no
sale is taking place.80 According to the Convention, consumer contract
includes only contract for sale of goods or supply of service.?8! So
although the download of digital material is a consumer contract in wide
sense of the term, in the strict sense contract in dispute may not be
consumer contract for the Convention.2 So if web-wrap licence over
digital material is not consumer contract, then for its jurisdictional
dispute, general rule of Brussels Convention will apply and consumer in
this case will loose the protection provided by Brussels Convention. If a
website owner wants to sue a consumer domiciled in U.K., English court
will have jurisdiction and if a consumer wants to sue a website owner not
domiciled in U.K., consumer shall have to move to website owner’s place

to start litigation. In case of consumer contract, even specific mention of

MICHAEL CHISSICK & ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND
PRACTICE, 103 (Sweet and Maxwell, London, 1999).

280 A web-wrap licence passes to the consumer only rights over the digital
materials and never title to it. So licence is not a contract for sale of goods. The
computer program is not goods as per definition. So transfer of program over
Internet does not constitute transfer of goods and it is not contract for sale of
goods.

St. Alban’s City and District Council v. International Computers Ltd. (1998) 4
All E.R. 81.

281 Art.13(1). The Brussels Convention on Jurisdiction and Enforcement of
Judgment in Civil and Commercial Matters, 1968.

282 Supra note 229 at 39.
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jurisdiction in contract itself cannot affect the protection given to

consumers.283

V.15. COMMON LAW

When the defendant’s domicile is not in contracting state, Brussels
Convention will not apply and common law will guide the jurisdiction
matter.?# If the. defendant can be physically served with a writ in
England then English Court can claim jurisdiction. If any individual
conducts business in England, writ may be moved at the place of
business in England. In case of partnership, firm, corporation, writ can be

served at the place of business in England.?85

In case of individual, the person must be physically present at the
time of service of writ and in case of corporation place of business can be

either registered office or other place of business.

Now whether writ can be moved to web serve taking it as place of

business is to be discussed.286

283 Art.17(1). The Brussels Convention on Jurisdiction and Enforcement of
Judgment in Civil and Commercial Matters, 1968.

2o Art4. The Brussels Convention on Jurisdiction and Enforcement of Judgement
in Civil and Commercial Matters, 1968.

285 “We have only to see whether the corporation is “here”, if it is, it can be

proved.” South India Shipping Co. Ltd. v. Export-lmport Bank of Korea,
(1985). All E.R. 219.

286 If a foreign company set up a web server physically based in England and
directed at English customers, server might constitute place of business
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Re Oriel Ltd.?” provides different notion. There are certain
businessmen operating on World Wide Web who has nothing more than
a server to conduct business, they advertise, take order, deliver service
through that server. So server can be a place of business. To make a
place of business, what is required is to have “local habitation of its own
at or from which it carries on business”.288 The writ can be served to the
server through e-mail, addressing it to the web controller of the web site.
If possible, e-mail can be sent with “deliver” and “read” receipt for better

proof of defendant’s knowledge.?8?

V.16. STAYING

In the interest of justice, proceeding can be stayed whenever it is

necessary.?%

because advertising and business transaction take place here. The real issue of
jurisdiction is to find out applicable forum to maximise justice for both the
parties. Companies set web server to facilitate Internet access. So to treat web
server as place of business would not be justifiable.

287 (1985) 3 All E.R. 216.

258 1d.

3 Supra note 229 at 118.

290 “The basic principle is that a stay will only be granted on the ground of forum
non convenient where the court is satisfied that there is some other available

forum, having competent jurisdiction, which is appropriate forum for the trial
of the action, i.e., in which the case may be more suitably for the interest of all
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V.17. CHOICE OF LAW

Jurisdiction deals with issues of forum where as applicable law

deals with what legal principles that forum applies. The issue of

applicable law is governed by the Rome Convention, 1980 which has

been implemented in U.K. by Contracts (Applicable Law) Act 1990. The

Convention covers almost all contracts.?”? Before it, disputes regarding

applicable law was decided according to common law principles.

Determimng applicable law is very important because it governs some

very relevant issues.??2 Even if applicable law governs interpretation and

parties and the end of justice.” Spiliada Maritime Co. v. Consulex Ltd. (1987) A
C 460 at 476.

=1 The Convention is not applicable in case of legal capacity, land, family matters,
trusts, procedural law, proprietary right, issues of intellectual property. Art
1(2), Rome Convention 1980:

292 L

Material Validity - Court, using applicable law, will examine validity of
the contract. Areas like mistake, misrepresentation, contract formations
are looked at.

Public policy - According to applicable law, the contract becomes
unenforceable if it is against public policy.

Formal validity - Applicable law will look into the formal requirements
like writing, signature.

Capacity - Applicable law is required to note legal capacity of minor,
natural persons etc.

Performance - Applicable law determines condition for performance,
that is, diligence required, place, reasonable time etc.

Damages - Applicable law has to provide quantification of damages,
limitations of damages, principles used in measuring damages.
Presumption of law - Applicable law will govern presumption of law
and burden of proof in case of contractual dispute.

lllegality - Court will not enforce a contract if it is illegal under
applicable law.

Art 8,9, 10, 11, 14 Rome Convention, 1980.
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enforcement of contract, court may refuse to accept it. Court will not
enforce a contract, even if it is valid, if it is illegal in country of
performance.?> The Rome Convention allows freedom of choice in
selecting applicable law.??* The standard law should expressly mention
the law which governs the contract. The selected law need not necessarily
have connection with the contract per se and with the place where
contract was created.??> In case where there is no explicit choice of law,
the implied choice of law can be inferred from the circumstances if it is
demonstrated with reasonable certainty.2%® Rome Convention does not
allow to infer a choice of law if the parties had no intention to ChO(.)S€.297
To infer intended choice of law, pre contractual circumstances can be
looked into but not the post contractual circumstances.??® In the absence

of a choice of law, contract is governed by law of the country most closely

293 Ralli Bros v. Compania Naviera Sota Y Anzar (1920) 2 K.B. 287.

294 A contract shall be governed by the law chosen by the parties. The choice must
be expressed or demonstrated with reasonable certainty by the terms of the
contract or circumstance of the case. Art 3(1), Rome Convention, 1980.

295 Vita Food Products Inc. v. Unus Shipping Co. Ltd. (1939) A.C. 277 at 290.

296 Art 3(1), Rome Convention, 1980.

i In the following cases intended choice may be more apparent -
. In case of standard form of contract when applicable law is known.
. When choice of law for previous contract is known.
s Where contract grants jurisdiction to a specific forum.
. If a contract makes reference to a particular country’s legal system.

MICHAEL CHISSICK & ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND
PRACTICE, 116 (Sweet and Maxwell, London, 1999).

298 Whitworth Street Estates (Manchester) Ltd. v. James Miller and Partner Ltd.
(1970), A.C. 583.
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connected to the contract;?%° barring some exception.?® To illustrate a
country which is closely connected, a presumption has been used in
Rome Convention.*! In on-line contract, characteristic performance
includes delivery of goods, supply of service, digitised service when
these goods and services constitute issuance of contract. When vendor
executes characteristic performance, applicable law will be law of his
country, not customer’s. When all elements of contractual situation is
related to one country but the practice to the contract have chosen a
foreign law as applicable law, the contract will be subject to mandatory
rules of that country also.302 Consumers get protection of mandatory rules

if it satisfies these conditions.3®® In case of on-line contract, if judgement

299 Art 4(1), Rome Convention 1980. .

300 In case of consumer contract, if there is no choice of law, contract will be
governed by the rule of the country, where consumer is habitually resident.
Art. 5(3) Rome Convention, 1980. ;

301 It shall be presumed that the contract is most closely connected with the
country when the party who is to effect the performance which is characteristic
of the contract has, at the time of conclusion of the contract, his habitual
residence or in the case of a body corporate or unincorporate, its control
administration. Art.4(2) Rome Convention, 1980.

301 Choice of law made by the Parties shall not have the result of depriving the
consumers of the protection offered to him by mandatory rules of the law of
the country in which he has his habitual residence.” Art5(2), Rome
Convention, 1990.

302 Art.7(2) of Rome Convention, 1980.

A0 . First condition - Consumer contract was solicited by the Vendor in
consumer’s domicile and consumer completed all contract formation
steps there.

. Second condition - Vendor received the consumer’s order through an
agent in consumer’s country.
. Third condition - Cross border excursion for the purchase of goods.
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is obtained in one country and it will be required to enforce in another
country, Brussels Convention comes in rescue for it.3%¢ Enforcing court
cannot review the merit of the case and enforcement can be denied if it is
contrary to the public policy. In countries outside the scope of Brussels
Convention, the enforcement depends on reciprocal enforcement

agreement.
V.18. SALE OF GOODS OR SERVICE

On-line contract is basically concerned with sale of goods and
supply of services and digitized services. Goods are defined as all
personal chattels other than things in action or money.*5 Electronic sale
of consumer goods involve ordering over Internet and e-mail and
shipment of goods by port or courier to the purchaser. Service is where

the substance of the contract is the skill and labour which have been

MICHAEL CHISSICK & ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND
PRACTICE, 116 (Sweet and Maxwell, London, 1999).

34 A judgement given in a contracting state and enforceable in that State shall be
enforced in another contracting state when, on the application of an interested
party, the order for its enforcement has been issued there.
Art 31, Brussels Convention on Jurisdiction and Enforcement of Judgement in
Civil and Commercial matters, 1968.

305 Sec 61(1), Sale of Goods Act, 1979.
Sec. 18, Supply of Goods and Services Act, 1982.
Sec. 14, Torts (Interphase with Goods) Act,1977.
Indian Sale of Goods Act, 1930 - See 2(7) - goods means every kind of workable
property other than actionable claim and money and includes stocks, shares,
growing crops, grass and things attached to or forming part of the land which
are agreed to be severed before sale or under the contract of sale.

159



exercised. Purchasing a standard software from a shop is a sale of goods
whereas contract with a firm to write a particular programme is sale of
service. Services includes on-line banking, financial service, on-line travel
agency etc., these are governed by Supply of Goods and Services Act,
1982.36 Now the question to be considered is whether sale of a digital
product through Internet is sale of goods or sale of services? In Beta

Computer (Europe) Ltd. v. Adobe Systems (Europe) Ltd.>3” court

regarded contract for standard, non-customized software as sui-

generis.?®  In St. Albans City and District Council v. Internation

Computers Ltd.,*? Court of Appeal decided that while a Computer

program on a disk clearly falls within the definition of “goods”, a
computer program per se does not.?0 This leads to a peculiar situation
where an identical digital product falls under different category merely

because they are sold using a different medium. Computer program sold

306 Supra note 198 at 55.

307 1996 S.L.T. 604.

08 “It was not an order for the supply of disk as such. On the other hand, it was
not an order for the supply of information as such. The subject of the contract
was a complex product comprising the medium and the manifestation within
it or on it of the intellectual property of the author.” Beta Computers (Europe)
Ltd. v. Adole Systems (Europe) Ltd., 1996, SLT 608.

2 (1966) 4 Al E.R. at 493.

310 “In both the Sale of Goods Act 1979, Sec. 61 and the Supply of Goods and
Services Act 1982, Sec.18, the definition of goods includes ‘all personal chattels
other than things in action and money’. Clearly, a disk is within this
definition. Equally clearly, a program, of itself, is not.” St. Albans City and
District Council v. International Computers Ltd. (1996), 4 All E.R. at 493.
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to the licensee on a floppy disk would be good, whereas program
transmitted directly over Internet would constitute service. The U.S.
Court of Appeal for the Third Circuit viewed software as goods in

Advent Systems Limited v. Unisys Corporation.?!! Conceptually placing

software into digital form is equivalent to placing it in compact disk. So
intellectual property available in digital package can also be regarded as

merchantable commodity.312
V.19. FORMALITY

Generally contracts can be formed quite informally. Writing and
signature is not necessary. Only in few cases, statutes require it to be in

writing and signed.313

311 (1991) 925, F.2d 670, U.S. CA, Third Circle, LEXIS 2396.

312 “Computer Programme are the products of an intellectual process but once
implanted in a medium, are widely distributed to computer owners .....
Similarly, when a professor delivers a lecture, it is not a good but when
transcribed as a book, it becomes good.” Advent Systems Limited v. Unisys
Corporation (1991) 925, F.2d 670, U.S_CA, Third Circle, LEXIS 2396.

a3 . A contract for the sale or other disposition of an interest in land can only

be made in writing and only by incorporating all the terms which the
parties have expressly agreed in one document or where contracts are
exchanged, in cash.
Sec.2(1), Law of Property (Miscellaneous Provisions) Act, 1989.

e Lease for over three years.
Sect.52, Law of Property Act, 1925.

e An unconditional order any form of notation or code whether by hand by
the person giving it.... Sec.1, Bill of Exchange Act, 1882.

*  Aninsurance policy must be signed by the insurer.
S.22-24, Marine Insurance Act, 1906.
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So most of the electronic commerce will not be affected. Writing is
required to reduce dispute, to make parties aware of consequences, to

enable third party reliance.

e In United States, writing and signature requires for sale of goods over
$500 and contract lasting over a year.

“... a contract for the sale of goods for a price of $500 or more is not enforceable

by way of action of defence unless there is some writing sufficient to indicate

that a contract for sale has been made between the parties and signed by the

party against whom enforcement is sought..” Sec.2-201(2) Uniform

Commercial Code.

Uniform Commercial Code - Sec.5-104 - A credit must be in writing and
signed by the issuer and a confirmation must be in writing and signed by the
confirming bank.... A telegram may be sufficiently signed and writing if it
identifies its sender by an authorised authentication.

Indian Evidence Act 1872 - Sec.91 - When the terms of a contract or of a
grant or of any other disposition of property, have been reduced to the form of
a document, and in all cases in which any matter is required by law to be
reduced to the form of a document, no evidence shall be given in proof the
terms of such contract, grant or other disposition of property or of such matter,
except the document itself or secondary evidence of its content in cases in
which secondary evidence is admissible under the provisions herein before
contained.

The Limitation Act, 1963 - Sec.18 - Where before the expiration of the
prescribed period for a suit or application, in respect of any property or right,
an acknowledgement of liability in respect of such property or right has been
made in writing signed by the party against whom such property or right is
claimed or by any person through whom he derives its title or liability, a fresh
period of limitation shall be computed from the time when the
acknowledgement was so signed.

Indian Sale of Goods Act, 1930 - Sec.5(2) - Subject to the provisions of
any law for the time being in force, a contract of sale may be made in writing or
by word of mouth or partly in writing and partly by word of mouth or may be
implied from the conduct of the parties.

Companies Act, 1956 - Sec.46(1) - (a) a contract which, if made between
private persons, would by law be required to be in writing, signed by the
parties to be charged therewith, may be made on behalf of the company, in
writing signed by any person acting under its authority, express or implied
and may in the same manner be varied or discharged.
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" Writing is defined as typing, printing, lithography, photography

and other modes of representing or reproducing words in a visible

form.314

Whether recording and transmission of electronic impulses

within a data communication system falls within the definition of writing

is to be found out. Now digital contract displayed on a computer screen

is in visible form but neither tangible nor permanent.?!5 In recent times,

there is a move to expand the definition of writing so as to include digital

documents.31® The expression “under the hand of” can be regarded to

314 Sch.1, Interpretation Act, 1978.

815 “There is a document whenever there is writing or printing capable of being
read, no matter what the material may be upon which it is impressed or
inscribed” - this was held in R. v. Daye (1908) 77 L]KB 659 at 661.

316 L

Documents not necessarily has to be original (in writing) in order to be
admissible.

Sec.8, Civil Evidence Act, 1995.

Writing includes any form of notation or code whether by hand or
otherwise and regardless of the method by which or medium in or on
which it is recorded.

Sec.178, Copyright, Design and Patent Act, 1988.

The database so far as it contains information capable of being retrieved
and converted into readable form is a document.

Derby & Co. Ltd. v. Weldon (W0.9) (1991) 1 W.L.R. 652 at 654.

Writing includes printing, typewriting or any other intentional reduction
to tangible form.

Sec.1-201(46) Uniform Commercial Code.

Technologies such as telexes and faxes were held to be writing.

Basak International Co. v. Mast Industries Inc. 73 NY 2d Ill, 7 UCC Rep.
Serv. 2d 1380 (1989).

In today’s paperless society of computer generated information, the court
is not prepared, in the absence of some legislative provision or otherwise,
to find that a computer floppy diskette would not constitute a writing
within the meaning of the Statute.

Clyburn v. Allstate, 826 F. Supp. 955.
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denote use of signature.?!” In English law, there is no formal legal

definition of signature.318

The concept of signature has been broadened.?® In case of

electronic mail, signature can be done by typing the name of the sender at

317

318

319

General Clauses Act 1897 - Sec.3(56) - Sign with its grammatical variations and
cognate expressions, shall with reference to a person who is unable to write his
name include mark with its grammatical variations and cognate expression.
Bills of Exchange Act 1882 - Sec.91 - Signature - (1) Where by this Act, any
instrument or writing is required to be signed by any person, it is not
necessary that he should sign it with his own hand but it is sufficient if his
signature is written there on by some other person by or under his authority.
(2) In the case of a corporation where, by this Act, any instrument or writing be
sealed with the corporate seal. But nothing in this section shall be construed as
requiring the bill or note of a corporation to be under seal.

Uniform Commercial Code - Sec.3-401 - A signature is made by use of any
name, including any trade or assumed name, upon an instrument or by any
word or mark used in lieu of a written signature.

Companies Act, 1956 - Sec.229 - Only the person appointed as auditor of the
company or where a firm is so appointed in pursuance of the proviso to sub-
section (1) of Sec.226, only a partner in the firm practising in India may sign the
auditor’s report or sign or authenticate any other document of the company
required by law to be signed or authenticate by the auditor.

*  Where an Act of Parliament requires that any particular document be
signed by a person, then prima facie, the requirement of the Act is
satisfied if the person himself places on the document an engraved
representation of his signature by means of rubber stamp... The essential
requirement of signing is the affixing in same way, whether by writing
with a pen or pencil or by otherwise impressing upon the document, one’s
name or signature so as personally to authenticate the document.
Goodman v. |. Eban Ltd. (1954) 1 Q.B. 550.

e Fax copy of a signature satisfies relevant statutory signature requirement.

s If a signature is digitised and then appended to the fax, the document
should be regarded as signed.

Re a Debtor (No0.2021 of 1995) (1996) 2 All E.R. 345.

*  The signature... may be in handwriting, printed or facsimile, perforated,
stamped, in symbols or made by any other mechanical or electronic
means, if not inconsistent with the law of the country where... the
document is issued.
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the end of the mail or by appending the signature file with the mail. As it

can be easily exposed to the fraud, technologies like digital signature can

come for help. In case of web contract, customer accepts contract by

clicking button which is no way equivalent to signature. The on-line

contract form has input boxes in which customer types name, address, e-

mail address which can be construed as signature.? Though signed

contract is not generally required by law, it is used for greater legal

weight.32l UNCITRAL Model Law on Electronic commerce have tried to

remove writing and signature requirement to facilitate on-line contract

and electronic commerce.322

320

321

322

Art.14(3), United Nations Conventions on the Carriage of Goods by Sea,
1978.
If the name of the party to be changed in printed or written on a document
intended to be a memorandum of the contract, either by himself or his
authorised agent, it is his signature, whether it is at the beginning or middle or
foot of the document.
Durrell v. Evans (1862) 1 H & C 174 at 191.
“When a document containing contractual terms is signed, then, in the absence
of fraud.... the party signing it is bound and it is immaterial whether he has
read the document or not”.
L'Estrange v. Graucob (1934) 2 K.B. 394.

* It has developed concept of ‘data message” which is electronic equivalent
to written document which includes EDI, E-mail, telex.
Art.2(a), UNCITRAL Model Law on Electronic Commerce.

e “Where the law requires information to be in writing, that requirement is
met by a data message if the information contained there in accessible so
as to be usable for subsequent reference.”

Art.6(1), UNCITRAL Model Law on Electronic Commerce.

e  “Where the law requires a signature of a person, that requirement is met

in relation to a data message if:
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In India digital signature is so far not valid. Signature has not been
defined under Indian.Law. The General Clauses Act 1897 does not define
the term sign but extends its meaning with reference to a person who is
unable to write his name to include a mark with its grammatical
variations and cognate expressions.3? So if a mark or thumb expression
has been affixed to a document by a person who is able to write his name,
it would not be considered as signature.®* If name were inserted into a
document of acknowledgement in such a way as to signify that the
acknowledgement was intended to be his own, such a name whether
written or printed would constitute his signature.3?> Many countries like
several States of US, Germany, Australia, Singapore have enacted law on
digital signature which validate digital signature and articulate role of
Certification Authority. India’s Information Technology Bill speaks about

digital signature.32¢

(a) a method is used to identify that person and to indicate that person’s
approval of the information contained in the data message, and
(b) that method is as reliable as was appropriate for the purpose for
which the data message was generated or communicated, in the light
of all circumstances, including any relevant agreement”.
Art.7(1), UNCITRAL Model Law on Electronic Commerce.
e “Contracts shall not be denied validity or enforceability on the sole ground
that a data message was used for that purpose.”
Art.11(1), UNCITRAL Model on Electronic Commerce.
323 Sec.3(56) of General Clauses Act, 1897.
32 Raghubir Singh v. Thakwain Sukhraj Kaur, AIR 1936 Oudh 96.
325 Sec.18, Limitation Act, 1963.
326 Sec.3, Information Technology Bill, 1998.
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V.20. DEMATERIALISATION OF BILL OF LADING

One of the most difficult areas to replicate in an electronic
environment is the function that paper-based document does in
commercial context. Physical possession of a document confers certain
legal rights. These legal documents are used for international trade
transactioﬁ, many transmission and securities within financial
arrangement. For dematerialisation of these documents electronically,
following steps are required.3?”

(a) Amendment of relevant legislation (b) Establishment of electronic
procedure which replicates symbolic function (c) Encourage commercial
practice to change.

Bill of lading is a quasi-negotiable instrument and it can be seen to
perform three functions328 -

(1) Evidence of condition of goods at the time of shipment signed by the
career as evidence for any future dispute, (2) terms of the contract of

carriage, (3) document of title.

327 ELECTRONIC TRANSACTION §5.1.

328 Negotiable instruments have three distinct features - (1) full legal title is passed
upon delivery of instrument, (2) no notice of transfer is required to be given to
the issuer of the instrument, (3) title is passed unfettered. But in case of bill of
lading title remains subject to the prior claim from third parties. So it is
classified as quasi negotiable instrument.

ELECTRONIC TRANSACTION §5.1.
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In modern international trade, its use creates significant obstacle.

Developments in transportation like containerisation has created a

situation where goods move faster than associated paper document. This

happens if bill of Iading has been traded several times during

transportation. Such problems have compelled international trader to

resort to other techniques designed to overcome delay but this seriously

undermines legal validity of the bill of lading. The break down in the

reality of bill of lading as a secure legal instrument has encouraged the

drafting of scheme designed to dematerialise bill of lading.32® Art.17(1) of

329

The first attempt to establish a practical electronic trading system for bill of
lading was set up by INTERTANKO through SEADOCS scheme. Under this
scheme, the Chase Manhattan Bank was to act as central registry for the bill of
lading and acting as an agent for all parties, would transfer ownership under
electronic notification. In 1990, Comite Maritime International (CMI) decided
to formulate an alternative electronic communication procedure and published
a set of rules that can be contractually adopted between internationally trading
partners to permit the electronification of the bill of lading. These rules
operated on the basis that bill of lading is held by carrier who transfers the
registered ownership of the bill upon electronic notification. Here the parties
agree that electronic message shall have the same effect as paper bill of lading,
they waive the right to raise the defence that bill of lading is not in writing. In
U.K., the Carriage of Goods by Sea Act 1991, in Commercial. 1(5) provides -
“The Secretary of States may by regulation make provision for application of
this Act to cases where a telecommunication system or any other information
technology is used for effecting transactions corresponding to - (a) the issue of
a document to which this Act applies, (b) the endorsement, delivery or other
transfer of such a document, (c) doing of anything else in relation to such a
document”. In 1990, ICC’s INCOTERM - CIF (Cost, Insurance, Freight) has
recognised the use of electronic mode of communication - “Where the seller
and buyer have agreed to communicate electronically the document may be
replaced by an equivalent electronic interchange message”.
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UNCITRAL Model Law on Electronic Commerce, 1996 provides that
subject to paragraph (3) where the law requires that any action referred to
in Art.16 be carried out in writing or by using a paper document, that
requirement is met if the action is carried out by using one or more data

message.
V.21. DOMAIN NAME

Trade mark is very important in business and commerce.
Goodwill built up under a brand is extremely valuable. When commerce

is done through Internet domain name*° becomes equally important.

Gronfers, The Paperless Transfer of Transport Information and Legal Functions,
SCHMITHOFF & GOODE (ed.), INTERNATIONAL CARRIAGE OF GOODS: SOME
LEGAL PROBLEMS AND POSSIBLE SOLUTIONS, 1998.

Todd P., The Effect of Letters of Credit of New Documentation and the Introduction of
Electronic and Paperless Transactions (A paper submitted to I1BC’s International
Letter of Credit Conference, July 3, 1990).

Rule 1, 4, 5, 10, CMI Rules.

330 A domain name is an easier alternative to Internet Protocol address which is a
collection of some numbers like 211.526.60.66 and which is used by the
webservers to identify each other on the Internet. Usually these domain names
start with the prefix “www” and end with two or three letter suffix that
indicates which type of organisation owns the website. For example, the
website of The Times, “www.thetimes.co.uk” indicates that the owner of the
website is a company registered in United Kingdom. these suffix can be “org”,
“gov”, “com” representing organisation, government, company, respectively.
The corresponding Internet Protocol number of the domain name represents
the computer that stores digital materials. If these materials are moved to
other computer, that number will be changed but the domain name will
remain the same. Because of the global reach of the Internet, domain name can
reach every part of the world and it can be accessed from every part of the
world. Domain name can be received through registration and it is allocated
on first come first served basis, without checking whether the applicant has
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Though domain name can be owned by only one entity in the world and

it has global presence but trade mark can be owned by two companies in

respect of different products and is protected within a defined territory.

This leads to the situation where two users of the same trade mark in

different countries, fighting for same domain name.3! The most common

form of dispute is where a person with a legal right to a trade mark seeks

to use it within a domain name but discovers that some one already has

registered that name as domain name.?3? In One in a Million decision, the

issue of cybersquatting was settled and trade mark holders were assured

31
332

right to use the name. One domain name can be owned by one entity at a
time. This loads to the domain name controversy.

MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE, LAW
AND PRACTICE, 18 (Sweet and Maxwell, London, 1999).

CLIVE GRINGRAS, THE LAWS OF THE INTERNET, 128 (Butterworths, London,
1997).

Supra note 229 at 130.

Prince Plc v. Prince Sportswear Group Inc. CH-1997-PNo0.2355 (July 18, 1997)
demonstrates an example for domain name dispute. Here Prince Sportswear
Group Inc. complained against Prince Plc, U.K based information technology
company that it had infringed the name “prince.com” as the sports group had
number of PRINCE trade mark registration, although the information
technology company had genuine registration of domain name. National
Standard Institute of U.S issued Domain Name Resolution Policy by which any
U.S federal trade mark holder or holder of a foreign trade mark can preempt
the right of pre-registered genuine domain name holders. The losing of
domain name can be stopped if the company has U.S federal trade mark
registration or foreign trade mark registration or has commenced proceeding
in a court of appropriate jurisdiction to protect domain name. Prince Plc could
not show any of these but, according to NSIs direction Prince Plc filed suit in
High Court in London alleging that, statement made by Prince Sportswear
Group Inc., that Prince Plc was infringing its trade mark, constituted
groundless threats. Court granted injunction and Prince Plc continues to have
“prince.com” domain name.
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of protecting their rights on Internet.333 Recently WIPO has taken a

decision to take measures to prevent cybersquatting. In MTV Networks

v. Adam Curry,34 the only right w »ich the defendant had over the site

was a technical one, he was the owner of the domain name and he was
not owner of any legal right to use the name MTV in relation to his
business. According to English law, assuming “MTV” as registered trade

mark, this case would have become a case for infringement of trade

333 Marks and Spencer Plc, Stainsbury Plc, Vergin Enterprises Ltd., British
Telecommunication Plc alleged that One in a Million Ltd. was passing off and
infringing their trade mark. Actually One in a Million Ltd. has registered the
trade names such as Marks and Spencer, Stainsbury, British Telecom as
domain name like marksandspencer.co.uk, stainsbury.com, virgin.org,
britishtelecom.com. The intention of One in a Million Ltd. in registering these
domains was to make a profit by selling them to the owner of the goodwill and
thus pleaded that it did not amount to passing off. The Court of Appeal held
that the registering of distincion name as domain name made false
representation to the people who consulted the register to find out connection
between the person who got registration and the name registered. Court also
held that after registration, any realistic use of those name would lead to
passing off. Court granted permanent injunction against One in a Million Ltd.
Court observed that the systematic registration of popular trade marks as
domain names were actually blocking the registration by the trade mark owner
and were process to extract money from trade mark owner by exploiting their
goodwill. The judgment stopped the abusing trade marks by domain name
pirates. It reassures that domain names act as trade mark and trade mark
owners can expect that their rights will be protected on the Internet.

July 23, 1998.

334 Adam Curry registered a website with the domain name “www.mtv.com”
before August 1993. This site provided information about the music business.
MTV eventually realised the potential of the Internet and sought to acquire the
domain name owned by Adam Curry in 1994. MTV Networks v. Adam Curry
(867 F. Supp. 202, SDNY 1994). ) :

171


http:www.mtv.com
http:britishtelecom.com
http:virgin.org
http:stainsbury.com
http:marksandspencer.co.uk

mark.335 Some protective measures can be taken to avoid this dispute,
like to make a search whether any other party is using the intended
domain name, to enquire from Registering Authority whether the
intended domain name has been already registered or not, to take trade
mark registration of the domain name. Trade and Merchandise Act of
India is to be amended to include service mark within its ambit so that
domain name of all organisations dealing with service or digitised service
can be registered as trade mark. A convention is required to be convened
by major concerned countries to make a framework for global protection

of trade mark.

V.22. HYPERLINKS

Hyperlink is another topic which has much relevance in electronic

commerce world. It allows link to different pages at the same or different

335 Adam Curry was offering service under the sign “www.mtv.com” where www
and com are generic and not part of the name. So the similar sign has been
used in the course of trade by Adam Curry, which was registered trade mark
of MTV Networks. After a prima facie case of infringement is established, as
remedies in case of domain name, MTV would prefer to ask Adam Curry stop
using the domain name and allow MTV to take over the domain name. If the
case is not fit for trademark infringement then, common law right - passing off
claim can be used. Adam Curry’s using of domain name “www.mtv.com” can
be shown as using existing goodwill in the name MTV and potential customers
will be mislead by thinking it as under control or licence of MTV Networks.
The damage suffered by MTV Networks is not regarding lost sale rather it is
dilution of the distinctness of the name “MTV”.

CLIVE GRINGRAS, THE LAWS OF THE INTERNET, 136-150 (Butterworths, London,
1997).
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websites. Shetland Times v. Dr. Jonathan Wills & The Shetland News

Ltd.>* provides that there is copyright in a link to one’s site. although
unexpectedly, it was held in this case that there is copyright in
newspaper headline and it is infringement to copy it in electronic form or
to incorporate in cable program. The valid position is that a page of a text
on a website will be protected by copyright as a literary work. To
infringe copyright, the whole or substantial part of the work is to be
copied. One line or link does not constitute substantial part. A link is
like a reference to other material. There cannot be copyright to a link as it

does not require skill, labour and judgment to create it.3%”

V.23. FRAMING

Framing is a technique by which multiple windows can be created

on-computer screen-where each window 1is independent and information

336 Shetland News has website. It provides its readers access to webpages of other
sites by including links to those pages. These included link to CNN'’s website
and websites of other major newspapers. The website of Shetland news does
not provide copies of articles rather it simply provides links as series of
headlines from other websites. Like this, it has included some headlines
appeared in Shetland Times’ website. Headlines of Shetland Times’ website
were identical to those of Shetland News’ list of links. The Shetland News did
neither copy nor provide the copy of relevant article. The Shetland Times
sought for declaration that Shetland News’s action constitute infringement of
copyright in the headlines.

Shetland Times Ltd. v. Dr. Jonathan Wills & Shetland News Ltd. (Scottish
Court of Session, 24 October, 1996).

387 Supra note 229 at 179.
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can be downloaded from one window without affecting the other. This
framing sometimes create a situation where it appears that copyright is
getting infringed.?¥ Technically and legally, no copyright violation case

emerges out of these situations.
V.24, ON-LINE BANKING

With the emergence of Internet as highly potential medium for
conducting business, banks have also started with on-line operations.
Internet is affecting banking activities by sending payment instruction,
receiving bank statements and transferring funds electronically. Now the
question is whether institutions who are offering financial service on the

Internet are bank or not.339

338 In a practical fact situation, company ABC has an website which has two
frames, one is containing the company’s logo and other is containing hyperlink
to some copyrighted article of company XYZ. Now if one user, browsing
through the website of Company ABC and if clicks the hyperlink, he will reach
the copyrighted article of Company XYZ. In this particular moment, Company
ABC’s logo is on the screen of the user’s computer and company XYZ's
copyrighted article is also on the screen of the user’s computer. This create
situation where the hyperlinked article appears to belong to Company ABC. It
prompts Company XYZ to charge Company ABC for infringing its copyright.
Vaibhav Parikh, Legal Issues in E-Commerce with Special Reference to India, 17-18
(A paper presented in E-Commerce Seminar and Exposition, conducted by
Confederation of Indian industries, 19-20 February, 1998).

339 Bankers” Book Evidence Act, 1891 - Sec.2(2) - bank means any company

carrying on business of banking.
Banking Regulation Act, 1949 - Sec.5(b) - “banking” means the accepting, for
the purpose of sending or investment, of deposits of money from the public,
repayable on demand or otherwise and withdrawable by cheque, draft, order
or otherwise.
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Only an authorised institution can accept deposit and for this it has

to be licenced and it will come under strict regulations of Banking laws,340

So by avoiding accepting deposit, institutions offering financial service on

‘the Internet can escape from stringent regulations under Banking laws.

This technical escaping is to be checked.

V.25. ELECTRONIC MONEY

Money is medium of exchange having purchasing power.3"

Companies like Digitaf Cash Inc. and Cyber -Cash Irc. have come out

340

341

“No person shall accept a deposit in the course of carrying on (whether or

elsewhere) a business which for the purposes of [the Banking Act] is a deposit -

taking business unless that person is an institution for the time being
authorised by the Bank of England under the following provisions of ... [the

Banking Act]”.

Sec.3, Banking Act 1987.

e “A deposit is a sum of money (whether denominated in a currency or in

ECUs) paid on terms -

(a) under which it will be repaid, with or without interest or a premium
and either on demand or at a time or in circumstances agreed by or on
behalf of the person making the payment and the person making the
payment and the person receiving it, and

(b) which are not referable to the provisions of property or service for the
giving of security.”

Sec.5, Banking Act, 1987.

e ”“A business is deposit taking business if

(a) in the course of business money received by way of deposit is lent to
others, or

(b)  any other activity of the business is financed, wholly or to any material
extent, out of the capital of or the interest on money received by wéy of
deposit.”

The Dictionary of Finance defines money as a means of facilitating exchange of

goods and accumulation of financial wealth, commonly recognisable as bank
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with electronic cash. Although electronic cash has been treated like

physical cash but it has not received the status of legal tender.342

It is neither included within the definition of ‘deposit’ not it is
regarded as “negotiable instrument”.3# Digital cheque and electronic
fund transfer has also not been recognised by the existing legal frame

work.3# This electronic cash has tremendous impact on total monetary

notes, coins, bank deposits and (i) a medium of exchange, (ii) a unit of value
(iii) a store of wealth.

342 Foreign Exchange Regulation Act, 1973 - Sec.2(f) - Currency includes all coins,
currency notes, bank notes, postal notes, postal orders, money orders, cheques,
drafts, traveller’s cheque, letters of credit, bill of exchange, promissory notes.

43 ® Negotiable Instrument Act 1881 - Sec.13(1) - A negotiable instrument
means a promissory note, bill of exchange or cheque, payable either to
order or to bearer.

e Reserve Bank of India Act 1934 - Sec.451(bb) - “deposit” shall include and
shall be deemed always to have included any money received by a non-
banking institution by way of deposit or loan or in any other form but shall
not include amount raised, by way of share capital or contributed as capital
by partners of a firm.

e Companies Act 1956 - Sec.58A - Explanation - For the purpose of this
section ‘deposit’ means any deposit of money with and includes any
amount borrowed by a company but shall not include such categories of
amounts as may be prescribed in consultation with Reserve Bank of India.

4 Reserve Bank of India had setup K.S. Shere Committee to formulate guidelines

for framing law on electronic fund transfer. The Shere Committee presented

its report in 1996. The report examines the different types of EFT, existing
technology, existing legal provision for EFT in India and different legislation
relating to EFT in various countries. The Committee has provided proposed
amendment to RBI Act, proposed amendment to Bankers Book Evidence Act.

With the implementation of this report, shortcomings of existing legal

framework will be removed and transfer of fund via electronic medium will be

boosted.

Vaibhav Parikh, Legal Issues in E-Commerce with Special Reference to India, 19 (A

paper presented in E-Commerce Seminar and Exposition, conducted by

Confederation of Indian industries, 19-20 February, 1998).
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system of a country. Electronic cash is issued by institutions who are not
so called “Bank” and does not come under strict regulations of Banking
laws, which requires sufficient capital adequacy and liquidity for the sake
of customer’s interest3# The unrestricted issuing power of these
institutions will snatch the control of central bank over monetary
system.?# Electronic cash will be issued by depositing hard cash. Then
electronic cash will be exchanged by the merchant and consumers and
the hard cash also will be put into circulation by the issuing institution.
So total amount of cash which is in circulation in the market will increase
so much that it will lead to inflation.3#” The central bank will not be in a
position to control the monetary condition of the country. As the
electronic cash can be changed into any currency, so it will affect foreign
exchange regulation and Foreign Exchange Regulation Act is not efficient

in tackling the issue.3#® Huge amount of cash can flow across the border

5 Supra note 235 at 17-18.

346 The Coinage Act 1906 - Sec.6(1) - Coins may be coined at the Mint for issue
under the authority of the Central Government of such denomination not
higher than one thousand rupees, of such dimensions and designs and of such
metals or mixed metals of such composition as the Central Government may
by notification in the Official Gazette determine.

47 Supra note 163 at 72.

My Foreign Exchange Regulation Act, 1973 - Sec.13(1) - The central bank may by
notification in official gazette, order that subject to such exemption, if any, as
may be specified in the notification, no person shall except with general or
special provision of the Reserve Bank and on payment of fee, in any,
prescribed, bring or send into India any foreign exchange or any Indian
currency.
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through electronic cash which can collapse any country’s economy any
time.>*> Cross border movement of cash as supported by electronic cash
can help tax evasion, money laundering, etc. A legislative initiative is
required to adopt electronic cash and for that purpose necessary
amendments are to be made in Negotiable Instrument Act and Banking

Regulation Act.
V.26. ELECTRONIC MINT

Institutions which are issuing electronic cash are equivalent to
electronic mint. It is a threat for the existence of government issuing
currency. Electronic cash has potential to become global currency. The
institutions issuing electronic cash are required to come under same kind
of strict regulatory measure as conventional banks, so far as capital
adequacy and liquidity are concerned. More over these institutions are
required to be connected to central banks so that central banks remain in
a position to control the monetary system of a country? If these
electronic mints (Digital Cash Inc., Cyber Cash Inc.) and electronic cash
continues to run like today without any regulatory mechanism and legal

frame work, the fact of running two parallel currency side by side can

349 Supra note 152 at 48.

350 Supra note 152.
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lead to a situation where in one point of time hard currency may lose its
validity and relevancy which can be a disaster to the economy of the

world.
V.27. ENCRYPTION SOFTWARE

The problem faced by encryption software is problem of balancing
between privacy and free trade on one hand and national security and
law enforcement on the other.?s® According to National Research
Council, encryption has four major uses - ensuring data integrity,
authenticating users, facilitating non repudiation and maintaining
confidentiality.?2 In U.S,, prior to 1 January, 1997, jurisdiction over
export of encryption software was split between State Department and
Commerce Department and from that day Commerce Department was in
sole charge of it.3%3 The reason for shift from military to commercial
control is “... because of the increasingly widespread use of encryption
products for legitimate protection of the privacy of data and

communications in non-military context, because of the importance to

351 Jeffrey L. Snyder, U.S. Expert Controls on Encryption Software, THE JOURNAL OF
WORLD INTELLECTUAL PROPERTY, p.37.

352 National Research Council, National Academy of Sciences, Cryptography’s Role
in Securing the Information Society (1996).

353 Supra note 229.
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US. economic interest of the market for encryption product”.%
According to the present condition, export approval is to be obtained in
case of strong encryption product and low level encryption product -
algorithm with a key length of 40 bits or less are eligible for export after

one time review by Commerce Department.?5> In Bernstein v. the United

States®¢ it was held, “... the Export Administration Regulations, 15 C.F.R.
part 730.... (1977) and all rules, policies and practices promulgated or
pursued thereunder in so far as they apply to or require licensing for
encryption and decryption software and related devices and technology
are in violation of the First Amendment on the grounds of prior restraint
and are therefore unconstitutional...”.?%” The enforcement of this order

was stayed on an emergency basis.358

354 White House Memorandum, Encryption Export Policy, 15 November 1996.

355 61 Fed. Reg at 68573.

356 Bernstein developed an encryption algorithm called “snuffle” which he
describes as a “zero-delay private-key encryption system. He has also written
a paper, The Snuffle Encryption System” and has generated source code in the
C programming language for both encryption and decryption. Bernstein
sought classification of the export control status of his work. The Department
of State determined that the source code was controlled as a munition and
therefore was restricted under ITAR. Bernstein then sued the Department of
State claiming that ITAR Control Violated First Amendment because they
limited his ability to teach.

357 Bernstein v. the United States, 974 F. Supp. 1288.

358 Order No0.97-16686, 22 September, 1997.
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V.28. EVIDENCE

The system of commerce depends on the fact that agreements
between the parties are documented. These documents containing terms
of agreement are used as evidence. In case of electronic commerce, the
problem is that the documents are computer generated. Computer
generated documentary evidences are of three types. The first type is real
evidence which are calculations and analysis generated by computer
itself through running a software and receipt of information from other
devices. For example, when bank automatically calculates bank charges
due from a customer depending on tariffs, transactions on account and
credit balance, it is a real evidence. Finger prints, DNA samples, blood
stains are real evidences. The second type of computer generated
evidence is hearsay evidence which are copies made by computer of
information supplied to the computers by human beings. Cheques drawn
and paying-in-slips are hearsay evidence. The third type of computer
generated evidence is derived evidence which combine both real
evidence and information supplied to the computer by human being. For
example, daily balance column of a bank statement is derived

evidence.359

359 Supra note 229.
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The fundamental difference between a paper based payment
system and a paper less payment system lies in the absence of any
written record of the transactions in later case. In the paper based
transactions, at present in India, the counterfoil normally serves as
evidence. In the U.S,, by law, system or service providers are required to
give written records of transactions. When EFT is introduced in India,
especially EFTPOS and other card based transactions like ATMs, a
provision requiring service providers to ensure furnishing authenticated
records of transactions need to be made.? The United Nations
Commission on International Trade Law had made a survey which
showed that in most countries records kept in computer can be used as
evidence in case of litigation subject to proponent of record establishing
certain facts about the record and computer sy;tem. The proponent will
have to establish that the system was properly designed and sufficiently
well managed and the possibility that the data stored in the record being
incorrect, was reduced to minimum.?*! In U.K. subject to certain

conditions, a statement contained in a document produced by computer

360 Report of the Committee for Proposing Legislations on Electronic Fund
Transfer and other Electronic Payments, Reserve Bank of India, January 1996,
p.50.

361 Id. at 51.
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will be admissible as evidence in civil proceeding.?62 Apart from this, a
document produced by computer print out will be admissible as
evidence in any proceeding if it is shown that the statement is reasonably
accurate and that the computer was working properly at the relevant

time.363

R v. Wood?¢* also held that computer printouts are admissible as
real evidence if the computer has worked as calculator. In R. v. Spiby3¢
telephone printout from PBX computer was admissible as real evidence.
The only negative side of computer evidence is that there is possibility
that aggregation of small errors can make high probabilities of error. Civil
Evidence Act, 1995 gives a major break through to computer generated
evidence.3% In case where computerised data-base which contain details

of transactions, court held that computer data base which forms part of

Sec.5, Civil Evidence Act, 1968.

Sec.69, Police and Criminal Evidence Act, 1984.

(1982) 76 Cr. App. Rep. 23.

(1990) 91 Cr. App. Rep. 186.

Sec 8(1) - where a statement contained in a document is admissible as evidence

in civil proceedings, it may be proved -

(a) by the production of the document, or _

(b) whether or not that document is still in existence, by the production of a

copy of that document or of the material part of it authenticated in such

manner as the court may approve...

Sec. 12 - ‘“document’ means anything in which information of any description is

recorded. '
‘copy’ in relation to a document, means anything onto which

information recorded in the document has been copied, by whatever means

and whether directly or indirectly.

§ELEB
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the business records of a company, in so far as it contains information
capable of being retrieved and converted into readable form, is a
document.?” Technology has created new ways of keeping business
records other than bound books. Legislation has also made a way for
it.368 If an accounting record has been digitally signed, company needs to
be able to associate the digital signature with a particular person. A smart
card or PIN is unlikely to solve this problem as the signing will be done
by artifact and it can sign unauthorised accounting records if it is in

wrong hand.36

In India, although the Evidence Act which generally governs the
proof in civil and criminal proceeding has not yet adopted itself to the

computer age.?70

367 Derby & Co. Ltd. v. Weldon (1991) 2 All E.R. 901.

368 Companies Act 1985 -

Sec. 722(1) - Any register, index, minute book or accounting records
required by the Companies Act to be kept by a company may be kept
either by making entries in bound books or by recording the matters in
question in any other manner.

Sec 722 (2) - Where any such register, index, minute book or accounting
records is not kept by making entries in a bound book but by some
other means, adequate precautions shall be taken for guarding against
fabrication and facilitating its discovery.

369 Supra note 198 at 159.

. * Indian Evidence Act 1872 - Sec.3 - document means any matter expressed
or described upon any substance by means of letters, figures or marks or
by more than one of these means, intended to be used, or which may be
used for the purpose of recording that matter.
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Records kept in disk, microfilm and other electronic memory
system are made admissible as evidence in Customs and Excise Laws.?”!
The issues relating to amending the Banker’s Books Evidence Act so as to
make computer printouts used in banking transactions, replacing the
traditional ledgers as primary evidence and including the banker’s record
stored in electronic media within the definition of Bankers Books

Evidence Act had been examined by the Reserve Bank and the proposals

e Under the term “document” are properly included all material substances
on which the thoughts of men are represented by writing or any other
species of conventional mark or symbol. -

RATANLAL & DHIRAZLAL, THE LAW OF EVIDENCE (Wadhwa and Company,
19th ed. 1997).

e Indian Penal Code - Sec. 29 - The word ‘'document’ denotes any matter
expressed or described upon any substance by means of letters, figures or
marks or by more than one of those means, intended to be used or which
may be used as evidence of that matter.

e General Clauses Art 1897 - Sec 3(18) - document shall include, any matter
written, expressed or described upon any substance, by means of letters,
figures or marks or by more than one of those means, which is intended to
be used or which may be used for the purpose of recording that matter.

e The Commercial Documents Evidence Act 1939 - certain commercial
documents of various kinds are by the practice of merchants accepted as
evidence and taken as prima facie correct but in a court of law they cannot
in the absence of consent by the parties, be admitted in evidence without
testimony as to their genuineness or the correctness of the statement made
therein. Such documents are not admissible in evidence u/s 32 or any other
provision of Evidence Act without further proof. So a party desirous of
delaying the proceeding can insists on the other side getting commissions
issued to take evidence as to fact which are for all practical purposes
sufficiently established by the documents in question. This Act is to
provide that commercial documents which are accepted as prima facie
correct in commercial circles may be admitted in evidence without formal
proof.

37 The Customs and Central Excise Laws (Amendment) Act 1988 - Sec. 138

Customs Act 1962, Sec.36B Central Excise and Salt Act, 1944.
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made by Reserve Bank for amending Bankers Books Evidence Act is
under consideration of Government of India.3”2 Books, accounts and
other documents as well as instruments handled by Banks, apart from
their evidentiary value, have special significance from supervisory

angle.373

The legal issues which have emerged due to introduction of
electronic commerce, reflects the urgency in adopting new laws and
modifying existing laws and for which reviewing legislations of other

countries are utmost necessary.

372 Supra note 360 at 52.

373 * Records have to be kept for six years by public company and three years by
private company.
Sec. 222, Companies Act 1985.

e Central Government, through promulgation, prescribed that banking
companies are required to preserve specified ledgers, registers and other
records for a period of five to eight years.

Banking Companies (Period of Preservation of Records) Rules, 1985.
Companies Act, 1956 - Sec 209 (4A) - The Books of account of every
company relating to a period of not less than eight years immediately
preceeding the current year, together with the vouchers relevant to any
entry in such books of account shall be preserved in good order.
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CHAPTER VI

LEGISLATIVE INITIATIVES

With the exploding popularity of the Internet, it is almost a
requirement that a business have a presence on the Internet. The Internet
has made electronic commerce one of the most effective and reliable
methods for conducting business. The emerging information and
communications network is likely to have an important impact on
economic development and world trade. The users of information
technology must have trust in the security of information and
communications infrastructures, networks and systems regarding the
confidentiality, integrity and availability of data on them énd in the
ability to prove the origin and receipt of data. The data is vulnerable to
sophisticated threats to its security. Ensuring security of data through
legal, procedural and technical means is fundamentally import national
and international information infrastructure to exploit their full potential.
There is need for varied legislative initiatives to manage issues like entry
to cyberspace, access to cyberspace, hardware and software which
enables people to access cyberspace or use their own computers to go “on

line” and enter cyberspace. Some of the key players in this area includes
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phone companies, regulatory agencies, personal computer companies,
software companies, Internet service providers, schools, colleges,
universities, all persons and companies that have established their

presence on the Internet.

Existing legal regime is based on paper transaction. Authenticities
of these transactions are established through signature. In electronic
environment, when paper and signature have been replaced, legal rules
are required to define under what circumstances a person can be bound
in respect of an electronic instruction issued to him. In electronic
medium, authentication is achieved through safety procedures which are
based on identification number, call back procedures, encryption, etc.
From legal perspective, these security procedures are required to be
recognised by law as substitute for signature. Data integrity, non-
repudiation, evidentiary standards, choice of technology, liability
standards, contractual freedom, consumer protection, cross border
recognition of electronically signed documents are some of the issues

related to electronic authentication which are required to be addressed.

Most of the electronic and digital signature initiative fall into three

categories - perspective, signature enabling and criteria based.?*”*

374 Based on material downloaded from the website http://www.doe.gov.in.
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Perspective approach - It seeks to enable and facilitate electronic
commerce with the recognition of digital signature through a specific
regulatory framework. It provides licensing scheme, allocates duties
between contracting parties, prescribes liability standard, creates
evidentiary presumption and standard for signature or document

authentication. 18 states in U.S.A. have considered digital signature law.

Criteria based approach - It provides broader criteria which may apply to
digital signature. 11 states in U.S.A. have incorporated the criteria-based
approach, among whom California, Indiana, Illinois, New Hampshere,

Rhodes Island, Virginia are some whose name can be mentioned.

Signature enabling approach - It permits any electronic mark that is
intended to authenticate a writing to satisfy a signature requirement.

Massachusetts is representative of this approach.

VI.1. ARIZONA - Arizona Session Laws 1996 provides that Secretary of
State shall approve for use by all other state agencies and accept digital

signature for document filed with the office of the Secretary of State.>”

VI1.2. CALIFORNIA - California has adopted legislation on digital
signature which provides that digital signature shall have the same effect

as manual signature, it

375 Supra note 374.
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©)

it is unique to the person using it

it is capable of verification

it is under the sole control of persons using it

it is linked to data in such a manner that if the data are changed,
the digital signature is invalidated.

it conforms to regulations adopted by Secretary of State.

Secretary of State shall license Certification Authorities only for

State agencies, State employees and for individuals who will be

submitting digitally signed documents to the State.376

VIL.3. CONNECTICUT - General Statutes of Connecticut has provided

direction to Commission of Public Health and Addiction Services to

adopt regulation for the use of electronic signature for certain medical

records.377

V1.4. DILAWARE - Dilaware enacted legislation in 1996 to allow the use

of electronic signature with respect to document related to state budget,

accounting and pay roll policies and procedures.?”8

376

377

e

Supra note 374.
http:/ /www.mbc.com/legis

Id.
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VL5. FLORIDA - Electronic Signature Act 1996 authorises Secretary of

State to be Certification Authority to verify electronic signature.37?

VIL.6. IOWA - It permits electronic signature for voter registration form
once the State Voter Registration commission shall prescribe by rule the
technological requirement for guaranteeing the sanity and integrity of

electronic signature.380

VI.7. NEW MEXICO - The purpose of Electronic Authentication of
Documents Act 1996 was to provide a centralised, public electrenic
registry for authenticating electronic document by means of private and
public key system, promote commerce, facilitate electronic information

and document transaction.381

VI.8. UTAH - Utah Digital Signature Act was first to authorise
commercial use of digital signature. It governs the use of public-private
key encryption and Certification Authorities. Certification Authorities
are to be licensed by Utah Department of Commerce. The legislation also
protects subscriber’s private key as property. Utah Senate Bill 1996

provides certification requirements, procedures, duties, performance,

79 Supra note 377.
380 Supra note 374.
381 Supra note 377.
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audit, investigation, outlines enforcement responsibilities, provides for
warranties and obligation of Certification Authorities, specifies signature

requirements and presumption in adjudication.382

VL9. VIRGINIA - Trade, Commerce and Digital Signatures 1996
establishes gegulatory framework for the use of digitized signature. It
provides basis by which individuals and businesses can electronically
authenticate business contracts and other agreements exchanged over

computer network.383

VL10. WASHINGTON - The object of Washington Digital Signature Act
was to facilitate commerce by means of reliable electronic messages, to
minimize incidence of forged digital signature and fraud in electronic

commerce.384

VL11. GERMAN DIGITAL SIGNATURE LAW, 1997385
The Digital Signature Law is a technical law. It does not deal with
legal validity of digital signature rather its purpose is to provide

condition for secure infrastructure for the use of digital signature in

Germany.

382 Supra note 377.
383 Supra note 374.
384 Supra note 377.
385

Supra note 377.
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The purpose of this law is to create general condition for digital
signatufe under which they may be deemed secure and forgeries of

digital signature can be ascertained.38

The Act defines digital signature as a seal on digital data created
with private signature key, which seal allows to ascertain the owner of
the signature key and the unforged character of data by using associated

public key.387

According to the Act, certificate means a digital attestation
concerning the attribution of a public signature key to a natural person to

which a digital signature is affixed.3

The Act provides that certifier requires license from the authority
to operate. The license shall be denied if the applicant does not posses
reliability. The reliability depends on the guarantee that it will comply as
license-holder with relevant legal requirement. The Authority issues

certificate for signature key that are used to sign certificates.3

For issuing certificate, the certifier shall reliably identify the person

who apply for certificate. It confirms attribution of public signature key

386 Sec.1, German Digital Signature Law 1997.
387 Sec.2, German Digital Signature Law 1997,
388 Supra note 387.

389 Sec.4, German Digital Signature Law 1997.
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to an identified person by a signature key certificate. Certifier records
information regarding applicant’s power of representation for third party.
The certifies takes measures so that data for certificate can not be

forged.3%

The Act provides that a signature key certificate shall contain name
of the signature key owner, attributed public signature key, algorithm
with which public key of signature key owner as well as public key of the
certifier can be used, number of certificate, beginning and end of

certificate’s validity, name of the certifier 3%

A certifier can block a certificate if requested by signature key
owner if certificate was issued based on false information. A certifier

shall affix a time stamp to digital data upon request.32

The Act provides that certifier can collect personal data only from
the concerned person and only if it is necessary for the purpose of
certificate. This data can be used for other purposes only if it is permitted

by this law or other law.3%

390 Sec.5, German Digital Signature Law 1997.
391 Sec.7, German Digital Signature Law 1997.
392 Sec.8, 9, German Digital Signature Law 1997.

3% Sec.12, German Digital Signature Law 1997.

194



The Authority can take steps with regard to certifier for ensuring
compliance with the law. Non compliance with the duty arising under
law can be ground for refusing license. The validity of certificate shall be

unaffected by withdrawal of a license.3%

The Federal Government is empowered to promulgate ordinance

for necessary implementation of the digital signature system.3%
VI1.12. UTAH DIGITAL SIGNATURE ACT?39%

This Act is to minimize the incidence of forged digital signature, to
provide reliable authentication of computer based information, to enable
verification of digital signature on compute based document, to facilitate

commerce by means of computerised communication.3?7

The Act defines Digital Signature as a sequence of bits which a
person intending to sign creates in relation to a clearly delimited message
by running the message through a one-way function, then encrypting the
resulting message digest using an asymmetrical cryptosystem and the

person’s private key 3%

394 Sec.13, German Digital Signature Law 1997.
395 Sec.16, German Digital Signature Law 1997.
396 Supra note 377.

397 Sec.46-3-102, Utah Digital Signature Act.

398 Sec.46-3-103(10), Utah Digital Signature Act.
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The Act provides that following presumptions are established by
digital signature3 - | |
1) A certificate is presumed to be an acknowledgement of any digital
signature verified using the public key listed in the certificate if the
certificate is in the repository and the certificate was not revoked or

suspended or expired.

2) A digital signature verified using a public key is presumed to have
been affixed with the intention of the subscriber to authenticate the
message and to be bound by the content of the message if the public key
is listed in a certificate and the certificate was not revoked, suspended or

expired.

3) If a signature is time stamped by the division or a recognised
repository and unless the message otherwise provides, the time stamp is
prima facie evidence that the time stamped signature took effect as of the

date and time indicated in the time stamp.

Regarding the effect of digital signature, the Act has provided that
a digitally signed document is as valid as if it had been written on

paper.400

399 Sec.46-3-101, Utah Digital Signature Act.
400 Sec 46-3-402, Utah Digital Signature Act.
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The Act also provides that a digital signature which would make a

negotiable instrument payable to bearer is void unless the digital

signature effectuates either a fund transfer or a transaction between

banks or other financial institutions.401

According to this Act, a licensed certification authority may issue a

certificate to a subscriber if402

(1)

2)

3)

the Certification Authority has received a signed request for

issuance of certificate by the prospective subscriber, and

the Certification Authority confirms that the prospective subscriber
is the person identified in the request, he bears a distinguished
name and he rightfully holds the private key corresponding to the

public key to be listed in the certificate.

The Certification Authority confirms that the prospective
subscribers hold a key pair capable of fixing a digital signature by

the private key corresponding to public key listed in the certificate.

The Act provides that, by accepting certificate, issued by a licensed

Certification Authority, the subscriber identified in the certificate

401

Sec.46-3-403, Utah Digital Signature Act.
Sec.46-3-302, Utah Digital Signature Act.
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assume the duty to exercise reasonable care in retaining control of

the private key and keeping it confidentially.403

The Act provides duty of the licensed Certification Authority in
issuing Certificate.#¢ By issuing certificate, a licensed Certification
Authority warrant subscriber named in the certificate that certificate
contains no information known to the Certification Authority to be false.
Licensed Certification Authority, in absence of contract to the contrary,
can suspend certificate for 48 hours.4% It can also revoke certificate after
reviewing the request of revocation by the subscriber.4% A certificate
expires on the date mentioned in the certificate which is generally .three

years from the date of issuance.40”

VI.13.GEORGIA ELECTRONIC RECORDS AND SIGNATURE ACT,

1998408

This Act is to promote the development of electronic government

and electronic commerce.

403 Sec.46-3-303, Utah Digital Signature Act.
404 Sec.46-3-304, Utah Digital Signature Act.
405 Sec.46-3-305, Utah Digital Signature Act.
406 Sec.46-3-306, Utah Digital Signature Act.
407 Sec.46-3-307, Utah Digital Signature Act.
408 Supra note 377.
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The Act defines electronic signature as electronic or digital method
executed or adopted by a party with the intend to be bound by or to
authenticate a record which is unique to the person using it, is capable of
verification, is under the sole control of the person using it and is linked
to data in such a manner that if the data are changed, electronic signature

is invalidated.

This Act also provides that where a person or other entity accepts
or agrees to be bound by an electronic record, then any rule of law which
requires a record of that type to be in writing shall be deemed satisfied

and any rule of law which requires a signature shall be deemed satisfied.

According to this Act, a person whose electronic signature is used
in an unauthorised fashion, may recover or obtain any or all of the
following against the person who engaged in such unauthorised use
provided the use of such electronic signature is an unauthorised fashion
was negligent, reckless or intentional - (1) actual damages, (2) equitable
relief, (3) punitive damages, (4) reasonable attorney’s fee and expenses,

(5) any other relief which the court deems proper.
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VI1.14. SINGAPORE ELECTRONIC TRANSACTION ACT, 1998409

This Act provides a framework for the legal recognition and usage
of electronic signature, digital signature, electronic records. This is to
facilitate electronic commerce, electronic filing of document with
government agencies, minimize fraud and forgery in electronic record
and to promote the use of electronic signature to give authority to
electronically transmitted document. This Act is modelled on UNCITRAL
MODEL Law on Electronic Commerce, Illinois Electronic Commerce

Security Act and Utah Digital Signature Act.

The Act has defined Electronic signature as any letters, characters,
numbers or other symbols in digital form attached to or logically
associated with an electronic record and executed or adopted with the

intention of authenticating or approving the electronic record.

Regarding the effort of electronic signature, the Act provides that
when the law requires a signature or provides for certain consequences if
a document is not signed, electronic signature satisfies that rule of law.
However, it also provides that electronic signature is not valid for use in
wills, negotiable instruments, transactions involving immovable property

interest or document of title.

409 Supra note 377.
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According to this Act, Certification Authorities are to be regulated
by an appointed Controller of Certification Authorities who will be
responding for licensing, certifying, monitoring certification activities. If
a licensed Certification Authority conforms to the requirement of the Act,
it shall not be liable for any loss due to reliance on a false or forged digital
signature and shall not be liable for any amount in excess of the

rec0mmendéd reliance limit.
VI1.15. UNCITRAL MODEL LAW ON ELECTRONIC COMMERCE#0

This law is a step towards providing a broader idea of legislation
on electronic commerce - the area which desperately needs a legal regime
because the existing legal framework is unable to adopt electronic

commerce system.

Interestingly, this Law clearly mentions the area of its application.
It provides that the law applies to any kind of information in the form of
data message used in commercial activities.#! Here the expression
“commercial” as matters arising from all relationship of commercial
nature, whether contractual or not. Relations of commercial nature

includes but not limited to the following transactions - any trade

410 Full text of the Model Law is given in ANNEXURE-I.
411 Art.1, UNCITRAL Model Law on Electronic Commerce.
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transaction for the supply of or exchange of goods or services,
distribution agreement, commercial representation or agency, factoring,
leasing, investment, financing, banking, insurance, exploitation
agreement, joint venture and other forms of industrial or business

corporation, carriage of goods or passengers by air, sea, rail or road.

The law defines ‘data message’ as information generated, sent,
received, stored by electronic, optical or similar means including but not

limited to EDI, e-mail, telegram, telex and telecopy.#12

This law serves a very positive role for facilitating electronic
commerce by removing the uncertainty caused by electronic medium of
communication. [t provides that information shall not be denied legal

validity, solely on the ground that it is in the form of data message.413

The requirement of existing legal regime to be of certain things in
writing, signed and original which stand as obstacle for implementation
of electronic commerce are satisfied by this law, if they are in data

message form.414

412 Art.2, UNCITRAL Model Law on Electronic Commerce.
413 Art.5, UNCITRAL Model Law on Electronic Commerce.

414 Art.6, 7,8, UNCITRAL Model Law on Electronic Commerce.
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This law also facilitates electronic commerce by recognising

evidential weightage of data message and validity of contract, formed by

means of data message.415

This law provides that despatch of data message occurs when it
enters information system outside the control of originator. The receipt
of data message takes place, if addressee has designated an information
system then at the time data message enters designated information
system, if data message is sent to an information system which is not
designated by addressee then at the time when data message is retrieved
by addressee, if addressee has not designated an information system then
at the time when data message enters information system of" the

addressee.416

To facilitate electronic commerce, the Law recogises that any
transport document in case contract on carriage of goods can be in the

form of data message.41”

415 Art.9, 11, UNCITRAL Model Law on Electronic Commerce.
416 Art.15, UNCITRAL Model Law on Electronic Commerce.

a7 Art.17, UNCITRAL Model Law on Electronic Commerce.
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VI.16. INFORMATION TECHNOLOGY BILL, 1998418

The object of the Bill is to provide provisions for the security and

use of electronic transaction.

The Bill defines “electronic signature” as any letters, characters,
number, other symbols in digital form attached to or logically associated

with the intention of authenticating or approving the electronic record.419

The Bill also defines “digital signature” as electronic signature
consisting of a transformation of an electronic record using an
asymmetric cryptosystem and a hash function such that a person having
the initial untransformed electronic record and the signer’s public key,
can accurately determine (a) whether transformation was created using
the private key that corresponds to the signer’s public key and (b)
whether initial electronic record has been alter;e:d since the transformation

was made.420

The Bill provides that provisions regarding electronic records,

signature and electronic contract will not apply in case of will, negotiable

a8 Full text of the Bill is given in ANNEXURE-].
419 Sec.2, Information Technology Bill, 1998.

420 Sec.3, Information Technology Bill, 1998.

204



instrument, contract for sale of immovable property and interest in such

property, conveyance of immovable property, document of title.4!

According to the Bill, information shall not be denied legal effect,
validity or enforceability solely on the ground that it is in the form of
electronic record. A duplicate of a computer program or computer data
file which is produced by the same impression or in the same matrix or
by mechanical or electrical recording, shall be admissible in evidence as

original 422

The Bill provides that where law requires information to be in
writing or signed. This requirement is satisfied by electronic document
and electronic signature. Even where law requires certain documents be
retained, such requirement can be satisfied by retaining them in
electronic form if the document is accessible for subsequent reference and
if it is retained in the format in which it was originally generated and if it
identifies origin and destination of electronic record and data and time

when it was sent and received.423

4 Sec.4, Information Technology Bill, 1998.
o Sec.6, Information Technology Bill, 1998.

423 Sec.7, 8, 9, Information Technology Bill, 1998.
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According to this Bill, network service provider shall not have civil
or criminal liability for any material in electronic form to which it has
only provided access if the liability is based on making, publication,
dissemination, distribution of such material.2¢ This will not affect

obligation based on contract or license.

The Bill provides that where electronic record is used in formation
of contract, that contract shall not be denied legal validity or

enforceability on the sole ground that electronic record is used for this.42

The Bill also contains provisions regarding acknowledgement of

receipt.426

Regarding time and place of despatch and receipt, the Bill provides
that, in absence of contract to contrary, despatch of electronic record
occurs when the electronic record enters information system outside the
control of originator. Receipt of electronic record takes place, in case
addressee has designation information system, when electronic record
enters that designated information system and if the record is sent to

other information system which is not designated then receipt occurs

24 Sec.10, Information Technology Bill, 1998.
425 Sec.11, Information Technology Bill, 1998.

426 Sec.14, Information Technology Bill, 1998.
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when the addressee retrieves it and if the addressee has no designated
information system, receipt occurs when electronic record enters
information system of addressee. Unless there is contract otherwise,
electronic record is deemed to be despatched and received at a place

where the originator and addressee has place of business respectively.4?”

The Bill provides a presumption that in absence of contrary
evidence, information listed in a certificate provided by licensed Certified

Authority is correct.428

According to the Bill, in absence of contrary agreement, if a person
relies on digitally signed electronic record, he assumes the risk that
digital signature is invalid as a signature to authenticate the content of

electronic record if reliance on digital signature is not reasonable.4?

The Bill provides punishment in terms of fine and imprisonment
for publishing certificate for fraudulent purpose or making false request

for certificate or suspension, revocation of it.430

As per the terms of the Bill, a Certification Authority may issue

certificate to a prospective subscriber if it has received a request for

427 Sec.15, Information Technology Bill, 1998.
428 Sec.21, Information Technology Bill, 1998.
s Sec.22, Information Technology Bill, 1998.
430 Sec.25, 26, Information Technology Bill, 1998.
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insurance and certification practice statement, complying with all
procedures and practices. It also provides for revocation and suspension

of certificate by Certificate Authority.43!

The Bill provides that by accepting certificate issued by
Certification Authority, the subscriber assumes a duty to exercise
reasonable care to retain control of private key, corresponding to public

key listed in the certificate.432

The Central Government shall appoint Controller of Certification
Authority for the purpose of licensing, certifying, monitoring, overseeing
activities of Certification Authority. The Central Government may make
regulations for the purpose of ensuring quality of repository and the

service they provide.43?

The Bill provides that any department or ministry of Central
Government, State Government, statutory corporation under Central and
State Government which accepts filing of document, issue permit or
license, provides for method and manner of payment, may do all these in

electronic form.434

L Sec.29, 31, 32, Information Technology Bill, 1998
432 Sec.39, Information Technology Bill, 1998.
433 Sec.46, Information Technology Bill, 1998.
434 Sec.47, Information Technology Bill, 1998.
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The Bill also confers power to Controller of Certificate Authority to

give direction for compliance with the provision of the Act, to investigate

and to access to data and computers.435

District Court of Magistrate shall have jurisdiction to hear and
determine all offences under this Bill and to impose full penalty or

punishment.436

The Bill, in detail provides situations which amount to computer

crime and provides for the punishment for that.437

Interestingly, the bill provides that the provisions regarding
computer crime shall apply to every body irrespective of nationality,
citizenship, place of occurrence of crime whether within India or

outside.438

The Bill has removed legal impediment regarding evidential
weightage of computer output by providing that computer output shall
be admissible as evidence if there is no reasonable ground to believe that

the computer output is incorrect because of improper case of computer

435 Sec.51, 52, 53, Information Technology Bill, 1998.
436 Sec.58, Information Technology Bill, 1998.

437 Sec.63-66, Information Technology Bill, 1998.

438 Sec.67, Information Technology Bill, 1998.
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and computer was all along working property.439  Any certificate

identifying computer output and describing the manner in which it was

produced, shall also be admitted as evidence.440

Proposed amendment in Evidence Act -

- new Sec.67(2) - this section shall not apply in case of electronic

record and electronic signature under L.T. Bill.

- new Sec.3(f) - Electronic Document/Data/Record/Data Message

information generated, sent, received, stored by
electronic, optical, computer or similar means
including but not limited to EDI, e-mail, telegram,

telex or telecopy.

This same explanation is to be inserted after
Sec.63(5) and Sec.74(1)(iii) of Evidence Act#! and
after Sec.29 of Indian Penal Code,*2 Sec.3(18) of

General Clauses Act.#43

439

EE28

Sec.70, Information Technology Bill, 1998.
Sec.71, Information Technology Bill, 1998.
Sec.74, Information Technology Bill, 1998.
Sec.75, Information Technology Bill, 1998.
Sec.76, Information Technology Bill, 1998.
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The Bill provides for detailed provision for amendment in Reserve
Bank of India Act to implement Electronic Fund Transfer System 444

Proposed amendment in Bankers” Book Evidence Act 1891.445

Sec.2(3) - bankers” book includes ledgers, day books,
account books and other records used in ordinary
business of bank whether records are kept in
written form or in micro film, magnetic tape, any
other form of mechanical or electronic data

retrieval mechanism.

Sec.4(2) - Any entry in Bankers’ book shall be deemed to be
primary evidence of such entry and such bankers’

book is document under Sec.62 of Evidence Act.

A notification is required under Sec.58 of R.B.I. Act for EFT

system, 6
The Bill provides for Regulation for Reserve Bank EFT system.

These foreign legislations and India Bill reflect features of law in

digital age.

4“4 Sec.77, Information Technology Bill, 1998.
445 Sec.78, Information Technology Bill, 1998.
446 Sec.79, Information Technology Bill, 1998.
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The rapid development of electronic commerce is making a new
era of global communication and trade. Electronic commerce has
implications for many facets of economic and social life because it has the
potential to fundamentally change the way commercial transactions,
business of government, delivery of services and host of other
interactions conducted. How these changes will impact upon law is to be
addressed. The extent to which existing laws needed to be updated to

adopt electronic commerce is to be pointed out.
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CONCLUSION

The virtues of the Internet revolution have been widely
documented in the popular press. Through widely recognized success
stories, it is readily exhaled that businesses of every kind have found that
communicating through the World Wide Web is a great way to get
information to customers/consumers, suppliers, associates or investors.
More recently, the focus has been on Internet technology applied
internally to organizations. These so-called “intranets” promise to
dramatically improve the inner-workings of an organization and
fundamentally transform it. To keep pace with competitors, they aré now
faced with a significantly more complex world of computing processing
power and global communications which implies potential new business

opportunities and a shifting business paradigm.

To compete in the global marketplace, it is essential for firms to
pipeline partners (a concept known as business-to-business marketing) as
well as end-use consumers known as consumer-direct or business-to-

consumer marketing.

Electronic commerce, an emerging business tool, provides genuine

opportunities for both marketing objectives. It is defined as the use of
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telecommunications networks for the purpose of linking organizations
and/or individuals who engage in some form of computer-mediated
commercial trading relationship. Electronic commerce has made major
break through in governmental activities through e-governance. The
business community is convinced of the importance of this technology as
an indispensable tool, but it is also apprehensive about the technology. It
needs to better understand how the Internet will impact its market,

industry and company and how it can be used as a business tool.

Electronic commerce takes place in a marketplace where all parties
involved in a transaction can satisfy their needs electronically. In the past,
some technically savvy organizations linked their computer systems with
others through private or commercial networks and conducted business
electronically. However, this would not qualify as electronic commerce
since the electronic business capability was limited to a select group in

the market place.

The Internet is making true electronic commerce a reality. It
provides an open, ubiquitous, and affordable means to carry out business
electronically for all participants in the market. For instance, the Web has
embraced into the electronic marketplace many organizations and

individuals with little or no technical knowledge and with very limited
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resources. An increasing number of companies are establishing a

presence on the Web.

Informational use of the Web is the most widely implemented
Internet application. Studies indicate that over 90 percent of companies
with a Web site use it to provide product and marketing information.
Companies can use the Web to provide a variety of information:
advertising, marketing, public relations, annual reports, stockholder
information and even position announcements. Unlike traditional
information media, companies can easily change the content or adjust the

level of depth and brandwidth of its information at a moment’s notice.

Using the Web to provide product and marketing information is
only transitory and companies eventually want to sell products and

services directly to customers over the network.

Business community is slowly coming out of the reluctancy of
using Internet for transferring money or payment information. Recent
development in cryptography and companies like Digicash Inc. and
Cybercash Inc. who offer secured digital cash system are mainly

responsible for this transformation.
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Transactional Webs support customer-direct dealings and other

activities that ultimately result in the transfer of money.

Technical concerns, such as the perceived lack of security and
arduous connectivity to corporate databases, have only recently been
replaced with confidence in electronic commerce proponents. Security
had been considered the most troublesome issue for on-line transactions.
A great deal of technical progress, such as encryption algorithms,
firewalls and electronic fingerprints, has taken place to make the

electronic marketplace a safe place to buy and sell.

Certain, unambiguous and well settled legal regime always act as
impetus to the growth of business activities. Electronic commerce poses
real threat to the existing legal regime as the age-old legal system is no
way in a position to adopt electronic commerce. It is high time to realise
the implication of electronic commerce on existing legal regime and give

a face lift to it by amending the inconsistent laws and enacting new laws.

While rapid development time and low entry cost are the most
common lure for initially going on-line, companies should expect and be
prepared for changes and impacts that electronic commerce will

eventually bring to the market place. The open and global nature of the
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()
(8)

To harmonise law governing electronic commerce.
To facilitate cross-border recognition and enforcement of electronic

transactions and signatures.

C. RECOMMENDATION

(1)

(2)

(3)

(4)

()

(6)

A data message should satisfy any requirement for information to
be in writing.

Legislation should give legal effect to electronic signature subject
to certain minimum standard.

A provision allowing data message to satisfy requirement for an
original should be enacted subject to the requirement about
integrity of data message.

A provision is required to deal with admissibility and evidential
weight of electronic document.

Record retention requirement should be same for information in
paper or electronic form.

Legislation should contain a provision that removes uncertainty
regarding the use and validity of data message in contract
formation.

The time of dispatch of data message should be the time when the

data message entering an information.
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(8) For facilitating implementation of electronic coinmerce,
UNCITRAL Model Law on Electronic Commerce should be

implemented with immediate effect.
D. TASK AHEAD

1. Steps to transform Information Technology Bill into an Act, as it
gives effect to substantial part of UNCITRAL Model Law on

Electronic Commerce.

2. Information Technology Bill needs amendment as it is not
applicable to negotiable instrument and thus creating obstacle for

digitalisation of negotiable instrument.

3. Electronic Document/Data/Record/Data Message - information
generated, sent, received, stored by electronic, optical, computer or
similar means including but not limited to EDI, e-mail, telegram,
telex or telecopy. This same explanation is to be inserted after
Sec.63(5) and Sec.74(1)(iii) of Evidence Act and after Sec.29 of

Indian Penal Code, Sec.3(18) of General Clauses Act.

4, Bankers’ book includes ledgers, day books, account books and

other records used in ordinary business of bank whether records
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are kept in written form or in micro film, magnetic tape, any other
form of mechanical or electronic data retrieval mechanism. This

change is required in Sec.2 of Bankers” Book Evidence Act.

Any entry in Bankers’ book shall be deemed to be primary
evidence of such entry and such bankers” book should be regarded

as document under Sec.62 of Evidence Act.

Sec.4 of Proposed Electronic Fund Transfer Act is required to be
brought into force immediately as it prohibits organising,
promoting and operating EFT system without prior authorisation

of RBL

Sections dealing with consumer protection of Proposed Electronic

Fund Transfer Act are required to be enacted.

To give effect to following draft bills provided by Shere
Committee.

(a) Draft EFT Act (ANNEXURE - K)

(b) Draft Amendment to RBI Act (ANNEXURE - L)

(c) Draft Amendment to Bankers” Book Evidence Act
(ANNEXURE - M)

(d) Draft RBI (EFT) Regulation. (ANNEXURE - N)
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10.

11L.

12.

13.

14.

Amend RBI Act to bring organisations issuing e-cash under control

of RBI by asking them to keep an account with. RBI so that RBI can

keep track of their activity and to make e-cash legal tender.

Amend Negotiable Instrument Act to make e-cash negotiable

instrument.
Amend Trade and Merchandise Marks Act to include service mark.

Trade and Merchandise Marks Act needs amendment so that

Trademark holder shall get pre-emptive right over domain name.

Copyright Act needs overhauling reappearance to control

copyright violation over Internet.

Indian Telegraph Act needs amendment to implement encryption

system as a tool for security and confidentiality.

E. FURTHER SCOPE OF RESEARCH

Implication of Electronic Commerce on other laws like a) Insurance

law, b) Data Protection law, c) Securities Transaction law, d) Tax law,

specially VAT, e) Competition Law, f) Criminal Law provides further

scope of research.
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ANNEXURE~ A
Table 2: Access to the Telecommunication Infrastructure, Selected Countries, 1996’

Country Telephones Fax Cable TV Personal Internet
per 100 per 100 er 100 computers hosts
inhabitants Inhabitants ouseholds per 100 per 100
inhabitants inhabitants
Ir:.dust.riaiized countries:
Auslralia a9 5 2.5 ; 212 2.81
Canada 575 2.4 19.0 2.01
Finland 55 2.4 27.0 18.1 5.52
France 54/ 2.7 3.0 15.1 0.42
Germany ) 42 3 18 310 18.2 087
Italy _,.f" 429 2.2 9.2 0.26
Japan g 47.8 6.8 12.8 0.59
Netherlands ! 509 2.9 84.1 232 1.74
Sweden ' 68.3 : 3.4 43.0 213 261
United Kingdom 48.9 2.4 2.0 12.0 1.00

United States 59.5 7.3 59.0 36.4 3.80

Developing and transition countries:

Argentina 14.1 0.1 2.4 0.04
Brazil 74 1.8 0.05
Chile 1.0 . 3.7 0.10
China 23 0.0 R = 03 0.00
Hong Kong, China 54.0) 43 L 15.1 0.78
India 11 0.0 0.2 0.00
Indonesia 1.3 0.0 0.5 0.01
Korea (Rep. of) - A 0.8 13.2 0.15
Mexico €2 2.9 0.03
Poland 15 0.1 36 0.14
Russia 16 2 0.0 24 0.05
Singapore 455 21.7 0.95
South Africa 91 0.2 39 0.24
Turkey 20.1 1.4 0.02

Selected country groups:

EU 47.6 2.2 20.5 Tl 0.79
QOECD 44 6 33 18.1 _ 1.43
Non-OECD 0.8 0.02
WORLD 115 0.7 43 0.28

' Or closest year available.

Sources: 1TU, "Challenqges for the Netwoit *, 1997a; OECD, "Information Infrastiuctures: Their Impact and Regulatoty Requirements”, 1997a; UNDP, "UN
Human Development Report”, 1997,




ANNEXURE-B
Table 1.1. Technical Innovations Very Likely 1967-2000

Inexpensive design and procurement of “one of a kind™ items through use of
compulerized analysis and automated production |mass customization!]

Extensive and intensive centralization (or automatic interconnection) of current and
past personal and business information in high-speed data processors
|databases/legacy systems!]

Automated universal (real time) credit, audit and banking systems |ATMs!|

Simple inexpensive home video recording and playing

Inexpensive high-capacity, worldwide, regional, and local (home and business)
communication (perhaps using satcllites, lasers, and light pipes) [fiber optics!]

Practical home and business use of "wired™ video communication for both telephone
and TV (possibly including retrieval of taped material from libraries or other
sources) and rapid transmission and receplion of facsimiles (possibly including
news, library material, commercial announcements, inslantaneous mail delivery,
other printouts, and so on)

Pervasive business use of compulers for the slorage, processing, and retrieval of
information

Shared time (public and interconnected?) compulers generally available to home and
business on a metered basis

Other widespread usc of computers for intellectual and professional assistance
(translation, teaching, literature scarch, medical diagnosis, traffic control, crime
detection, computation, design, analysis and to some degree as intellectual
collaborator generally)

Personal “pagers” (perhaps even two-way pockel phones) and other personal
electronic equipment for communication, computing, and data processing |cell
phones!]

Direct broadcasts from satellites to home receivers
Inexpensive (less than $20), long lasting, very small baltery operated TV receivers
Home computers to “run’’ household and communicate with outside world

Inexpensive (less than one cent a page), rapid high-quality black and white
reproduction; followed by color and high-detailed photography reproduction—
perhaps for home as well as office use

Conference TV (both closed circuit and public communication system)

Source: Adapted from Kahn and Wiener (1967), The Year 2000, New York, NY: The
Macmillan Company, pp. 52-56.



Table 1: Electronic Commerce: Features of Main Instruments

Elements of commercial transaction

Technical Features

Ease of Access

Elements which Oneversus multi ~ Type of data  “Interactive™  Communication  Start-up Operating Start-up Capacity User-
can be conducted step transaction!  transmitted potential potential costs for costs for costs for (band-width) friendly
"consumers” *consumers” “producers” problems
Standard telephone (Production), Multiz - Voice? Yes one-one? Low (phone Depends on Low (phone) No issue Yes
advertising, : + connection phone + connection
purchasing, charge) charges charge)
payments,
(distribution)
racsimile Agverasiny, Multi Data/text, no on - iVinderate Depends on Moderate No issue Yes
purchasing, image (fax machine phone (fax machine
payments, + connection charges + connection
distribution charge) charge)
Television Advertising, Multi Voice, image  No one-many Moderate Low High (studio, No issue Yes
consumption, (television + eguipment, etc.)
(payments)® possible )
T connection
e charge)
ATM, credit + Payments Multi Data/text No one-one Low (card) Low (free or Moderate to Na issue Yes
debit cards, smart small fee) high (ATM
cards . machine, agio)
Electronic data Advertising, Multi Data/text No® one-one High (equipment  Depends on High (equipment Potential No
interchange (EDI) purchasing, one-many + various line charges + various bottlenecks in
payments connection costs) connection Costs) combination
with Internet
Internet and online Production, One or multi Dataltext, Yes one-one Moderate (PC, ~ Depends on Significant one-off ~ Potential Not yet
services advertising, image, voice one-many modem, possible  line and service costs for website bottlenecks always
purchasing, (= multi media) - many-many connection charge) charges (but typically lower
navrents, © than “real" shop)'
distribution

Advertising, purchase, payment and distribution possible in one step.

One-step transactions are possible, e.g. in telephone banking. More sophisticated phone appiications are emerging, including telephone conferencing, video confelencmg and data transmission.
Telephone video conference allows image transmission.

Telephone conferences and telephone video conferences allow communrcanon from one to many people.

Can also be one-many, e.g. via fax mailing lists. \

Traditional EDI with own "hub and spoke™ network.
But automatic quasi-interactive transactions possible.

1
2
3
4
5
§ For example, video channels in hotels.
7
-]
9

Today mostly in combination with credit card.
10 Technology integration, e.g., with existing payment systems, in bankmg can be costly too.

]
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Table 7.1. Electronic Connections between Retailers and Customers:
Examples by Medium and Type of Customer Connection

Types of Customer Connections

Product and Store Answer Refer 1o Persuasive or Purchase Feedback and
Electronic Medium Information Customer Queries Other Media Image Advertising T i Market Rescarch
* World Wide Web Amazon Books, AA, Powell’s Bookstore  PBS posts Samsung on Yahoo Best Western Communications
WWW) Delta Airlines transcripts of TV Hotels Week: on-line
specials; MS/NBC subscription qualif,
* On-line services Public libraries Compaq: user BofA cosponsors Many vendors on

support over

startup disk with AOL

AOL, Compuserve

Compuserve
+ Electronic kiosks; Ikea. Nordstrom, Mall games refer
Arcade games Bames & Noble to game reviews
on WWW
* Phone/voice-based Radio stations: free 800 numbers ATE&T links Telemarketing Phone surveys,
info services cellular calls WWW and viewer polls
telephone
* Pagers/Beepers Pepsi
= CD-ROM Bill Gates’ The
Road Ahead refers
to MS s/w products
* Television/Radio Local video networks Toyota: URL oo Almost all retailers
beamed to food cournt ads; NPR
Music Resource
* ATM Machines Banks Visa, MC, Amex
* Video Phones/ Netframe
Conferencing,
Whiteboards
* Agents Bargainfinder E-mail surveys
* E-mail, Usenet, B&Bs Idealist
Listservs
* Virtual Reality Virtual “walk-thru™
real estale properties
* Smart Cards, Phone cards Phone cards,
Digital debit cards
Signatures,
Continued
Types of Customer Connections
) ) Increased Frequent/Preferred Coannect Customers Contests/ Personal Shopping Ameliorate
Electronic Medium Selection Buyer Clubs with Each Other Tie-ins Services Waiting Time
KVO's
* World Wide Web Music GM Saturmn “Where's
(WWwWw) Boulevard Lexus Division Pieme" Nordstrom AA, Delta
* Oo-lioe services Easy-SABRE
Valley View Center
* Electronic kiosks: Smart Shoppers
Arcade games Club (Dallas)
* Phone/voice-based
info services
900 numbers
* Pagers/Beepers Pepsi, Videoland Restaurants beep
beeper giveaways when table is ready
* CD-ROM
Warner, Disney
* Television/Radio stores
* ATM Machipes All banks
* Video Phones/
Conferencing,
Whiteboards NetFrame
* Agents
* E-mail, Usenet, Newsgroups for users
Listservs of product X
* Virual Reality
* Smant Cards,
Digital Phone cards: “No
Signatures, fumbling for

Electronic Wallets

change”
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hcecS Busy, busy, busy! Here are recent additions to our

evolving portfolio. Looking for something not so new?
Take a look at the What's New archives. Remember too, that all wines
get a ten percent discount on twelve or more bottles.

Pinot Noir is perhaps the most sensual of red wine grapes. This
sampler includes three fine Pinots, one from Mendocino County, one
rom Santa Barbara County and one from, of all places, New Zealand's
South Island. 2/1/99

® Hcavenly Pinot $56.00

IFew wines are as irresistable as the fine dessert wines of the world,
and lew are as seductive. This sampler includes three of our current
favorites, two from France and one from California. 2/1/99

® Sweeton You $55.00

No wine lhias been as long associated with romance as Champague.
This sampler includes three fine bubblies, one from Limoux in
Southern France, one from Champagne, and one from California's
Sonoma County. 2/1/99

® Bubble Your Plcasurc $52.00

The "nose" (fancy wine geek word for smell ;>) on this lovely, crisp
white wine reminded me of ripe comice or bartlett pears... //29/99
® 1997 Willakenzie Estate Pinot Gris, Willamette Valley 8/4.95

Bright, red berry flavors and moderate tannins make up the signature
of this dependable red. A real crowd pleaser. //29/99
® 1995 Robert Mondavi "Coastal" Zinfandel, North Coast $§/0.50

Sauvignon Blancs from Marlborough are famous (or their assertive,
zippy personality, and this wine is a perfect exemplar of (he style.
1/20/99

® 1998 Allan Scott Sauvignon Blanc, Marlborough, New Zealand
$13.95

A medium-bodied, juicy Chardonnay with bright pincapple/citrus
fruit and a kiss of sweet ouk. The quality of Marlborough grapes really
shines! //20/99

® 1997 Allan Scott Chardonnay, Marlborough, New Zealand §74.95

1 his charming Riesling delivers a mouthful of stone fruit and lime
zest flavors with a crisp, refreshing finish. Pretty hard to resist! //20/99

215109 11:5
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Member Services Aboul Vittual Vineyards Site Help Huw To Grder
T TR AL Al hs FHOW 10 ORDER
& G e v & _ ‘EU}J - | RIDER
MO AROU \-'\,_ E",J-;{J."
» Press Clipnines T / This guide lets you know whal Lo expect when you place an
b - |I I" ) 5 5
& A ®\ ) order and helps you streamline the process. You might want

s Accolades to print this page so that you can refer to it as you are

»Jobs At Virtual Vinevards Ordcn”g'

Creating a Personal Account

SHOP SLEVED BN You can streamline ordering by creating an account with us, There are
» Sign In many benefits to having an account (and it's free):

FCreate a New Account

) View Shonpine Cart ® When you sign in to your account before placing an order, your

» Site Help billing and shipping information will automatically appear on the
¢+ Change Shipping order lorm.

Destination ® You can keep credit card information securely on file with us to

» Aboul Virtual Vinevards expcdi[c 01‘(iering_

» Contact Us ® You can review your purchase history and enter your own tasting
» Shipping Information notes for [uture relerence.

- ® You can keep a list of friends and business associates and their

omn the v . Wi v
addresses on file for easier gift giving.

Of course, having an account is completely optional; you can still order

whether you have an account or not.

Affiliate
Network Selecting What You Want

Start by browsing through the Wine Shop, Food Shop, and Gift Shop.
If there is a check box next to an item or items that you are interested
in, sclect the boxes and click the Put in Shopping Cart icon. Il there
is no check box, just click the Put in Shopping Cart icon. You can
browse the Wine, Food, and Gift shops as much as you like before you
placc your order; our soltwarc will remiember all ol the items that you
have chosen. When you are ready to order, follow the Shopping Cart
link at the top or bottom of any page.

Selecting Shipping Destination

When you put the first item in your shopping cart, you will be asked to
choose a shipping dcstination. Aficr you choose the destination, you
may continue shopping or proceed with ordering by clicking Shopping
Cart at the top or bottom of any page. Il you continue shopping, the
shipping destination will apply to any additional items you select. If
you need to, you may change the destination later in the ordering
process.
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Security

Once you scleet the Shopping Cart link, you may be asked if you
would like to switch to the sccure commerce server. Selecting the
secure server will allow you to transmit credit card and other
confidential information in an encrypted form for safety. We guarantee
the security of your credit card when you make a purchase with us. See
our security guarantee lor details.

Ordering the Items You've Selected

Afler you've selected all the items you might want to buy, you
complete the order by clicking the Shopping Cart link at the top or
bottom of any page. On the Shopping Cart page, you enter quantities
for the items you've selected, preview your total cosl, and select a
payment method. Subsequent pages ask for your billing and shipping
information. You can also provide a gift message if your order is a gift.
You also have the option to sign up lor our email newsletter. These
steps are described in greater detail below. If] at this point, you decide
that you want additional items not listed, you may back out of the
ordering process and put the additional items in your shopping cart
before you continue.

Selecting Quantity

On the Shopping Carl page review the quantity for each item. 1f you
d=cide that you do not want to order a specific item, simply set the
quantity to zero. Note that all orders of twelve items or more, mixed or
from the same producer, reccive a ten percent case discount.

Selecting Delivery Method

Once you have selected a quantity for each of the items listed, select a
delivery method. To select the delivery method, scroll down the list of
delivery melhods and select a specific method. Not all delivery
methods are available to all areas.

Delivery Tips

® All orders placed alter 10 A.M. Pacific time are processed the
following business day. Length of delivery is based on business
days. Weekends and holidays are not included.

e All deliveries require an adult signature. Someone of legal age
must be at the shipping address during the day to sign for and
accept the packages. Packages cannot be lefl without the signature
of an adult.

® Deliveries may occasionally be subject to weather holds so that
your selections are not damaged by extreme temperatures. Delays
of up to three additional days may resuit.

Changing Destination
You may change the destination of your shipment anywhere on the

site. To change the destination, use the link to Change Shipping
Destination from the navigation bar on the left side of the page. Please

. 2059 1 1:2
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note: when you change the shipping destination, some of the items in
your shipping cart may no longer be shippable due to state-specific
restrictions on wine availability.

Previewing Cost

Il you have a gill certificate or have been given a promotion code,
enter the certificate number or promotion code in the labeled box. Then
calculate your total by clicking Calculate Total on the bottom of the
page. You will see the price of your order, including any tax and
shipping. You may change the quantities, if you like, and recalculate
until you are happy with your order.

S :lecting a Payment Method

Next, select a payment method. We accept Visa, MasterCard,
American Express and JCB. If you have an account with us with a
credit card on file and you have signed in, you will also see Use Card
On File as a payment option. If you have a giflt certificate and there is
no balance due, simply click the Phone option.

If you do not want to use your credit card online, select Phone, which
allows you to phone or fax in credit card information. If you select
Phone, you will not be promplted for credit card information. Be sure to
call or fax us with that information after you have completed the order.
Note that we do guarantee the security of your credit card when you
make a purchase using the secure server. See our Security Guarantee
for details.

Filling in the Billing and Shipping Information

Selecting the payment method will take you to the next page of the
order process. On that page you enter your billing and shipping
ir.formation. If you have an account and you signed in before placing
your order, your billing and shipping information will be filled in
automatically, but you can make any changes specific to the current
order at this time. If you do not have an account, you’ll need to provide
your billing and shipping information. If your billing address and
shipping address are the same, [ill in only the billing information.

Signing up for Email

The order form provides you with an option to be placed on our email
list. If you would like to receive our email newsletters, please enter an
email address in the billing information and click Yes. Our cmail

newsletters are sent out approximately twice a month and are used to
announce new arrivals, wine and food industry news, etc. '

Ordering a Gift

If your order is a gifl. you can enter a message that will be printed on a
gift card and shipped with your purchase.

Age Verilication

2/5/99 11:53
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If vou are shipping wine, you must verify that both you and the person
to whom you are shipping are at least twenty-one years old.

Receiving Your Confirmation Number

Once you have filled out all the appropriate information, scroll down to
the end of the page and click Here Is My Order. You will sce a new
page confirming your order with a conlirmation number. Please make
sure you keep this confirmation number; it is the easiest way for us
to track your order.

If you do not see the confirmation number, your order has not been
placed. In place of the confirmation number you will see an error
message. Please correct the problem and click Here Is My Order
again.

Email Confirmation

You will receive confirmation by email that your order was received.
Afier the package has been delivered, you will receive another email
confirmation lellm;, you when the package was delivered and who
signed for it.

That's the entire ordering process. It may sound complicated but it’s
really pretty simple. If you have any questions along the way, you can
always email or call us toll [ree.

Thank you lor your business!

jﬂ;w

Member Services ~ About Virtual Vinevards ~ Site Help ~ How to Order
Virtual Vineyards ~ Wine Shop ~ 'aod Shop ~ Gift Shop ~ Shapping Cart

Copyright © 1994-1999 Virtual Vinevards, Inc.
conmmentsevirinalvin . com
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Table 2
Context for EDI use

Sub-category Concepts

Textiles

Chemical

Tobacco

Bank

Organizational
factors

Organization size

IT capability

Senior management
commitment

Environmental
factors

Industry expenence
with EDI

Nature of suppliers

Nature of customers

Large companies often
had more resources to
implement sophisticated EDI

e Lack of skilled IT staff
e Relatively old technology
e Movement 1o outsourcing

e High degree of commitment
on the part of senior executives
since customers demand it

e Major user of EDL

e Increasing awareness of the
importance of EDI as a source
of competitive advantage for
the industry

e Big differences in EDI usage
between large and small
organizations

® Mix of large corporations
and small “mom and pop™
shops. many from within the
textile industry

e Retailers. other industnal
custormers

e Sophisticated EDI
was more likely
between trading partners

who were large corporations

e Lack of skill sets in IS

e Lack of stability due
to recent downsizing
e Qutsourced specialists

e Medium level of
commitment with
increasing awareness of
the imponance of EDI

e Diverse user of EDI,
particularly between
large organizations

e Variety of suppliers
from different industnes

» Mainly other industrnal
customers

e Sophisgcated EDI
more likely berween
large organizations

e Skilled IT staff

o Indusoy leader in
EDI implementation

* Extremelv commined

e Deadlines and help
issued to suppliers to
become EDI compatible

* Some customer
segments (retailing) are
high depth users of
EDI. However. not all
tobacco companies are
extensive EDI users.

e Mix of large and
small suppliers from
different industries

e Mainly retailers

e Sophisticated EDI
transactions more likely
at large banks

e Uses diverse IS products
and services

e Leading edge
technology

e Large [T investments

e Skilled IT staff

e Exwremely committed

e Senior management
Recognizes electronic
Products as an important
source of furure growth
e Many large banks use
EDI extensively

e Industry groups working
towards new electronic
products and services

e Individual depositors. other
financial institutions. and the
government

o Individuals. commercial
customers (large and small).
and other financial institutions
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Table 6
Consequences of EDI use

Sub-categories Concepts

Textiles

Chemical

Tobacco

Bank

Industry consequences  Competitive advantage

Conflicts

Organizational Financial performance

consequences

Improved customer

service

New products/services
Individual IS personnel
conseguences

Non-[S personnel

e Industry standards

e Involvement in projects
w/associations and
universities

e Standards

e Beiween small versus
large suppliers,

e Market share
improvement

e Cost savings (some
companies)

e Better information
availability

e Quick response 10
changing customer needs
¢ Vendor managed
replenishment

e Leamn new technology
and business integration
e Direct interaction with
customers (especially if
problem)

e Problems highly visible
to management

e Learn new technology

e Auditing concerns

e Understand changes
in business processes

e Industry standards

e Standards — different
requirements from
different industries they

supply

e Market share
improvement

o Cost savings(inventory,
paperwork)

¢ Better information

availability

e Just-in-time for its
customers

e Just-in-time with
ASN

e Learn new technology
and business integration

e Direct interaction with
customers (especially with
problems

e Problems highly visible
10 management

e Accompany salespersons
on customer calls

e Learn new technology

e More interaction with
IS (salesforce)

e Security and auditing
concermns

e Lecal concemns with
electronic transactions

e Industry standards

e Berween small versus
large suppliers

¢ Sustaining market
share

e Cost savings (inventory,
paperwork, people)

e Better information
availability

e Vendor managed
replenishment

e Learn new technology
and business integration
e Direct interaction with
customers (especially
with problems)

e Leamn new technology

« More interaction with
IS (salesforce)

e Security ind auditing
concems

e Lecal concerns with
electronic transactions
« Impact on iobs

e Industry standards

e Financial services
consortium

¢ Banks and other financial
services providers

o Market share improvement
e Reduce cost for customer

e New products/services
e Better information
availability

e Innovative services

e Cash management

e Comprehensive payables
e Learn new technology
and business integration

e Direct interaction with
customers

e Accompany salespersons
on customer calls

e Learn new technology
and business uses

e More interaction with
customers and IS

¢ Security and auditing
concermns

e Legal concemns with
electronic transactions
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FOREWARD

This Model Electronic Data Interchange Trading Partner
Agreement and Commentary were prepared by- the Electronic
Messaging Services Task Force under the auspices of the
Subcommitiee on Electronic Commercial Practices of the Uniform
Commercial Code Committee, Seclion of Business Law, of the
American Bar Association.

The Model Agreement and Commentary are to be used by
anomeys in advising clients who are establishing commercial
trading practices which implement electronic data interchange
("EDI"). The format of the Model Agreement and Commenlary is
considered an appropriate manner in which to identify the issues
arising in EDI and to suggest uniform approaches in response.
However, it is not intended that the Model Agreement represent the
only form in which those issues may be addressed by counsel
considering the underlying business relationships. Those reviewing
the Model Agreement and Commentary are strongly encouraged 1o
consider and study their provisions and to use independent judgment
as Lo the effectiveness of the provisions of the Model Agreement and
the advisability of their use in particular transactions.

The Model Agreement and Commentary reflect the views of
those involved in their preparation; neither the contents of the Model
Agreement and Commentary, nor the opinions expressed therein,
represent the views, in whole or in part, of the American Bar
Association or any part thereof.

Background

Beginning in the early 1970's, ED] was introduced as a method
by which business data could be communicated electronically
between computers in standardized formats in substitution for
conventional paper-based documents. The commercial implemen-
tation of EDI to effect the purchase and sale of goods has
experienced exponential growth, and has begun to change the
mauner in which contracts are negotiated and created.

In April 1987, the Subcommittee on the Scope of the Uniform
Commercial Code, of the Uniform Commercial Code Commitiee,
Section of Business Law, of the American Bar Association, through
the Electronic Messaging Services Task Force, initiated a study lo
examine the effects of electronic commerce upon fundamental
principles of contract law and related legal issues. In 1988,

o

Electronie Dara Interchange Maodel Agreement 1719

that Subcomniitiee issued a responsive report, enli tronie
Me;sagmg (ABA Publication No. 507-02]8. 1‘988) :'{r?:‘ll il:lelﬁ::r?;;:i
a further examination of EDI and other electronic messagi'ng
systems (a) to determine how contract formation and related issues
we.re_ bemg_ addressed by existing agreements, (b) 1o ides‘nif‘
possible uniform appr?uches to those issues, amf (c) 1o develop ﬁ
means of cominunicating to practicing attorneys the issues which
should be considered when drafting agreements for partie
condti;m;glbusmess through the use of EDL e
July 1989, in recognition of the contin i
electronic commerce and the legal issues which aliige szpﬁi}sﬂ 0;-
gf;nifggcogmgleeb on 9Eleclronic Commercial Pracl‘ices was
- clober 1989, the Electronic Me i ices
Tasl‘c_Force issued to the Subcommittee on Elec{r;:st?gn(ll‘gorr?r?lggﬁ
Praclices and to the Subcommittee on the Scope of the Uniforn
Commercial Code a report entitled The Commercial . Use o
Electronic  Data Interchange--A  Report, - 44 Bus. Law i
(June 1990). Counsel is encouraged 10 review the report in
conneﬁlonbwlm d;e use of the Model Agreement. §
embers of the Task Force responsible for the arati
gf the Model_ Agreement and Comﬁnenm-y were: [i\l;firégglmsn
Mz;umla (g.‘m}:b?dge. Massachusetts), Philip V. Otero (Rockville,
(Wi?m'n 2 effrey B. Ritter (Columbus, Ohio), Thomas J. McCarrhy’
Pe:msylrvg'zgg’) D'I%Iliw%{:s)k aléad Aniielia H. Boss (Philadelphia,
Peunsylvania). orce also wishes 1t i
invaluable comments and support provided byo szi%: Ee léi:;

(Grand Forks, North Dakota Chai i
i ) [ » alr
Electronic CommercialPracticcg. % O aubonies. o
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USE OF (0] AND NT

The following should be considered by counsel in reviewing
and implementing the Model Agreement and Comientary:

1. Provisions of the Model Agreement contained in
brackets ([ ]) identify options for counsel to consider; in
several cases, the bracketed language represents alterna-
tives presented within (he Model Agreement, while in
other instances the provisions are themselves presented
as optional.

2 The Commentary has the following purposes:

- To explain how the Model Agreement works, the
purposes of each section and the intended effect
of certain provisions in the context of existing
commercial law.

- To provide background technical information
relating to certain aspects of EDI and prevailing
general industry practices.

- To provide specific drafting considerations on the
manner in which provisions of the Model Agree-
ment may be utilized or modified in preparing a
definitive agreement.

% The Appendix is an essential component of the Model
Agreement. The parties should use the Appendix to sel
forth information essential to the proposed trading
relationship as well as additional terms and conditions.
Counsel should not consider the "Appendix merely a
“technical" item; rather, it is the field upon which
mutual business decisions which affect the substance of
the relationship of the parties, as well as the validity and
enforceability of the underlying transactions, are 10 be
specified. For that reason, the format of the Appendix is
a suggested format, but does not represent a required
structure. Counsel is encouraged to adapt the form and
content of the Appendix to meet the requirements of any
particular business . ' ‘tionship.

Electronic Data Inierchange Model Agreement 1721
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- MODEL
ELECTRONIC DATA INTERCHANGE
TRADING PARTNER AGREEMENT -

THIS ELECTRONIC DATA INTERCHANGE TRADING
PARTNER AGREEMENT (the "Agreement") is made as

of ___ ,19_, by and between ("ABC™,
a corporation, with offices at
and ("XYZ"), a corporation, with
offices at ;

RECITALS

ABC and XYZ desire to facilitate purchase and sale transactions
("Transactions") by electronically transmitting and receiving data in
agreed formats in substitution for conventional paper-based docu-
ments and to assure that such Transactions are not legally invalid or
unenforceable as a result of the use of available electronic
technologies for the mutual benefit of the parties.

NOW THEREFORE, the parties, intending to be legally bound,
agree as follows:

Comment

1. The scope and purposes of
the Agreement are as follows:

may wish 1o consider the
Agreement in developing suil-
able provisions for use in

- The Agreement is to be used

between commercial trading
partners; the Agreement is not
intended for use in consumer
Lransactions.

The Agreement is to be used
only in connection with do-
mestic  purchase and sale
transactions involving goods,
as contemplated by Anicle 2
of the Uniform Commercial
Code (the "Code"). Counsel

other types of EDI relation-
ships, such as those which are
intemational in scope, or
which involve the perform-
ance of services (including
transportation and shipping
activities).

The Agreement is inlended
to facilitate the commercial
relationship of the trading par-
ties. The Agreement does not
generally advocate particular

>
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solutions to what are essen-
tially businegs issues; freedom
of contract is encouraged.

. The Agreement docs not
attempt to resolve all aspects
of commercial trading rela-
tionships which are within the
scope of Article 2 of the Code.
Counsel is cautioned to con-
sider the additional issues
which arise from the under-
lying Transactions (issues
which are not unique to the
use of EDI) and to develop
appropriate responses.

2. Cenain provisions of the
Agreement have the effect of
varying the application of pro-
visions of Article 2. In this respect,
the Agreement implements two of
the fundamental purposes of the
Code, namely (a) to simplify,
clarify and modemize the law
governing comunercial transactions,
and (b) to permit the continued
expansion of commercial practices
through custom, usage and agree-
ment of the paries. See UCC
§ 1-102(2). ln order to accomplish
these purposes, the Code is lo be
liberally construed and applied.
See UCC § 1-102(1). This flexibil-
ity is intended to allow the
underlying principles to be devel-
oped in light of unforeseen and new
circumstances and practices. See
UCC § 1-102, comment 1. Freedom
of contract is also an important
principle of the Code. See UCC
§ 1-102(3) and § [-102, comment
2. Thus, parties are free to vary by
agreement the effect of all provi-
sions of the Code, except to the
extent the general obligations of
good faith, diligence, reason-
ableness and care may not be

displaced. See UCC §1-102(3)
and § 1-102, comment 3.

3. The Recitals set forth the
mutual intention of the parties for
valid and enforceable obligations to
result from the electronic comnmu-
nication of data in substitution for
conventional paper-based docu-
ments. See also Sections 1.1, 2.1
and 3.3, and the Comments thereto.
The execution and delivery of the
Agreement and the performance of
Transactions, together with the con-
duct of the parties in accordance
with its terms, should be considered
sufficient to show the existence of
contracts for the sale of goods. See
UCC § 2-204.

l. The Agreement does not
designate either party as buyer or
seller. Either party may, therefore,
purchase or sell goods in accord-
ance with its provisions, unless
appropriate modifications are made.
For example, counsel may wish to
add to the Appendix, as to each
Document (as defined in Section
1.1), which party may be the
"Sender’ of that Document. See
Sections 1.1 and 3.1, and the Com-
ments and Drafting Considerations
thereto.

2. Consider whether either or
both of the parties are merchants,
and the implications under the Code
of that classification on the under-
lying commercial relationship and
the rmules of conduct which are
defined by the Agreement. See
UCC §§2-104(1) and 2-104(3).
Note that if the parties are not
corporations, appropriate changes
should be made.

e kAL
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Secction 1. Prerequisites.

1.1. Documents: Standards.

Each party

may electronically

transmit 10 or receive from the other party any of the transaction sets
listed in the Appendix, (transaction sets which the parties regularly
transmit] and transaction sets which the parties by written agrecment
add to the Appendix (collectively "Documents"). Any transmission
of data which is not a Document shall have no force or effect
between the parties unless justifiably relied upon by the receiving
party. All Documents shall be transmitted in accordance with the
standards [and the published industry guidelines] set forth in the

Appendix.

mmen

eneral:

1. Establishing an EDI trading
relationship, by necessity, involves
a series of decisions, primarily
technical in nawre, by both partie.
regarding: (a) the formats in which
the data will be transmitted, and the
standards and possible implementa-
tion guidelines to be adopted in
connection with such formats; (b)
the possible selection of third-party
service providers (as well as the
various business decisions required
in connection with establishing
such relationship); and (c) the
development and maintenance of
appropriate computer and com-
munication systems and security
procedures. Section 1 and the
Appendix provide a framework for
the parties to mutually structure
these decisions. Compliance with
the provisions of Section | will
confirm their intent to give legal
significance to the transmissions.
See Sections 2.1, 2.3 and 3.3.3, and
the Comments thereto.

2. Implementing EDI should
also involve careful evaluation of

existing internal business pro-
cedures and controls of the parties
relating to paper-based commercial
practices, and. consideration of the
extent to which such procedures
and controls should be strengthened
and/or modified in connection with
the establishment of an electronic
communication and trading envi-
ronment. For example, authoriza-
tions to release purchase orders or
approve payments, as well as rules
regarding secunity and confidenti-
ality, should be reviewed. See also
Sections 2.1 and 3, and the
Comments thereto.

3. This Section contains the first
use of "by written agreement” or
"in writing" in the Agreement. The
Agreement provides the flexibility
to allow notices, modifications,
qmendments or other communica-
tions required or permitted by the
Agreement to be "in writing" 10
consist of electronic transmissions,
but only if the transmissions salisfy
the criteria of the Agreement for
"Signed Documents” (as defined in
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Section 3.3.2). Alternatively, the
Agreement could specify paper-
based writings are required, if the
parties consider it appropriate.

Documents:

4, "Transaction sets" define the
types of data which the specified
transmission must contain and the
format in which the data must
appear. Transaction sets function
like conventional paper document
forms, and include purchase orders,
requests for quotation, purchase
order acknowledgements, invoices,
remittance advices and purchase
order change requests. In addition,
transaction sets exist in which "free
text” may be communicated as a
segment; this type of transaction set
would be appropriate for notices,
modifications or amendments (such
as those described in Comment 3
above).

5. The Agreement generally
applies only to those transmissions
of data classified as "Documents”
under Section 1.1. At a minimum,
transaclion sets listed in the
Appendix  (including subsequent
additions) are Documents.

6. The Agreement provides, as
an option, for transaction sets
which are not listed in the
Appendix but which are regularly
trapsmitted to be considered as
Documents. No attempt to define
"regularly tmnsmit" has been made.
However, sge Section 3.3.3 (and
UCC § 2-208).

7. The “regularly transmit"
option should be considered when
both parties wish to give effect to
new transaction sets without express

prior agreement. Parties who wish
to retain tight control over which
transmissions qualify as Docu-
ments under Section 1.1 will
eliminate the "regularly transmit"
option from the Agreement. Note
that, if the "regularly transmit"
option is not included, regularly
transmitted transaction sets may
still be given effect, though incon-
sistent with the terms of this
Agreement. See UCC §§ 1-103,
2-208 and 2-209. In addition, such
parties may wish to eliminate from
the second sentence of Section 1.1
the phrase " . . . unless justifiably
relied upon by the receiving party”
or make other modifications to, or
entirely delete, that sentence. Note,
however, that such changes may
not effectively prevent a trans-
mission which is not a Document
from having legal effect, where the
receiving party has under the cir-
cumstances, including the language
in the Agreement, justifiably relied
on that transmission. See Comment
6 above and Comment 8 below.

8. The second sentence of
Section 1.1 is not intended to aller
the law of reliance; the provision
simply prevents a party which has
transmitted data from avoiding the
legal effect of the receiving party's
justifiable reliance merely because
the format had not been previously
classified as a Document. However,
note that the remaining provisions
of the Agreement relaling to Docu-
ments are not applicable in those
circumstances. See, for example,
Sections 1.2.3, 2.1, 3.3, and 4.6.

Standards:

9. "Standards" are the uniform
specifications for the electronic

1N
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interchange of business data and
include provisions of the structure
and format of data as well as the
transmission of the formatted data.
There are aiso slandards, among
other things, for certain security
and communication procedures.

10. The selection of applicable
standards is a matter of some
flexibility. The parties may mutu-
ally select and utilize one or more
sets of recognized standards, or,
within certain  technical limits,
customize those standards to their
mutual benefit. Existing technol-
ogy also permits each party to
adopt a different standard for
vansmission of a Document, with
Providers (as defined in Section
1.2.1) subsequently conforming the
different formats 1o each party’s
adopted standard.

11. Vinually all standards for
ED! include detailed technical
requirements to facilitate EDI,
including transaction sets, data dic-
tionaries, segment dictionaries and
other uniform controls. Pursuant to
the provisions of the Appendix, the
selection by the parties of applic-
able standards acts to incorporate
by relerence these additional re-
quirements.  Should the parties
desire to exclude or modify any of
such requirements, such changes
may be made in the Appendix.

Guidelines:

12. "Published industry guide-
lines"” contain recommended
procedures and  iniplementation
guidelines for the use of EDI within
particular incustry groups (recent
examples include guidelines of the

automotive, chemical and pimma-
ceutical industres).. In conist to
standards, which require -ompli-
ance for the effective intezhange
of data, guidclines generaly are
intended to aid implenuitduon
among trading partners. TheAgree-
ment, as an option, proviles the
parties the ability 10 requi* com-
pliance with any guidelines \f’hzch
they mutually adopt and speafy.

13. Counsel should arefully
evaluate any available guidlines to
assure that any conflicis between
the guidelines and the sandards,
or between different gidelines,
are understood and resoled. The
adoption of certan guidelines, for
example, may affect the prOCESs of
contract formation in an utntendecy
manner, since several curreng
guidelines suggest certal proce.
dures (e.g., which Documents are
acceptable responses to ober spec.
fied Documents) which M2y be in
conflict with what the parues my.
wally negotiate and specify in the
Appendix. Language inibe Apper,.
dix has been included to avoid thijg
result by subordinating the content
of any selected guidelines (o the
provisions of the Agreement.

J4. Counsel should evalunte
whether any existing Suidelines,
whether or not adoptd, may be
cousidered, in any interpretation of
the Agreement, as a usage of Irade
to be considered with ©£Spect 1o any
Transaction. See UCC$§ 1-205(2),

|. The parties should idenj

ardd list the transaction Sets which
may be transiitied between them

%
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as Documents. The Appendix is
structured in accordance with most
common methods of identifying
Documents. However, proprietary
Documents, not bnsed upon any
particular standard, may also be
utilized and listed.

2. In specifying Documents in
the Appendix, it is recommended
that the parties agree that any
selected Document be communi-
cated only in the then current
release version or the release ver-
sion immediately preceding the then
current release version. Consistent
with the provisions of Section 1.3,
this will require the parties to
periodically install new release
versions of software corresponding
to new revisions of the applicable
standards. See Section 1.3, and the
Comments thereto. Counsel may
wish 1o consider establishing a time

1.2. Third Party Service Providers.

frame in which any such releases
must be installed.

3. In completing the .‘t{»pemlix,
any transactlon set listed as an
Acceptance Document (pursuant to
Section 2.3) should also be listed as
a Document. See Section 2.3, and
the Comments thereto.

4. The Agreement penmils any
Document specified in the Appendix
to be transmitted by either party.
If this result is not desired,
appropriate restrictions should be
specified in the Appendix. See
Recitals, Drafting Consideration 1.

5. If the parties do not wish
transmissions which are not Docu-
ments to be given any force or
effect, appropriate changes may be
made. See Comments 7 and 8
above.

12.1. Documents will be transmitted electronically to each party
either, as specified in the Appendix, directly or mlrough any third
party service provider ("Provider”) with which either party may
contract. Either party may modify its election (0 use, not use or
change a Provider upon 30 days prior wrilten notice.

Comment

I. Section 1.2 provides the
structure to specify the channel(s)
of communication to be used in
tmnsmitting  Documents between
the parties. Transmissions may be
made direcly between the panies
or through Providers. To the extent
Providers are selected, Section
1.2 provides a framework for

considering those aspects of the
trading partners’ relationship under
the Agreement which are related to
the use of Providers.

2. Among other things, Pro-
viders function as electronic mail
processing systems and may (a)
maintain electronic "mailboxes” into

g

which  communications can  be
pinced for‘trading partners, and (b)
mterconnect with other Providers
1o permit cominunication between
their respective customers. Provid-
ers have become- an important
aspect of general industry practice
relating to EDIL.

3. Section 1.2.1 provides maxi-
mum flexibility for each party to
choose and maintain the desired
channel of communication. Deci-
sions 1o communicate directly or
through Providers will be affected
by factors such as cost, the nature
of available services, the volume of
transmissions, the bargaining power
of the respective parties and
continued evolutions in technology.

4 Counsel should note that
Section 1.2.1 requires the parties to
have contracted with any Provider
specified for them in the Appen-
dix. This assures that each party
has obtained the availability of each
such Provider,

12.2. Each party shall be res

Provider with which it contracts,
Appendix.

5. Notice of any modification of
a party’s election provides a re:-
sonable opportunity for the other
party to mch corresponding ndjust-
ments in operations, Generally, 30
days is considered, consistent with
general industry practice, as a
reasonable notice period; however,
that period may be adjusted, based
on what may be reasonable for a
particular relationship.

Drafting Considerati

I. If the parties elect to
communicate directly, counsel may
wish to consider specifying in the
Appendix  appropriate technical
information,

2. If either party uses one or
more Providers, the names and
related information of such Pro-
viders are to be set forth in the
Appendix. If Providers are to be
used for particular services or
transactions, such indications would
be appropriate in the Appendix.

ponsible for the costs of any
unless otherwise set forth in the

Comment

. Section 1.2.2 permits the
parties 10 allocate between them the
various expenses incurred in the use
of Providers. Such expenses relate
to the basic services of trans-
mission, receipt, data storage, and
data translation as well as addi-
tional ~services which may be
offered. Counsel should consider
the effect of this Section 1.2.2 when.
Providers offer a service permitting

the parties to automatically agree
on-line as to the allocation of these
types of expenses.

2. The Agreement is consistent
with the general industry practice
within a paper-based environment
that each party absorb its respective
communication costs (ie., post-
nge, courier costs, and printing
expenses),
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provided in Section 1.2.2, such
allocation may be added in the
Appendix; po change in the
Agreement is required.

Drafting Considerations

To the extent the parties allocate
costs in a manper other than as

[1.2.3. Each party shall be liable for the acts or omissions of its
Provider while transmitting, receiving, storing or handling
Documents, or performing related activities, for such party;
provided, that if both the parties use the same Provider to effect the
transmission and receipt of a Docuinent, the originating party shall
be liable for the acts or omissions of such Provider as to such

Document.]

Comment

1. This optional Section permits
the parties to establish contractual
responsibility between them for the
conduct of their respective Pro-
viders. This Section, if used, has
tbe effect of providing a clear rule
within the Agreement for allocating
the risk of loss between the parties
arising from the Provider’s conduct.
If this Section is omitted, the parties
will have no contractual liability to
cach other under the Agreement for
the conduct of their respective
Providers, except where such con-
duct ‘is attributable to either party
and causes such party to breach the
provisions of the Agreement.

2. The originating party is
responsible for the acts of a shared
Provider on the basis that such
party initiates the final action, with
respect 0 any Document, to use the
Provider.

3. The Agreement does not
address the respective right of
either party to assert claims against

any Provider under any applicable
service contract, nor does the
Agreement alter the liability of the
parties to each other, if any, pur-
suant to any applicable legal
principles.

Drafting Considerations

1. Liability arising under Section
1.2.3 is subject to the exclusion of
damages contained in Section 4.6;
counsel should consider whether
this result is appropriate. The
possible effect of Section 4.5
(Force Majeure) to relieve a party
of liability under Section 1.2.3
should also be evaluated.

2. Note that Section 1.2.3 does
not act to allocate liability between
the parties where a Provider is not
used. See Section 1.2.1.

3. This Section, if used, may be
modified to allocate liability in any
other manner upon which the
parties agree.

T
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1.3. .,Sygt_ggu__(_)_;@[ggqgs. Each party, at its own expense, shall-
provide and maintain the equipment, software, services and testing
necessary to effectively and reliably transmit and receive Documents.

QQmment

I. This Section imposes a
reciprocal obligation upon the
parties (o support effective and
reliable communications, and allo-
cates the related costs.

2, Consistent with general
industry practice, the obligation to
“maintain” is intended 1o require
the parties to update the specified
items as necessary to assure that
effective and reliable communica-
tions are maintained in accordance
with prevailing commercial prac-
lices and lechnology. See Section
I, and the Comments thereto.
Section 1.3 may require, therefore,
additional bardware or software
acquisitions by the parties as well

as the possible adoption of new
security procedures satisfying the
requiremnents of Section 1.4,

3. The conduct of the parties in
establishing and maintaining effec-
tive and reliable communication
enhances the reliability of Docu-
nients (including their content).
See Sections 2.1, 3.3, and the
Comments thereto.

e —

To the extent the parties agree
upon a different allocation of
expenses, appropriate changes may
be made.

1.4. Security Procedures. Each party shall properly use those
security procedures, including those specified in the Appendix, if
any, which are reasonably sufficient to ensure that all transmissions
of Documents are authorized and to protect its business records and

data from improper access.

I. Adequate security procedures
are recognized by general industry
practice as critical to the efficacy of
electronic communication.  This
Section imposes affirmative duties
Lo use security procedures to ensure
the reliability of the communica-
tion systems and resulting business

ent

records. The use of adequate secu-
rity enhances the reliability of those
records and enhances the ability to
prove the substantive terms of any
underlying commercial transaction.
See Section 3.3.4, and the Com-
ments thereto.
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2. This Section imposes two
obligations. First, each panty must
use securily procedures sullicient to
"reasonably" ensure proper authori-
zation of transmissions. I a party
fails to adequately secure its trans-
mission activities, it may be liable
for any unauthorized transmissions,
and the consequences thereof.
Second, each party must use
security procedures sufficient to
"reasonably”  protect  business
records and data from improper
access. In this case a failure to
comply may again result in
liability. This second obligation,
when properly performed, also
gives one party some measure of
assurance that its own operations
will not be subject to improper
access through the systems and
operations of the other party. A
party failing to meet this second
duty would, in addition, likely be
estopped from subniitting its
records as superior to those of the
other party, where the other party
has properly met its own duty under
Section 1.4,

3. Security ﬁrocedures may be
far-ranging in both sophistication
and detail. Examples include the
confidental exchange of Signatures
(see Section 1.5) to authenticate the
parties and the content of Docu-
ments which are transmitted or
received, the exchange of encryp-
tion keys (by which the content of
comrnunications may be scrambled
and unscrambled only pursuant to
the exchanged keys), physical
control of access to equipment and
facilities, and the exchange of
identifying information regarding
the tenninals from which autho-
rzed EDI wansmissions may

originate (which identifying infor-
mation may be contained as part of
the electronic "envelope™ in which
transmissions are exchanged).

4, Whether in any circumsiance
procedures  which  have been
adopted or implemented will be
considered as ‘“reasonable" will
vary based on the size and relative
sophistication of the parties, the
complexity of the operations of
the parties, the nature of the
communications and the underlying
commercial transactions and
additional factors. This Section
provides an objective but flexible
test by which to measure the
conduct of the parties. See UCC
§ 1-204(2).

5. Under this Section, the
parties may specify in the Appendix
additional security procedures in
connection with either or both of
the requirements described in the
above comments. This provision
provides flexibility; as EDI and
related technologies continue 1o
advance, increasingly sophjsiicaled
security procedures will likely
emerge which may be appropriate
for one or both parties to imple-
ment. Parties should consider
specifying in the Appendix any
existing, generally accepted security
procedures, special industry stand-
ards and any proprietary or unique
security procedures required by the
underlying commercial relationship.

6. This Section encourages the
parties to mnegotiate the level of
security required to induce them to
enter Transactions. See Section
3.3, Comment 5. However, to the
extent any duty of care may exist

Flectronie
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between the parties, liability may
also arise at common  aw, Sce

UCcC § 1-103.

7. This Section relates to
obtaining access to business records
arcl data; the use of such records
and data is covered by Section 3.2.
Counsel  should consider the
relationship between security pro-
cedures required by Section 1.4 and

the treatment of confidentiality in
Scction 3.2,

Dralling Considerations
C_ol:mscl should note that the
provisions of Section 4.6 (Exclusion
of Damages) do not apply to any

breach of the obligations arising
under Section 1.4.

1.5. Signatres. Each party shall ado i i
2lpnatures.  E Ity adopt as ils signature an

elcctromr_: identification consisting of symbol(s) or code{s% which are

to be affixed to or contained in each Document transmitted by such

party (“Signatures"). Each party

agrees that any Signature of such

party affixed to or contained in any transmitted Docum

[ : enl shall be
sufficient to verify such party originated such Document, Neither
party shall disclose to any unauthorized person the Signatures of the

other party,

mmen

1. This Section establishes a
mechanism for the adoption by
each party of an electronic
signature by which each Document
may be signed. UCC § 1-201(39)
defines "signed" to include . . . any
symbol executed or adopted by a
party with present intention to
authenticate a  writing (emnphasis
added).” Use of a Signature is
important to establishing the valid-
ity of any EDI communication. See

Section 3.3, and the Comments
thereto.

2. This Section requires each
party 1o adopt a Signature, but-
retains considerable flexibility as to
what symbols or codes shall be
adopted. The decision of each
paty will be made in light of

existing technology, the relative
sophistication of the parties, the
requirements of applicable stand-
ard; and any security procedures
which are in use. A party may
select as its Signature the use of its
name on a Document (similar to a
form of purchase order imprinted
with  the buyer's name and
containing no other authorized
signature). What is important is
that the use of the adopted symbol
or code reflect the intent to
authenticate required by the Code.
Regulating the use of any Signature
may also be part - of security
procedures required by the Agree-
ment; counsel should evaluate any
such procedures to assure that the
required intent to authenticate is
preserved.
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3. The electronic signature of
any party may change from time o
time, in order to protect 1S
confidential character. Accordingly,
the Appendix does not provide for
disclosure of any Signature, but
relies on general indusiry practice
for the exchange of Signatures
by other means of communication.
If any Signature is used by a party
as part of adopted security proce-
dures the practice of periodically
changing the Signature could be
considered as copsistent with the

Section 2. Transmissions.

obligations of such party under
Section 1.4 to use reasonable
securily procedures,

4. The last sentence of Section
1.5 prohibits only disclosure of the
Signatures of the otber party. If
security procedures required by the
Agreement relate to non-disclosure
of Signawres, a party which dis-
closes its own Signature to an
unauthorized person may breach
the provisions of Section 1.4.

2.1. Proper Receipt. Documents shall not be deemed to have
been properly received, and no Document shall give rise to any
obligation, until accessible to the receiving party at such party's
Receipt Computer designated in the Appendix.

Comment

. The increased speed and
accuracy of electronic commerce
fundamentally differ when com-

pared to  contract  formation
practices in a paper-based envi-
ronment. Parties engaging In

electronic commerce have the abil-
ity to efficiently determine whether
a particular transmission has been
received by the other party, whether
any lransmission is inconsistent
with prior business arrangements,
or whether any transinission may be
outside negotiated contractual lim-
its. Consequently, the procedures
of electronic commerce, when
effectively implemented, offer the
opportunity (o achieve greater
certainly in the contracting pro-
cess. Section 2 provides a

framework for the effecuve
implementation of those procedures
for the mutual bepefit of both
parties. The provisions set forth
rules pertaining to the liming of
receipt (Section 2.1), the obligation
of the receiving party to verify
receipt (Section 2.2), the manner in
whicﬁ acceptance occurs within an
EDI environment (Secton 2.3), and
the disposition of unintelligible or
garbled transmissions (Section 2.4).

2. Section 2.1 provides that no
Document may create any !egal
obligation until properly received.
This Section, therefore, represents a
departure from the "mailbox rule”
and parallel legal doctrines. Since
the technology exists by which the

AL A
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party originating the transmission
of any Document can effectively
confinn receipt has occurred, it is
inappropriate that the mere dispatch
of any Document should be
sufficient for any legal purpose.

3. "Properly received" requires
that the transmitted Document be
accessible at a computer designated
by the receiving party. This permits
each party to determine the appro-
priate system location. A Receipt
Computer may be the computer of
the third party service provider, the
computer of either party or a
specific terminal within a party’s
intemal petwork (for example, a
billing supervisor's desk). The
Receipt Computer should be
situated to enable the receiving
party to promptly and properly
trapsmit a functional acknowledge-
ment upon proper receipt of any
Document, as required by Section
2.2. Such acknowledgement may
be sent by the Receipt Computer or
by a computer with which the
Receipt Computer communicates.
Counsel should review the appli-
cable operalons to ensure that a
functional acknowledgement cannot
be transmitted before a Document
reaches the Receipt Computer.
Counsel should carefuily consider
the effects under remaining pro-
visions of the Agreement of
selecting as the Receipt Computer a
computer which is not under the
respective control of each party.
Note that receipt does not require
that any Document actually be
examined, only that the Document
be accessible. In a paper-based
environment, this is similar to when
a letter is delivered, but the
envelope remains unopened. Each
party thereby defers "receipt” untl

the "right" person or machine has
an opportunity lo have access to the
transmitted data.

4. Note that Section 2.1 operates
to relieve both patties from any
obligation untl the Document has
been properly received.

5. Except as described in
Comment 2 above, the provisions
of Section 2 are not intended to
displace other applicable laws relat-
ing to contract formation or the
underlying commercial relationship
of the parties.

6. Several examples which
illustrate the operation of the
provisions of Section 2 appear at
Section 2.4, Comment 6.

iderati

1. In identifying the proper
Receipt Computer, counsel may
wish to consider, by example,
current intemnal practices of the
patties for giving notice under
existing agreements and identify
the person designated for such
purposes (see Section 1.1, Commeni
2). Since vinually any Document
may be sent without direct human
involvement, care should be taken
that adequate controls have been
established regulating the level of
approval (and human authorization)
required to properly receive any
Document.

2. Counsel should consider
whether any modification by either
party under Section 1.2.1 will
require conforming changes in the
designation of the Receipt Com-
puter for such party.

(Hg)
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2.2. Verification.

Upon proper receipt of any Document, the

receiving parly shall promptly and properly transmit a flﬂl?ll(}n}il!
acknowledgement in return, unless otherwise specified in the

Appendix. A functional

acknowledgement

shall constitute

conclusive evidence a Document has been properly received.

mmen

1. In light of the capability of
technology to facilitate nearly
immediate verification of receipt,
and also to verfy that no dpfecl in
receipt has occurred, Section 2.2
imposes an affirmative obligation
to provide verification of receipt.
Effective  verification  practices
increase the opportunity for the
early detection and resolution of
transmission errors, thereby reduc-
ing the exposure of both parties to
possibly significant damages.

2. A "functional acknowledge-
ment" is a transaction set which
confinns that receipt of a Document
(in the format specified by such
functional acknowledgement) has
occurred and that all required por-
tions of the Document have been
received and are syntactically cor-
rect, but otherwise does not confirm
the substantive content of the related
Document. A functional acknow-
ledgement can verify receipt, but is
also designed to identify whether,
in fact, omissions or errors in for-
mat or syntax have occurred. To the
extent a party transmitting a func-
tional acknowledgement identifies
any errors or omissions, such notice
would satisfy the notice require-
ments of Section 2.4. See Section
2.4, and the Comments thereto.

3. A party will "properly trans-
mit" a functional acknowledgement

or Document if it has been trans-
mitted in a manner which complies
with the provisions of Section 1.

4, Whether or not verification is
provided will not wter‘lhe legal
significance of the initial Docu-
ment; Section 2.1 controls in that
respect.

5. Counsel may wish to evaluate
whether any circumstances exist
where the affirmative obligation to
verify receipt should not be
imposed and make appropriate ex-
ceptions in the Appendix. For
example, a panty’s system may not
include functional acknowledge-
ments or the parties may elect to
verify in another manner, such as
transaction sequence checking.

6. A party initially transmitting
a Document may have an obligation
to make reasonable inquiries or take
other actions to discharge any duty
which may exist to mitigate dam-
ages arising from a breach of the
provisions of Section 2.2 by the

receiving party.

7. The conclusive quality of a
functional acknowledgement estab-
lished by this Seclion assures that
subsequent reliance thereon s
reasonable.
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2.3. Acceptance. If acceptance of a Document is required by the
Appendix, any such Document which has been properly received
shall not give rise 10 any obligation unless and unil the party
mitially transmitting such Document has properly received in retumn
an Acceptance Document (as specified in the Appendix).

Comment

1. Section 23 unambiguously
indicales, with respect to the offer
and acceptance of any contract, that
no obligation will arise except upon
satisfaction of the provisions of the
Agreement. See UCC § 2-206(1).
The parties, by designating appro-
priate Acceptance Documents, have
the opportunity to define what will
constitute acceptance and can assure
that no contract arises from P
Document until there has been mu-
twal and certain agreement upon the
terms contained in such Document,

2. This Section permits the
arties  to  designate Acceptance
ocuments for Documents not
specifically included in the contract
formation process.

3. An Acceplance Document
might be a computer generated
response or a more significant
communication, possibly requiring
human evaluation at the receiving
end. Selection of the appropriate
Acceptance Document in a partic-
ular context may also be influenced
by the manner in which either party
interacts with its Provider and by
the commercial relationship of the
parties. Note that Section 2.3
operates (o relieve both parties
from any obligation until an
Acceptance Document has been
properly received in retum,

4. Note that the party receiving
a Document also controls whether
the Acceptance Document is 1o be
sent. If the proposed terms or
content of an initial Document is
objectionable, neither party has any
obligation if the Acceptance Docu-
ment is not properly received in
return,

Drafiine Copsideran

1. In identifying possible Accep-
tance Documents, counsel may wish
lo consider, by example, current
intemnal practices of the parties for
giving notice under . existing
agreements and identify the person
designated for such purposes (see
Section 1.1, Comment 2). Since
virtually any Document may be
sent without direct human involve-
ment, care should be taken that
adequate controls have been estab-
lished regulating the level of
approval (and human authorization)
required to Lransmit any Document,

2. Counsel is strongly encour-
aged to review the substantive
content  of possible Acceptance
Documents in selecting the appro-
priate  confirmation of any
Document.  For example, in
response to a purchase order, the
Acceptance Document may be:

STENETTIRARAT]
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- a purchase order ac-

knowledgement (which
substantively confirms the
terms of the purchase
order); or

- a shipping notice (specify-
ing that the goods have
been or will be shipped;
see UCC § 2-206(1)(b)).

3. For certain Documents (for
example, a notice of rejection
of goods from the buyer), no
Acceptance Document will be
appropriate. Note, however, if the
buyer, having sent such notice does
not receive a functional acknow-
ledgement in retum, the buyer is on
notice that its notice of rejection
may not have been received, and
should consider either re-sending
the notice, or providing such notice
by means other than EDI. See UCC
§ 1-201(26).

4. Counsel may wish to consider
applicable industry implementation

24. Garbled Transmissions.

guidelines in selecting appropriate
Acceptance Documents. See Sec-
tion 1.1, Comments 2 and 13.

5. Counsel should also consider
what effects, if any, the selection
and use of Acceptance Documents
may have upon the additional
terms and conditions of the under-
lying commercial relationship,
which  may more specifically

address contract formation issues

(>u. as the time period in which
offers must be accepted or rejected,
and the manner of comnmunicating
rejection, if at all), rights of
rejection and other matters. In
addition, notwithstanding the last
sentence of Section 3.1, counsel
should endeavor to assure that the
contract formation practices
developed under the Agreement are
consistent with any commercial
relationship  established by any
other agreement described in
Section 3.1. See Section 3.1, and
the Comments thereto,

If any ftransmitted Document is

received it an unintelligible or garbled form, the receiving party
shall promptly notify the originating party (if identifiable from the
received Document) in a reasonable manner. In the absence of such
a notice, the originating party's records of the contents of such

Document shall control.

Comment

1. Section 2.4 is intended to
apply only to unintelligible or gar-
bled messages, incapable of having
effective meaning or missing mate-
rial dala components, for which
the originating party may be iden-
tificd within the context of the

relevant Document. In those cases,
the originating party's records con-
trol unless the receiving party gives
prompt notification in a reasonable
manner. See UCC § 1-204. Such
notice may be given by other than
electronic means. The obligation to

Piiv Taie e dor
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provide notice under this Section
Is not burdensome in an electronic
enviroument, and has the advantage
of assisting the transmitting party to
correct promptly a miscommunica-
tion.

2. The phrase "unintelligible or
garbled" is not intended to include
Documents which are, in human
readable form. capable of being
read but which contain information
which the receiving party knows, or
has reason to know, may be incor-
rect. For example, if ABC has
always ordered no more than 200
pencils, its purchase order for
200,000 pencils should not be
considered unintelligible or garbled,
since pursuant to Section 2.1, the
parties can adopt a procedure where
XYZ can always review, confirm or
reject the substantive terms con-
tained in any Document.

3. Section 2.4 is not intended to
displace the applicable principles of
the law of mistake. See UCC
§ 1-103.

4. If, pursuant to Section 2.3, no
obligation arises with respect to a
Document otherwise subject to this
Section  because the required
Acceptance Document has not been
properly received in return, then
the fact that such Document is
unintelligible or garbled should
have no consequences under this
Section.

5. Section 4.6 (Exclusion of
Damages) clearly applies to lia-
bilities which may arise in
connection with any unintelligible
or garbled transmission; if the par-
ties wish a different result,
appropriate changes may be made.

6. The following examples
illustrate the opers*‘on of the pro-
visions of Sectic. taken as a
whole:

Example 1. XYZ has speci-
fied its mainframe computer as its
Receipt Computer. ABC sends a
Document to XYZ’s Provider, but
the Document is never made acces-
sible to XYZ's Receipt Computer.
ABC'’s transmission of the Docu-
nient has no legal effect.

Example 2. XYZ properly re-
ceives a purchase order from ABC
but never transmits in retum either
a functional acknowledgement or
an Acceptance Document. No con-
tract has been formed but XYZ is
liable for any damages suffered by
ABC, if any, from XYZ’s failure to
provide verification as required.

Example 3. XYZ properly
receives a purchase order from
ABC which by its terms is open for
10 days. XYZ properly transmits
an Acceptance Document within
the 10 day period, but the Accep-
tance Document is not “properly
received” until the 1lth day. No
contract is formed.

Example 4. The Appendix
requires, as to a purchase order, that
a purchase order acknowledgement
be sent as an Acceptance Doc-
ument. ABC, as buyer, sends a
purchase order, receipt of which is
verified by XYZ, as seller, by
sending a functional acknowledge-
ment. However, XYZ never sends
an  Acceptance Document. No
contract for sale has been formed.

Example 5. XYZ properly
transmits an Acceptance Document,

)
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which is received by XYZ's
Provider and stored. Meanwhile,
ABC properly transmits a revoca-
tion of its offer, which revocation is
properly received by XYZ's
Receipt  Computer  before the
Acceptance Document is forwarded
to ABC's Receipt Computer by
XYZ's Provider. No contract is
formed; the revocation is effective.

Example 6. The Appendix

requires, as to a purchase order, that
a purchase order acknowledgement

Section 3. Transaction Terms.

be sent as an Acceptance Docu-
ment.  XYZ, as seller, properly
receives a purchase order from
ABC, as buyer, but the price data is
missing. XYZ sends a functional
acknowledgement which identifies
the omitted data. Under Section 2.4,
XYZ has met its obligations. If
XYZ, without the price data, then
sends an Acceptance Document, a
contract is formed, with the price to
be determined pursuant to appli-
cable law. See UCC § 2-305.

3.1. Terms and Conditions. This Agreemer}! is_ o be consuizr?g
part of-‘a_il'y other written agreement referencing it or re{ererécet:.nem
the Appendix. In the absence of any other 'Wrz:lener?gn Bent
applicable to any Transaction made pursuant to th:sh ]glrel:)e ub"e.ct -
Transaction (and any related communication) also sha subj

[CHOOSE ONE]}:

[A] those terms and conditions, including any terms for
payment, included in the Appendix.

[B] the terms and conditions included on each par_ry'fjstgmdzl:int:l3
printed applicable forms attached to or identified in !;

Appendix [as the same may be amended from time 'I‘;;) [ur::‘ie);
either party upon wrilten notice to the olher].f he p e
acknowledge that the terms and conditions set fort c;]nlsgn

forms may be inconsistent, or in conflict, but agree tha 2 y
conflict or dispute that arises between the parties in cor_L?ec 102
with any such Transaction will be resolved as if suc

Transaction had been effected through the use of such forms.

[C] such additional terms and conditions as may be determined
in accordance with applicable law.

i il in the event of any
The terms of this Agreement shall prevai :
conflict with any other terms and conditions applicable to any

Transaction.

Y
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Comment

l. Section 3 recognizes that the
exchange  of Documents furthers
the commercial relationship of the
paities, and that the use of available
technology pursuant to its terms
should not create any condlict with
other written agreements between
the parties, or fail to properly
accommodate the terms and condi-
tions which define the dimensions
of the commercial transactions,

2. Section 3.1 responds to three
situations:

- The parties have previously
or concurrently executed a
separate contract for the sale
of goods, which may, by
example, be in the form of a

master  purchase, require-
ments or outputs agreement.
See UCC § 2-306.

- The parties execute such an
agreement after the Agree-
ment is signed.

- The parties conduct business
it the absence of, or outside
the scope of, any such agree-
ments, relying solely upon
the Documents and the
conduct of the parties pur-
suant to the Agreement (o
establish any contract.

In either the first or second case,
the other agreement is assumed (o
be the instrument by which the
parties have had the opportunity to
negotiate and agree upon terms and
conditions applicable 1o any Trans-
action which are not defined by the
content of any Document. How.-
ever, in the final case, Section 3.]

requires the parties to elect from
among three altemalives the manner
for providing the additional terms
and conditions not anticipated by
the standard formats of applicable
lransaction sets,

3. Option [A] requires negotia-
tion and agreement upon the
additional terms and conditions.
Such oplion, as compared to the
remaiiing options, achieves the
highest level of certainty in estab-
lishing the terms of any contract of
sale. Essential terms and conditions
lo be negotiated, by way of exam-
ple, may include warranty, delivery,
rejection, liability for non-conform.
ing goods and attorney's fees. The
negotiated terms would be included
in the Appendix.

4. Option [B] permits incorpora-
tion into the electronic environment
of existing paper-based methods of
conducting  business. Option [B]
has the objective of clearly defin-
ing, for each party. the terms and
conditions upon which it wishes to
conduct business, and, (o the extent
amendments may be accommo-
dated, the terms and conditions
applicable at any time during the
commercial relationship. If select-
ed, however, Option [B], in
anticipating, but  not resolving,
inconsistencies or conflicts in the
respective forms of the parties, will
not achieve the highest level of
certainly as to the terms of any
contract of sale,

5. Option ([B] requires each
party’s standard printed forms (o be
incorporated “ as a part of the
Agreement. The parties may attach
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such forms to the Appendix or
may identify the appropnate forms
which are to be incorporated
by reference. Any identification
provided should be sufficiently
specific to identify only one form.
However, selecting the option of
attaching such forms to the
Appendix assures that the terms and
conditions of such forms are
explicitly known and disclosed.

6. In response to general indus-
try practice, Option [B] includes, as
a further option, language permit-
ting the terms and conditions of any
form attached to or identified in the
Appendix to be amended by sub-
sequent written notice (which notice
must be sufficient to adequately
identify the new form or changes).
If this option is elected, either party
may incorporate into EDI trading
(he changes in terms and conditions
which may occur in its paper-based
trading practices. Parties wishing

. to retain greater control over sub-
sequent amendments would not
elect the optional language. In that
case, subsequent forms would
require mutual agreement for sub-
sequent attachment or identification.

7. In the event of any incon-
sistency or conflict between the
respective  forms of the parties,
Option [B] incorporates the method
of resolution set forth in UCC
§ 2-207 and other applicable law.
Since the attached or identified
forms will correspond to Documents
which have been transmitted, the
terms and conditions contained in
such forms should be considered in
the same sequence in which the
related Documents are transmitted
and received between the parties.

8. Option [C), if elected, incor-
porates iuto each contract for sale
of goods the manner by which
applicable law determines additional
terms and conditions (other than
quantity) which have npot been
agreed upon by the parties. See,
e.g., UCC §2-305 (Open Price
Term), §2-307 (Delivery and
Single Lot), §2-308 (Place for
Delivery) and § 2-309 (Time for
Shipment or Delivery). Under the
circumstances contemplated by the
Agreement, any contract for sale
should not fail for indefiniteness.
See UCC § 2-204(3).

9. The last sentence of Section
3.1 confirms that the intent of the
parties to give effect to the pro-
visions of the Agreement is not
contradicted by other termms and
conditions applicable to any Trans-
action, whether set forth in any
agreement described in Section 3.1
or by applicable law. For example,
a separate contract for the sale of
goods may provide for acceptance,
in a paper-based environment, to
occur upon the receipt of a signed
purchase order acknowledgement at
the offices of buyer by centified
mail. The last sentence of Section
3.1 provides for the acceptance

‘echanism established pursuant to
the Agreement to control with
respect to EDI transmissions. Thus,
the commercial intent of the parties,
taken as a whole, is given effect.

Drafting Considerations

1. If the parties clearly intend
that the Agreement is to be used
solely and exclusively in connec-
tion with other written agreements,
and that no other EDI transactions
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should be authorized, the second
sentence of this Section may be
deleted. However, such sentence
serves as a "safety basket" for
future transactions not otherwise
contemplated and should be deleted
only after careful analysis.

2. If the parties elect Option
[A], counsel is encouraged to care-
fully consider whether additional
terms and conditions should be
included to fully implement the

3.2. Confidentiality. No information contain

commercial intentions of the par-
ues expressed in other provisions
of the Agreement. Sge Section 1.1,
Comment 2, and Section 2.3
Drafting Consideration 5.

3. If the parties elect Option
[B],_co_unsel may wish to consider
specifying the method of providing
notice of any amendments to the
printed forms adopted by either par-
ly, as well as any minimum period
before such notices take effect,

ed in any Document

or otherwise exchanged between (he parties shall be considered

confidential, except to the extent provi i i
. provided in Section 1.5
agreement between the parties, or by applicable law. ‘

by written

Comment

l. Section 3.2 focuses on
whether the information transmitted
In any Document requires confi-
dential treatment by the parties.
This Section provides for no
confidential treatment except for
Signatures (as provided in Section
1.5_), and as required by other
written agreements (see Section
1.1, Comment 3) or by applicable
law. Examples of applicable law
would include common law relating
lo trade secrets, any court order
:lr:n:é)smg c?nﬁc!entiality obligations
s to any relevant infy i
I ormation or 47

2. If confidential treatment is to
be provided, counsel, in substitu-
tion for the provisions of Section
3.2, should prepare apprcpriate

provisions as to the scope and
duration of any obligations, as well
as appropriate remedies. Counsel
may wish to give special emphasis,
if only cenain information is to be
considered as confidential, on the
manner in which, in an electronic
environment, information is to be
designated as confidental by the
parties. Information may be des-
ignated as confidential on a
transaction-by-transaction basis by
including an appropriate designa-
tion (by the use of special codes)
within the related electronic trans-
missions. Such a technique would
sausfy the requirement  of this
Section 3.2 for "written agreement”
if the parties intend for that effect.
See Section 1.1, Comment 3.

@)
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3.3. Validity: Enfyrceabilily.

33.1. This Agreement has been executed by ::tllliqcpa'lrrlmﬁsq::;::
e;'-illc.ncc their mutual intent to create binding pur d n:,(:ei [ e
obligations pursuant 0 the electronic transmission an p

Documents specifying certain of the applicable terms.

itted pursuant o this
Any Document properly transmitied !
i%ﬁ:mem jyshall be considered, in connection with any ;’;anzarcu‘(})l?s,
ang}, other wrilten agreement descnt‘af:d 1n.l$e)c:.yonmd. ;my e
0 be a "writing” or "In WrIlNg . < !
gg;ﬁ?&ml}w;en containing, or to which there is affixed, a; ?:lgonz;‘l::i
"Si "\ shall be deemed for all purposes (a
{Saued D ) 1 i "original” when printed from
"signed” and (b) to constituie an ginal” » 3 %
Efgcnironi%: files or records established and maintained in the norm

course of business.

ies nt to this Agreement,
he conduct of the parties pursua .

ilezung the use of Signed Documents Iprc‘.uperlyS 1;3213;5;2?3
i al purposes,

‘ his Agreement, shall, for all legal p %

et deal of performance accepted by the
urse of dealing and a course p !

C(:Jlrties in furtherance of this Agreemerl, anyl Transaction and any

other wrillen agreement described in Section 3.1.

i to contest the validity or
34. The parties agree nol o ]
2113forceahilily gf Signed Documents under the prows;?gsloofbear;ﬁ
applicable law relating to whether certain agreeénelgts e e
writing or signed by the party 10 be boun _ereany. S
Documents, if introduced as ev:denc::l. on p?gsgeéﬂnggy v{viu o
itration, iati dministrative  p S,
arbitration, mediation or adi e
issi to the same exlent and u 4
admissible as between the parlies B ntined
i ss records originated and maintainc
same conditions as other busine oy
i ty shall contest
in documentary form. Neither par | s
i i ents under either the busin '
of copies of Signed Docum ¢ : Lok
i t evidence rule on
ion to the hearsay rule or the best evi n th 1
fﬁ:{j ptim Signed Documents were not originated or maintained in

documentary form.

Comment

i i lectronic transmission and
s Section confirms the the € .
va!;dityTh;:nd enforceability of the  receipt of Documents. See Recitals,

undeslying contracts formed by Comment 3.

Ileenonm
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2. The intent of any party to a
contract thit the contraet be legally
binding is an essentinl predicate for
the underlying  transaction.  The
Recitals of the Agreement initially
stated the parties’ intentions that
Transactions arising under the
Agreement be legally valid and
enforceable; Section 3.3.1 imple-
ments such intent.

3. Section 3.3.2 establishes any
properly transmitted Document as a
"writing”. This provision expands
upon the existing definition contain-
ed in UCC § [-201(46) (defining
"weiling" to include "printing, type-
writing or any other intentional
reduction to tangible form."). This
modification is of the type con-
templated by the Code. See UCC
31-102(3) and Recitals, Comument

4. Seclion 3.3.2 (taken with the
provisions of Section 1.5) also
establishes Signed Documents as
sufficient to satisfy the formal
requirements of UCC § 2-201 (the
Statute of Frauds) when the Docu-
ments relate to the fonnation of any
contract for the sale of goods for
the price of $500 or more. See
UCC § 2-201 and comments thereto.
Finally, Section 3.3.2 also estab-
lisbes that Signed Documents shall
be deemed 1o constitute "original"
business records under certain cir-
cumstances. Sge Comment 7 below;
see also Section 1.4, Comment 1.

5. Under Section 3.3.3, the
couduct of the parties pursuant to
the Agreement constilutes a course
of dealing and a course of per-
formance upon which they may rely
in stiuctuning their business rela-
tionship. This conduct includes the

identification of the Documents 1o
be transinitied, the establishment of
channels of communication and the
adoption  of mutually acceptable
security procedures, all pursuant to
the provisions of Section 1. UCC
§2-208 contemplates that such
conduct be considered in de-
termining the meaning of this
Agreement and any underlying
contract for the sale of goods. See
UCC §§1-205 and 2-208, This
conduct, either as a course of
dealing or as a course of per-
formance, should be given efiect
with respect to both the Agreement
and other applicable purchase
contracts, independent of the status
of Signed Documents as signed
writings under applicable law. See
also UCC §§ 2-202(a) and 2-207(3).

6. Nothing in the Agreement,
other than the prohibition on oral
waivers contained in Section 4.3,
operates to prevent either party
from contending that the terms and
conditions applicable to any Trans-
action, or those set forth in the
Agreement, may be modified or
waived as contemplated by UCC
§ 2-209.

7. Section 3.3.4 establishes rules
of conduct for the parties in
connection with the use of Signed
Documents as evidence in any
proceeding between the parties. By
way of example, see Federal Rules
of Evidence 802, 803(6) and 1002.
However, Section 3.3.4 (together
with Section 3.3.2) does not waive
the need for a proper foundation 1o
be established for the admissibility
of the evidence. In this regard, the
effectiveness and reliability of each
party’s security procedures, record
relention policies, confidentiality
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obligations and their conduct un-
der the provisions of the Agreement
may be relevant in individual

Section 4. Miscellancous.

cases to the ultimate adinissibility
of any Signed Documeants.

4.1. Termination. This Agreement shall remain in effect until
terminated by either party with not less than 30 days prior written
notice, which notice shall specify the effective date of termination;
provided, however, that any (ermination shall not affect the
respective obligations or rights of the parties arising under any
Documents or otherwise under this Agreement prior to the effective
date of termination.

mment

l. The provisions of Section 4
include provisions often found in
many types of agreements. These
provisions are not exclusive, and
counsel may wish to consider other

similar customary provisions which,

for the most part, are not effected
by the use of electronic commu-
nications. However, as discussed in
these Comments, these provisions
focus upon some significant legal
factors relating to the use of
electronic communication under the
Agreement.

2. Section 4.1 assures freedom
of comtract, but also assures the
non-terminating party an appro-
priate opportunity to establish (or

re-institute) alternative procedures
of communication.

3. A 30-day notice period is
considered reasonable by general
industry practice, However, see
Section [.2.1, Comment 5.

4. Any notice of termination
uncler Section 4.1 does not affect
obligations under the underlying
commercial relationship; any no-
tices relating to such obligations
would be separately required.

5. With respect to the require-
ment that notice under this Section
be "written", see Section 1.1, Com-
ment 3.

4.2. Severability. Any provision of this Agreement which is
determined to be invalid or unenforceable will be ineffective to the
extent of such determination without invalidating the remaining
provisions of this - Agreement or affecting the validity or
enforceability of such remaining provisions.
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Comment

The Agreement has been pre-
pared for implementation in a
variety of situations; Section 4.2
has been included to assure that the

entire contract does not fail in the
event any specific provision is
determined to be unenforceable
under any particular circumstances.

43. Entire Agreement. This Agreement and the Appendix con-
stitute the complete agreement of the parties relating to the matters
specified in this Agreement and supersede all prior representations
or agreements, whether oral or written, with respect to such matters.
No oral modification or waiver of any of the provisions of this
Agreement shall be binding on either party. No obligation to enter
into any Transaction is to be implied from the execution or delivery
of this Agreement. This Agreement is for the benefit of, and shall be
binding upon, the parties and their respective successors and assigns.

LTt 4-'—5!_  aen
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Comment

I. Section 4.3 integrates the
Appendix with the Agreement into
a complete agreement. The pro-
visions of Section 3.1 are effective
to integrate the Agreement (with
the Appendix) into any other speci-
fied purchasing contract.

2. Section 4.3 permits modi-
fications and waivers of the
Agreement by Signed Documents
(but the parties must include "free-

text" Documents to have this result).

See Section 1.1, Comments 3 and
4. 1If the parties wish to require
paper- basedp writing for modifi-
cations waivers, appropriate
changes should be made.

3. This Section confirms that the
Agreement itself creates no obliga-
tions relating to the purchase and
sale of goods; such obligations arise
only from the Documents and the
conduct of the parties.

44, qucmmg _Law, This Agreement shall be governed by and
interpreted in accordance with the laws of the State of

Comnent

In addition to customary factors
considered in selecting applicable
law, counsel may wish to evaluate
various state laws which may be in

effect relating to criminal use of
compulers, computer privacy and
similar issues relaling to technology.

His
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4.5. Force Majeure. No party shall be liable for any failure to
perform its obligations in connection with any Transaction or any
Document, where such failure resulls from any act of God or other
cause beyond such party’s reasonable control (including, without
limitation, any mechanical, electronic or communications failure)
which prevents such party from transmitting or receiving any
Documents.

Comment

1. The scope of this Section is unscheduled “"down-lime" events

limited to events which prevent the
transmission or receipt of Docu-
ments and does not extend to the
impact of those events on any other
obligations of the parties, whether
under the Agreement or in con-
pection with any underlying
Transaction.

2. Among other things, this
Section is specifically intended to
excuse performance resulting from
such events as a general power
outage in the community or

outside the reasonable control of
one of the parties.

3. Counsel should carefully con-
sider the effect of this Section upon
the obligations arising under Section
1.2.3, if such Section is included.
To the extent Section 1.2.3 imposes
liability, counsel should evaluate
whether Section 4.5 reduces or
eliminates liability to the extent the
actions of a Provider may be
considered beyond the reasonable
control of either party.

4.6. Limitation of Damages. Neither party shall be liable to the
other for any special, incidental, exemplary or consequential
damages arising from or as a result of any delay, omission or error in
the electronic transmission or receipt of any Documents pursuant (0
this Agreement, even if either party has been advised of the

possibility of such damages.

Comment

Since the benefits of conducting
electronic commerce are substantial
and far-reaching, an exclusion of
damages is appropriate and consis-
tent with general industry practice
lo encourage recognition of those
benefits. However, the scope of this

Section is also limited, as provided
in Section 4.5, solely to damages
anising from or as a result of
any delay, omission or error in
the transmission or receipt of
Documents pursuant to the Agree-
ment. See Seclion 2.4, Comment 5.

o s | PIR foniEs
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section 4.6 does not limit any  from o breach  of any  related
damages resulting, from o breach of - Transaction. 11 different results are
Scction 1.4 (Seeurity _Procedures)  desired, appropriate clinges should
or Scction 1.5 (Confidentiality) and — be made.

does not apply to damages resulting

[4.7. Arbitration. Any controversy or claim arising out of or
relating to this Agreement, or the breach thereof, shall be settled in
accordance with the Commercial Arbitration Rules of the American
Arbitration Association, and judgment on the award rendered by the
arbitrator(s) may be entered in any court having jurisdiction thereof.]

Comment

1. Section 4.7 sets forth, as an
option, the recommended arbi-
tration clause of the Amerncan
Arbitration Association.

2. Counsel 1s encouraged to
consider (he advisability of arbitra-
tion and other forms of alternative

dispute resolution in connection
with the Agreement and Transac-
tions conducted pursuant to the
Agreement. Of course, to the
extent arbitration or other similar
‘~thods are considered appro-
pnate, the parties may modify or
amend the suggested language.

Each party has caused this Agreement to be properly executed
on its behalf as of the date first above written.

ABC XYZ
By By
Name: Name:
Title: Title:
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STANDARDS

APPENDIX

Specify ALL applicable standards (and the issuing organizations):

Selected standards include, as applicable, all data dictionaries,
segment dictionaries and transmission controls referenced in those
standards, but include only the Transaction Sets listed in the
DOCUMENTS section of this Appendix below.

DOCUMENTS

Decument
Transaction Name or

Set No. Description

GUIDELINES
Specify  ALL
lines:

Acceptance

Verification Acceptance Deocument
Version Required Required  Transaction Name or

(YesorNo) (YesorMNo)l _SetNo,  Description

Then cur-
rent and
one prior
version

applicable  published  industry  guide-

The provisions of the Agreement (including this Appendix) shall
control in the event of any conflict with any listed guidelines.

THIRD PARTY SERVICE PROVIDERS

"NONE

(If the Pa.rties will be transmitting Documents directly, insert
)

Name Address Telephone Number

ABC -
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ATION OF PROVIDE STS

(If no special allocation has been agreed upon, enter
"NONE"):

SECURITY PROCEDURES

(If no security procedures have been agreed upon, enter
"NONE"):

EXISTING AGREEMENTS

(If the Agreement is not to be considered a part of any existing
wrillen agreement, enter "NONE"):

RM N

If the parties select Section3.1[A], specify terms and
conditions:

Il the parties select Section 3.1[B], attach applicable forms or
provide sufficient identification of each form being
incorporated: ]




UNCITRAL Model Law on
Electronic Commerce

[Original: Arabic, Chinese, English, French, Russian, Spanish]

- Part one. Electronic commerce in general

CHAPTER I. GENERAL PROVISIONS

Article 1. Sphere of application*

This Law** applies to any kind of information in the form of a data
message used in the context*** of commercial**** activities.

*The Commission suggests the following text for States that might wish to limit the
applicability of this Law to international data messages:

“This Law applies to a dala message as defined in paragraph (1) of article 2 where the
data message relales to international commerce.”

**This Law does not override any rule of law intended for the protection of consumers.

***The Commission suggests the following text for States that might wish to extend
the applicability of this Law:

“This Law applies to any kind of information in the form of a data message, except in
the following situations: [...]."” !

****The term “commercial” should be given a wide interpretalion so as to cover
matters arising from all relationships of a commercial nature, whether contractual or not.
{Relationships of a commercial nature include, but are not limited to, the following transac-
tions: any trade transaction for the supply or exchange of goods or services; distribution
agreement; commercial representation or agency; factoring; leasing; construction of works;
consulting; engineering; licensing; investment: financing; banking: insurance; exploitation
agreement or concession: joint venture and other forms of industrial or business cooperation;
carriage of goods or passengers by air, sea, rail or road. ;[

3
ANNEXURE-L  —~



Article 2. Definitions

For the purposes of this Law:

(a) “Data message” means information generated, sent, received
or stored by [electronic, optical or similar means including, but not
limited to, electronic data interchange (EDI), electronic mail, telegram,
telex or telecopy;y

(b) “Electronic data interchange (EDI)” means the electronic
transfer from computer to computer of information using an agreed
standard to structure the information;

(c) “Originator” of a data message means a person by whom, or
on whose behalf, the data message purports to have been sent or
generated prior to storage, if any, but it does not include a person
acting as an intermediary with respect to that data message;

(d) “Addressee” of a data message means a person who is
intended by the originator to receive the data message, but does not
include a person acting as an intermediary with respect to that data
message,

(e) “Intermediary”, with respect to a particular data message,
means a person who, on behalf of another person, sends, receives or
stores that data message or provides other services with respect to that
data message;

(f) “Information system” means a system for generating, send-
ing, receiving, storing or otherwise processing data messages.

Article 3. Interpretation

(1) In the interpretation of this Law, regard is to be had to its inter-
national origin and to the need to promote uniformity in its application
and the observance of good faith.

(2) Questions concerning matters governed by this Law which are
not expressly settled in it are to be settled in conformity with the
general principles on which this Law is based.

Article 4. Variation by agreement

(1) As between parties involved in generating, sending, receiv-
ing, storing or otherwise processing data messages, and except as
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otherwise provided, the provisions of chapter 1II may be varied by
agreement.

(2) Paragraph (1) does not affect any right that may exist to modify
by agreement any rule of law referred to in chapter II.

CHAPTER II. APPLICATION OF LEGAL REQUIREMENTS TO DATA MESSAGES

Article 5. Legal recognition of data messages

Information shall not be denied legal effect, validity or enforce-
ability solely on the grounds that it is in the form of a data message.

Article 6.  Writing

(1) Where the law requires information to be in writing, that require-
ment is met by a data message if the information contained therein is
accessible so as to be usable for subsequent reference.

(2) Paragraph (1) applies whether the requirement therein is in the
form of an obligation or whether the law simply provides conse-
quences for the information not being in writing.

(3) The provisions of this article do not apply to the following: [...].

Article 7. Signature

(1) Where the law requires a signature of a person, that requirement
is met in relation to a data message if: -

(a) a method is used to identify that person and to indicate that
person’s approval of the information contained in the data message; and

(b) that method is as reliable as was appropriate for the purpose
for which the data message was generated or communicated, in the
light of all the circumstances, including any relevant agreement.

(2) Paragraph (1) applies whether the requirement therein is in the
form of an obligation or whether the law simply provides conse-
quences for the absence of a signature.

(3) The provisions of this article do not apply to the following: [...].
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Article 8. Original

(1) Where the law requires information to be presented or retained in
its original form, that requirement is met by a data message if:

(a) there exists a reliable assurance as to the integrity of the
information from the time when it was first generated in its final form,
as a data message or otherwise; and

(b) where it is required that information be presented, that infor-
mation is capable of being displayed to the person to whom it is to be
presented.

(2) Paragraph (1) applies whether the requirement therein is in the
form of an obligation or whether the law simply provides consequences
for the information not being presented or retained in its original form.

(3) For the purposes of subparagraph (a) of paragraph (1):

(a) the criteria for assessing integrity shall be whether the infor-
mation has remained complete and unaltered, apart from the addition
of any endorsement and any change which arises in the normal course
of communication, storage and display; and

(b) the standard of reliability required shall be assessed in the
light of the purpose for which the information was generated and in
the light of all the relevant circumstances.

(4) The provisions of this article do not apply to the following: [...].

Article 9. Admissibility and evidential weight of data messages

(1) Inany legal proceedings, nothing in the application of the rules of
evidence shall apply so as to deny the admissibility of a data message
in evidence:

(a) on the sole ground that it is a data message; or,

(b) if it is the best evidence that the person adducing it could
reasonably be expected to obtain, on the grounds that it is not in its
original form. '

(2) Information in the form of a data message shall be given due
evidential weight. In assessing the evidential weight of a data message,
regard shall be had to the reliability of the manner in which the data
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message was generated, stored or communicated, to the reliability of
the manner in which the integrity of the information was maintained,
to the manner in which its originator was identified, and to any other
relevant factor.

Article 10. Retention of data messages

(1) Where the law requires that certain documents, records or infor-
mation be retained, that requirement is met by retaining data messages,
provided that the following conditions are satisfied:

(a) the information contained therein is accessible so as to be
usable for subsequent reference; and

(b) the data message is retained in the format in which it was
generated, sent or received, or in a format which can be demonstrated
to represent accurately the information generated, sent or received; and

(c) such information, if any, is retained as enables the identifica-
tion of the origin and destination of a data message and the date and
time when it was sent or received.

(2) An obligation to retain documents, records or information in
accordance with paragraph (1) does not extend to any information the
sole purpose of which is to enable the message to be sent or received.

(3) A person may satisfy the requirement referred to in paragraph (1)
by using the services of any other person, provided that the conditions
set forth in subparagraphs (a), (b) and (c) of paragraph (1) are met.

CHAPTER III. COMMUNICATION OF DATA MESSAGES

Article 11. Formation and validity of contracts

(1) Inthe context of contract formation, unless otherwise agreed by the
parties, an offer and the acceptance of an offer may be expressed by
means of data messages. Where a data message is used in the formation
of a contract, that contract shall not be denied validity or enforceability
on the sole ground that a data message was used for that purpose.

(2) The provisions of this article do not apply to the following: [...].
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Article 12.  Recognition by parties of data messages

(1) As between the originator and the addressee of a data message,
a declaration of will or other statement shall not be denied legal effect,
validity or enforceability solely on the grounds that it is in the form of
a data message.

(2) The provisions of this article do not apply to the following: [...].

Article 13.  Auribution of data messages

(1} A data message is that of the originator if it was sent by the
originator itself.

(2) As between the originator and the addressee, a data message is
deemed 1o be that of the originator if it was sent:

{a) by a person who had the authority to act on behalf of the
originator in respect of that data message; or

(b) by an information system programmed by, or on behalf of,
the originator to operate automatically.

(3) As between the originator and the addressee, an addressee is
entitled to regard a data message as being that of the originator, and
to act on that assumption, if;

{a} inorder to ascertain whether the data message was that of the
originator, the addressee properly applied a procedure previousiy
agreed to by the originator for that purpose; or

(b) the data message as received by the addressee resulted from
the actions of a person whose relationship with the originator or with
any agent of the originator enabled that person to gain access to a
method used by the originator to identify data messages as its own.

(4) Paragraph (3) does not apply:

(a) as of the time when the addressee has both received notice
from the originator that the data message is not that of the originator,
and had reasonable time to act accordingly; or

(b) in a case within paragraph (3)(b), at any time when the ad-
dressee knew or should have known, had it exercised reasonable care

or used any agreed procedure, that the data message was not that of the
originator. ‘

(5) Where a data message is that of the originator or is deemed to be
that of the originator, or the addressee is entitled to act on that assump-
tion, then, as between the originator and the addressee, the addressee
is entitled to regard the data message as received as being what the
originator intended to send, and to act on that assumption. The ad-
dressee is not so entitled when it knew or should have known, had it
exercised reasonable care or used any agreed procedure, that the trans-
mission resulted in any error in the data message as received.

(6) The addressee is entitled to regard each data message received as
a separate data message and to act on that assumption, except to the
extent that it duplicates another data message and the addressee knew
or should have known, had it exercised reasonable care or used any
agreed procedure, that the data message was a duplicate.

Article 14,  Acknowledgement of receipt

(1) Paragraphs (2) to (4) of this article apply where, on or before
sending a data message, or by means of that data message, the origi-
nator has requested or has agreed with the addressee that receipt of the
data message be acknowledged.

(2) Where the originator has not agreed with the addressee that the
acknowledgement be given in a particular form or by a particular
method, an acknowledgement may be given by

(a) any communication by the addressee, automated or otherwise,
or

(b) any conduct of the addressee, sufficient to indicate to the
originator that the data message has been received.

(3) Wlere the originator has stated that the data message is condi-
tional on receipt of the acknowledgement, the data message is treated
as though it has never been sent, until the acknowledgement is
received.

(4) Where the originator has not stated that the data message is con-
ditional on receipt of the acknowledgement, and the acknowledgement
has not been received by the originator within the time specified or
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agreed or, if no time has been specified or agreed, within a reasonable
time, e originator:

fa) may give notice to the addressee stating that no acknowledge-
ment has been received and specifying a reasonable time by which the
acknowledgement must be received; and

(b) if the acknowledgement is not received within the time
specified in subparagraph (a), may, upon notice to the addressee, treat
the data message as though it had never been sent, or exercise any
other rights it may have,

(5)  Where the originator receives the addressee’s acknowledgement
of receipt, it is presumed that the related data message was received
by the addressee. That presumption does not imply that the data message
corresponds to the message received.

(6) Where the received acknowledgement states that the related data
message met technical requirements, either agreed upon or set forth in
applicable standards, it is presumed that those requirements have been
met.

(7) Except in so far as it relates to the sending or receipt of the data
message, this article is not intended to deal with the legal consequences
that may flow either from that data message or from the acknowledge-
ment of its receipt.

Article 15. Time and place of dispatch and receipt
of data messages

(1) Unless otherwise agreed between the originator and the addressee,
the dispatch of a data message occurs when it enters an information
system outside the control of the originator or of the person who sent
the data message on behalf of the originator.

(2) Unless otherwise agreed between the originator and the addressee,
the time of receipt of a data message is determined as follows:

(a) if the addressee has designated an information system for the
purpose of receiving data messages, receipt occurs:

(i) at the time when the data message enters the designated
information system; or
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(ity if the data message is sent to an information system of
the addressee that is not the designated information
system, at the time when the data message is retrieved
by the addressee;

(b) if the addressee has not designated an information system,
receipt occurs when the data message enters an information system of
the addressee.

(3) Paragraph (2) applies notwithstanding that the place where the
information system is located may be different from the place where
the data message is deemed to be received under paragraph (4).

(4y Unless otherwise agreed between the originator and the addressee,
a data message is deemed to be dispatched at the place where the origi-
nator has its place of business, and is deemed to be received at the place
where the addressee has its place of business. For the purposes of this
paragraph:

{a) if the originator or the addressee has more than one place of
business, the place of business is that which has the closest relation-
ship to the underlying transaction or, where there is no underlying
transaction, the principal place of business;

(6) if the originator or the addressee does not have a place of
business, reference is to be made to its habitual residence.

(5) The provisions of this article do not apply to the following: [...].

Part two. Electronic commerce in specific areas

Cuarter |. CARRIAGE OF GOODS

Article 16.  Actions related to contracts of carriage of goods

Without derogating from the provisions of part one of this Law, this
chapter applies to any action in connection with, or in pursuance of,
a contract of carriage of goods, including but not limited to:
fa) (i) furnishing the marks, number, quantity or weight
of goods;
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(i) stating or declafihg the nature or value of goods;
(iti) issuing a receipt for goods;
(iv) confirming that goods have been loaded;

{b) (1) notifying a person of terms and conditions of the con-
tract; ‘
(i1) giving instructions to a carrier;

{¢c} (1) claiming delivery of goods;
(11) authorizing release of goods;
{111) giving notice of loss of, or damage to, goods;

(d) giving any other notice or statement in connection with the
performance of the contract;

{e} undertaking to deliver goods to a named person or a person
authorized to claim delivery;

(f) granting, acquiring, renouncing, surrendering, transferring or
negotiating rights in goods;

(g} acquiring or transferring rights and obligations under the
contract.

Article 17.  Transport documents

(1) Subject to paragraph (3), where the law requires that any action
referred to in article 16 be carried out in writing or by using a paper
document, that requirement is met if the action is carried out by using
one or more data messages.

(2) Paragraph (1) applies whether the requirement therein is in the
form of an obligation or whether the law simply provides conse-
quences for failing either to carry out the action in writing or fo use
a paper document.

(3y If a right is to be granted to, or an obligation is to be acquired
by, one person and no other person, and if the law requires that, in
order to effect this, the right or obligation must be conveyed to that
person by the transfer, or use of, a paper document, that requirement
is met if the right or obligation is conveyed by using one or more data
messages, provided that a reliable method is used to render such data
message Or messages unique.
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(4) For the purposes of paragraph (3), the standard of reliability
required shall be assessed in the light of the purpose for which the
right or obligation was conveyed and in the light of all the circum-
stances, including any relevant agreement.

(5) Where one or more data messages are used to effect any action
in subparagraphs (f) and (g) of article 16, no paper document used to
effect any such action is valid unless the use of data messages has been
terminated and replaced by the use of paper documents. A paper docu-
ment issued in these circumstances shall contain a statement of such
terniination. The replacement of data messages by paper documents
shall not affect the rights or obligations of the parties involved.

(6) Ifarule of law is compulsorily applicable to a contract of carriage
of goods which is in, or is evidenced by, a paper document, that rule
shall not be inapplicable to such a contract of carriage of goods which
is evidenced by one or more data messages by reason of the fact that
the contract is evidenced by such data message or messages instead of
by a paper document.

(7y The provisions of this article do not apply to the following: [...1.
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PART I

PIRELIMINARY

Short title and commencement

1.(1) 'This Act may be cited as the Information Technology Act, 1998.

Definitions

2. In this Adt, unless the context otherwise requires —

“data™ means a representation of information, knowledge, fadts, concepts, or instrudtions which are being prepared or huve been prepared
in a formalised manner, and is intended to be processed, is being processed, or has heen processed in a computer systern or computer
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network, and should be classified as intellectual property, and may be in any form, including computer printouts, magnetic storage media,
punched cards, punched tapes, or stored internally in the memory of the computer, ] ) . ) . )
“computer” means an electronic magnetic, optical or other high speed data processing dc_wcc or system which performs 'Iugmal, arithmetic,
and memory functions by manipulations of electronic magnetic or optical impulses, and includes all input, output, processing, storage,
computer software, or communication facilities which are connected or related to the computer in'a computer system or computer network;
“computer system” means a device or collection of devices, including support devices and cx(;ludmg ca_alculainrs which are not '
programmemable and capable of being used in conjunction with external files, or more of which conlain computer programmes, elec.tmmc
instructions, input data, and output data, that performs functions including, but not limited to, logic, arithmetic, data storage and retrieval,
communication, and control; - ‘
“IT products” include computer, digital/data communication and digital/data broadcasting products, by recognising the progressive
technological convergence of these three categories. .
“IT software” means any representation of instructions, data, sound or image, including source code and object code, recorded ina
machine readable form, and capable of being manipulated or providing interactivity to a uscr; by means of an automatic data processing
machine falling under heading IT products; but does not include “non-IT products’;
“Computer Network™ means the interconnection of one or more computers through :
(i) The use of satellite, microwave, line, or other communication media; and
(ii) Terminals or a complex consisting of two or more imterconnected computers whether or not the interconnection is continuousty
maintained.
“IT services” include, but is not limited to, computer time, data processing, or storage functions, or other uses of a compuler, compuler
syslem, or computer network;
“compulter system services” means utilisation of a compuler, computer system, or compuicr network to assist an individual or entity with
the performance of a particular lawful function which that individual or entity has been given the right, duty, and power, together with the
responsibility, to perform;
“computer programme” means a set of instructions or statements, and related data, that when executed in actual or modified form, cause a
compuler, compulter system, or compuler network o perform specified functions;

“Computer data base” means a representation of information, knowledge, facts, concepts, or instructions that :
(i) Are being prepared or have been prepared in a formalised manner or are or have been produced by a computer, computer system, or
computer network; and
(ii) Are intended for use in a computer, compuler sysicm, or computer network,
“Compuler security system” means a soflware programme or computer device that :
(1) is intended 1o protect the confidentiality and secrecy of data and information stored in or accessible through the computer system; and
(2) displays a conspicuous wamning to a user that the user is entering a secure system or requires a person seck ing access to knowingly
respond by use of an authorised code to the programme or device in order to gain access.
“electronic document” means electronic document/data/record/data message — information generated, sent, received or stored by electronic,
optical, computer or similar means including, but not limited to, Electronic Data Interchange (EDI), electronic mail, telegram, telex or
telephony;
“electronic signature™ means any letters, characters, numbers or other symbols in digital form attached to or logically associated with an
electronic record, and executed or adopted with the intention of authenticating or approving the electronic record,
“information” includes data, text, images, sound, codes, computer programmes, sofiware and databases,
“computer output” or “outpul” means a statement or a representation whether in written, printed, pictorial, film, graphical, acoustic or
other form-
(a) produced by a computer;
(b) displayed on the screcn of a computer; or
(c) accurately translated from a statement or representation so produced;
“function” includes logic, control, arithmetic, deletion, storage and retrieval and ¢ ication or
compulter;
“Compulter virus” means any computer instruction, information, data or programme that degrades the performance of a compuler resource;
disables; damages or destroys a computer resource; or attaches itself to another computer resource and executes when the host computer
programme, data or instruction is executed or when some other event takes place in the host computer resource, data or instruction.
“computer contaminant” means any set of computer instructions that are designed to modify, damage, destroy, record, or transmit
information within a computer, computer system, or computer network without the intent or permission of the owner of the information.
They include, but are not limited to, a group of computer instructions commonly called viruses or worms, which are self-replicating or self-
propagating and are designed to contaminate other computer programmes or computer data, consume computer resources, modify, destroy,
record, or transmil data, or in some other fashion usurp the normal operation of the computer, computer system, or computer network ;
“Damage’ means to destroy, alter, disrupt, delete, add, modify or rearrange any computer resource by any means.
“Di.smption" means any deviation from normal operations of any computer, computer system, or computer network.
“Injury” includes addition, alteration, damage, deletion, destruction, denial of access with respect to data in, or functions of, a computer
system or computer network.
“Property” includes financial instruments, data, computer software, computer progr: , documents associated with computer systems
and computer programmes, or copies, whether tangible or intengiblc, and data while in transit.
“authorisation” means the express consent of a person which may include an employee’s job description to usc said person’s computer,
computer network, computer programme, computer software, compuler system, property, or services as those terms are defined in this
secltion.
“access" means to gain entry to, instruct, or communicate with the logical, arithmetical, or memory function resources of a computer,
computer system or computer network;
“property” means anything of valuc as defined by law, and includes financial instruments, information, including electronically produced
data and computer software and computer programmes in either machine or human readable form, and any other tangible or intangible
items of value;
“premises” includes land, buildings, movable structures and any conveyance by land, water and air,
“injury” means any alteration, deletion, damage, destruction of a computer system, computer network, compuler programme, or data
caused by the access;
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“supporting documentation” includes, but is not limited to, all information, in any form, pertaining to the design, construction,
classification, implementation, use, or modification of a computer, computer system, computer nelwork, computer programme, or
computer softwarc, which information is not gencrally available to the public and is necessary for the operation of a computer, computer
system, computer network, compuler programme, or computer soflware; ) . -
“asymmetric cryptosystem” means a sysiem capable of generating a secure key pair, consisting of a private key for creating a digital
signature, and a public key to verify the digital signature;

“certification authority” means a person who or an organisation that issues a certificate; ’
“certification practice statement” means a statement issued by a certification authority to specify the practices that the certification
authority employs in issuing certificates;

“Controller” means the Controller of Certification Authorities;

“correspond”, in relation to private or public keys, means to belong to the same key pair;

“digital signature” means an electronic signature consisting of a transformation of an electronic record using an, asymmetric cryplosystem
and a hash function such that a person having the initial untransformed clectronic record and the signer’s public key can accurately
determine —

(a) whether the transformation was created using the private key that corresponds to the signer's public key; and

(b) whether the initial electronic record has been altered since the transformation was made;

“hash funclion” means an algorithm mapping or translating one sequence of bits into another, generally smaller, sct (the hash result) such
that -

(a) a record yiclds the same hash result every time the algorithm is executed using the same record as input;

(b) it is computationally infeasible that a record can be derived or reconstituted from the harsh result produced by the algorithm; and

(c) it is computationally infeasible that two records can be found that produce the same hash result using the algorithm;

“Kkey pair”, in an asymmetric cryplosystem, means a private key and its mathematically related public key, having the property that the
public key can verify a digital signature that the private key creales;

“licensed certification authority” means a certification authority licensed by the Controller;

“gperational period of a certificate” begins on the date and time the certificate is issued by a certification authority (or on a later date and
time if stated in the certificate), and ends on the date and time it expires as stated in the certificate or is earlier revoked or suspended;
“private key"” means the key of a key pair used to create a digital signature;

“public key” means the key of a key pair used to verify a digital signature;

“reposilory” means a system for storing and retrieving certificates or other information relevant to certificates;

“revoke a certificate” means to permanently end the operational period ofa certificate from a specified time,

“security procedure” means a procedure for the purpose of

(a) verifying that an electronic record, is that of a specific person; or

(b) detecting error or alteration in the communication, content or storage of an electronic record since a specilic point in time,

which may require the use of algorithms or codes, identifying words or numbers, encryption, answerback or acknowledgment procedures,
or similar security devices;

“signed” or “signature” and its grammatical variations includes any symbol executed or adopted, or any methodology or procedure
employed or adopted, by a person with the intention of authenticating a record, including electronic or digital methods;

“subscriber” means a person who is the subject named or identified in a certificate issued to him and who holds a private key that
corresponds to a public key listed in that certificate;

“suspend a certificate” means to temporarily suspend the operational period of a certificate from a specificd time;

"trustworthy system" means computer hardware, software, and procedures that —

(a) are reasonably secure from intrusion and misuse;

(b) provide a reasonable |evel reliability and correct operation;

(c) are reasonably suited to performing intended functions; and

(d) adhere to generally accepted security procedures;

“valid certificate” means a certificate that a certification authority has issued and -which the subscriber listed in it has accepted;

“verify a digital signature”, in relation to a given digital signature, record and public key, means to determine accurately -

(a) that the digital signature was created using the private key corresponding to the public key listed in the certificate; and

(b) the record has not been altered since its digital signature was created.

Purposes and construction

3. This Act shall be construed consistently with what is commercially reasonable under the circumstances and to give effect to the
following purposes:

(a) to facilitate electronic communications by means of reliable electronic records;

(b) to facilitate electronic commerce, climinate barriers to electronic commerce resulting from uncertainties over writing and signature
requirements, and to promote the development of the legal and business infrastructure necessary to implement secure electronic commerce;
(c) to facilitate electronic filing of documents with government agencies and statutory corporations, and to promote efficient delivery of
government services by means of reliable electronic records;

(d) to minimise the incidence of forged electronic records, intentional and unintentional alteration of records, and fraud in electronic
commerce and other electronic transactions;

(€) to help to establish uniformity of rulcs, regulations and standards regarding the authentication and intcgrity of clectronic records; and
() to promote public confidence in the integrity and reliability of electronic records and electronic commerce, and to foster 'the
dcvclopl:ncnl of electronic commerce through the use of electronic signatures to lend authenticity and integrity to correspondence in any
electronic medium.

Application

4.{1) Part 11 or IV shall not apply to any law requiring writing or signatures in any of the following matters:

(a) the creation or execution of a will;

(b) negotiable instruments;

(c) the creation, performance or enforcement of an indenture, declaration of trusi or power ol attorney with the exception of constructive
and resulting trusts;

(d) any contract for the sale or other disposition of immovable property, or any interest in such property;

() the conveyance of immovable property or the transfer of any interest in immovable property;



(f) documents of title. » ) ) )
(2) The Central Govt. may by order publish the official Gazette and modify the provisions of subsection (1) by adding, deleting or
amending any class of transactions or matters.

Variation by agreement ) ) .

5. As between parties involved in generating, sending, receiving, storing or otherwise processing electronic records, any provision of Part
11 or 1V may be varied by agreement.

PART I
ELECTRONIC RECORDS AND SIGNATURES
GENERALLY
Legal recognition of electronic records
6.1) For the avoidance of doubt, -it is hereby declared that information shall not be denied lcgal effect, validity or enforceability solcly on
the ground that it is in the form of an clectronic record.

(2) A “duplicate of a computer data file or programme file” shall mean a file produced by the sanie impression as the original, or from the
same matrix, or by mechanical or electronic recording, in the normal way such a duplicate is produced on a computer, or by other
equivalent techniques that accurately reproduce the original,

(3) A duplicate of a computer data file or programme file shall be admissible in evidence as original itself unless (1) a genuine question is
raised as to the authenticity of the original or (2) in the circumstances it would be unfair to admit the duplicate in lieu of the original.

(4) If data is stored in & computer or similar device, any printout or other output readable by sight, shown to reflect the data accurately,
shall be an original subject to satisfying the requirements referred to in section 70, 71 & 72.

Requirement for writing

7. Where a law requires information to be written, in writing, to be presented in writing or provides for certain consequences if it is not, an
electronic record satisfies that rule of law if the information contained therein is accessible so as to be usable for subsequent reference.
Electronic signatures

8 «(1) Where a law requires a signature, or provides for certain consequences if a document is not signed, an elcctronic signature satisfics
that rule of law.

(2) An electronic signature may be proved in any manner-, including by showing that a procedure existed by which il is necessary for a
party, in order to proceed further with a transaction, to have exccuted a symbol or sceurity procedure for the purpose of verifying that an
electronic record is that of such party.

Retention of electronic records

9.-(1) Where a law requires that certain documents, records or information be retained, that requirement is satisfied by retaining them in the
form of electronic records if the following conditions are satisfied:

(a) the information contained therein remains accessible so as to be usable for subsequent reference,

(b) the electronic record is retained in the format in which it was originally generated, sent or received, or in a format which can be
demonstrated to represent accurately the information originally generated, sent or reccived;

(c) such information, if any, as enables the identification of the origin and destination of an clectronic record and the date and time when it
was sent or received, is retained; and

(d) the consent of the department or ministry of the Central Govt., State Gowvt., or the statutory corporation under Central or State Govt.
which has supervision over the requirement for the retention of such records has been obtained.

(2) An obligation to retain documents, records or information in accordance with subsection (1)(c) shall not extend to any information
necessarily and automatically generated solely for the purpose of enabling a record to be sent or received.

(3) A person may satisfy the requirement referred to in subsection 9(1) by using the services of any other person, if the conditions in
paragraphs (a) to (d) of that subsection are complied with.

(4) Nothing in this section shall —

(a) apply to any provisions of law which expressly provides for the retention of documents, records or information in the form of electronic
records;

(b) preclude any department or ministry of the Central Government, State Govt. or a statutory corporation under Central or State Govt.
from specifying additional requircments for the retention of electronic records that are subject to the jurisdiction of such departmient,
ministry of Central Govt., State Govt. or statutory corporation under Central Govt. or State Govt.

PART I11

LIABILITY OF NETWORK SERVICE PROVIDERS

Liability of network service providers

10.«1) A network service provider shall not be subject to any civil or criminal liability under any rule of law in respect of third- party
material in the form of electronic records to which he merely provides access if such liability is founded on -

(a) the making, publication, dissemination or distribution of such materials or any statement made in such material; or

(b) the infringement of any rights subsisting in or in relation to such material. ?

(2) Nothing in this section shall affect —

(a) any obligation founded on contract;

(b) the obligation of a network service provider as such under a licensing or other regulatory regime established under written law; or
(c) any obligation imposed under any written law or by a court to remove, block or deny access to any material.

(3) For the purposes of this section -

“providing access”, in relation to third-party material, means the provision of the necessary technical means by which third-party material
may be accessed and includes the automatic and temporary storage of the third-party material for the purpose of providing access;
“third-party”, in relation to a network service provider, means a person over whom the provider has no effective control.



PART IV
ELECTRONIC CONTRACTS

Formation and validity
11.41) For the avoidance of doubt, it is hereby declared that in the context of the formation of contracts, unless otherwise agreed by the
parties, an offer and the acceptance of an offer may be expressed by means of electronic records. -

(2) Where an electronic record is used in the formation of a contract, that contract shall not be denicd validity or enforceability on the sole
ground that an electronic record was used for that purpose.
Effectiveness between parties

12. As between the originator and the addressee of an electronic record, a declaration of intent or other statement shall not be denied legal

effect validity or enforceability solely on the ground that it is in the form ofan electronic record.

Attribution

13.4(1) An electronic record is that of the originator if it was sent by the originator himsclf.

(2) As between the originator and the addressce, an clectronic record is decmed to be that of the originator if it was sent -

(a) by a person who had the authority to act on behalf of the originator in respect of that electronic record; or

(b) by an information system programmemed by or on behalf of the originator to operate automatically.

(3) As between the originator and the addressee, an addressee is entitled to regard an electronic record as being that of the originator and to
act on that assumption if - -

(a) in order to ascertain whether the clectronic record was that of the originator, the addresscc properly applied a procedure previously
agreed to by the originator for that purpose; or

(b) the data roessage as received by the addressee resulted from the actions of a person whose relationship with the originator or with
any agent of the originator enabled that

person to gain access to a method used by the originator to identify electronic records as its own.

(4) Subsection (3) shall not apply -

(a) from the time when the addressee has both received notice from the originator that the electronic record is not that of the originator,
and had reasonable time to act accordingly;

(b) in a case within subsection (3)(b), at any time when the addressee knew or ought to have known, had it exercised reasonable care or
used any agreed procedure, that the electronic recard was not that of the originator; or

(c) if in all the circumstances of the case, it is unconscionable for the addressee to regard the electronic record as that of the originator or to
act on that assumption.

(5) Where an electronic record is that of the originator or is deemed to be that of the originator, or the addressee is entitled to act on that
assumption, then, as between the originator and the addressee, the addressee is entitled to regard-the electronic record received as being
what the originator intended to send, and to act on that assumption.

(6) The addressee is not so entitled when the addressee knew or should have known, had the addressee exercised reasonable care or used
any agreed procedure, that the transmission resulted in any ervor in the electronic record as received.

(7) The addressee is entitled to regard each electronic record received as a separate electronic record and to act on that assumption, except
to the extent that the addressec duplicates another electronic record and the addressee knew or should have known, had the addressee
exercised reasonable care or used any agreed procedure, that the clectronic record was a duplicate '

(8) Nothing in this section shall affect the law of agency or the law on the formation of contracts.
Acknowledgment of receipt

14.«(1) Subsections (2), (3) and (4) shall apply where, on or before sending an electronic record, or by means of that electronic record, the
originator has requested or has agreed with the addressee that receipt of the clectronic record be acknowledged.

(2) Where the originator has not agreed with the addressee that the acknowledgment be given in a particular form or by a particular
method, an acknowledgment may be given by -

(a) any communication by the addressee, automated or otherwise; or

(b) any conduct of the addressee, sufficient to indicate to the originator that the electronic record has been received.

(3) Where the originator has stated that the electronic record is conditional on receipt of the acknowledgment, the electronic record is
treated as though it had never been sent, until the acknowledgment is received.

(4) Where the originator has not stated that the electronic record is conditional on receipt of the acknowledgment, and the acknowledgment
has not been received by the originator within the time specified or agreed or, if no time has been specified or agreed within a reasonable
time, the originator -

(a) may give notice to the addressee stating that no acknowledgment has been received and specifying a reasonable time by which the
acknowledgment must be received; and

(b) if the acknowledgment is not received within the time specified in paragraph (a), may, upon notice to the addressee, treat the electronic
record as though it has never been sent, or exercise any other rights it may have.

(5) Where the originator receives the addressec's acknowledgment of receipt, it is presumed, unless evidence to the contrary is adduced, that
the related electronic record was received by the addressee, but that presumption does not imply that the content of the electronic record
correspomnds to the content of the record received.

(6) Where the received acknowledgment, states that the related elcctronic record met technical requirements, either agreed upon or sel forth
in applicable standards, it is p d. unless evidence to the contrary is adduced, that those requircments have been met.

(7) Except in so far as it relates to the sending or receipt of the electronic record, this Part is not intended to deal with the legal
consequences that may flow either from that electronic record or from the acknowledgment of its receipt.

Time and place of despatch and receipt

15.4(1) Unless otherwise agreed to between the originator and the addressee, the despatch of an electronic record occurs when it enters an
information system outside the control of the originator or the person who sent the electronic record on behalf of the originator.

(2) Unless otherwise agreed between the originator and the addressee, the time of receipt of an electronic record is determined as follows:
(a) if the addressee has designated an information system for the purpose of receiving electronic records, receipt occurs—

(i) at the time when the electronic record enters the designated information system; or

(ii) if the electronic record is sent to an information system of the addressee that is not the designated information system, at the time when
the electronic record is retrieved by the addressee;

(b) if the addressee has not designated an information system, receipt occurs when the electronic record enters an information system of the
addressee.




(3) Subsection (2) shall apply notwithstanding that the place where the information system is located may be different from the place where
the electronic record is deemed to be received under subsection (4).

(4) Unless otherwise agreed between the originator and the addressee, an clectronic record is deemed to be despatched at‘the place where
the originator has its place of business, and is d d to be received at the place where the addressee has its place of business.

(5) For the purposes of this section — ‘ .

(a) if the originator or the addressee has more than one place of business, the place of business is that which has the closest relationship to
the underlying transaction or, where there is no underlying transaction, the principal place of business;

(b) if the originator or the addressee does not have a place of business, reference is to be made to the usual place of residence; and

(c) “usual place of residence” in relation to a body corporate, means the place where it is incorporated or otherwise legally constituted.

(6) This section shall not apply to such circumstances as may be prescribed by appropriate regulation by the President.

PART V
SECURE ELECTRONIC RECORDS AND SIGNATURES
Secure electronic record
16.41) If a prescribed security procedure or a c« cially reasonable security procedure agreed to by the parties involved has been
properly applied to an electronic record to verify that the electronic record has not been altered since a specified point in time, such record
shall be treated as a secure electronic record from such specified point in time to the time of verification.
(2) For the purposes of this section and section 17, whether a security procedure is commercially reasonable shall be determined having
regard to the purposes of the procedure and the commercial circumstances at the time the procedure was used, including -
(a) the nature of the transaction;
(b) the sophistication of the parties;
(c) the volume of similar transactions engaged in by either or all parties;
(d) the availability of altematives offered to but rejected by any party;
() the cost of alternative procedures; and
(f) the procedures in general use for similar types of transactions.
Secure electronic signature
17. If, through the application of a prescribed security procedure or a commercially reasonable security procedure agreed to by the parties
involved, it can be verified that an electronic signature was, at the time it was made —
(a) unique to the person using it;
(b) capable of identifying such person;
(c) created in a manner or using a means under the sole control of the person using it; and
(c) is linked to the electronic record to which it relates in a manner such that if the record was changed the electronic signature would be
invalidated,
such signature shall be treated as a secure electronic signature.
Presumptions relating to secure electronic records and signatures
18.41) In any proceedings involving a secure electronic record, it shall be presumed, unless evidence to the contrary is adduced, that the
secure electronic record has not been altered since the specific point in time to which the secure status relates. '
(2) In any proceedings involving a secure electronic signature, it
shall be presumed, unless evidence to the contrary is adduced, that —
(a) the secure electronic signature is the signature of the person to whom it correlates; and
(b) the secure electronic signature was affixed by that person with the mtention of signing or approving the electronic record.
(3) In the absence of a secure electronic record or a secure electronic signature, nothing in this Part shall create any presumption relating to
the authenticity and integrity of the electronic record or an electronic signature.
(4) For the purposes of this section -
“secure electronic record” means an electronic record treated as a secure electronic record by virlue of section 16 or 19;
“secure electronic signature” means an electronic signature treated as a secure electronic, signature by virtue of section 17 or 20.

PART VI

EFFECT OF DIGITAL SIGNATURES

Secure clectronic record with digital signature

19. The portion of an clectronic record thal is signed with a digital signature shall be treated as a secure electronic record if the digital
signature is a secure electronic signature by virtue of section 20.

Secure digital signature

20. When any portion of an electronic record is signed with a digital signature, the digital signature shall be treated as a secure clectronic
signature with respect to such portion of the record, if -

(a) the digital signature was created during the operational period of a valid certificate and is verified by reference to the public key listed
in such certificate; and

(b) the certificate is considered trustworthy, in that it is an accurate binding of a public key 1o a person's identity because -

(i) the certificate was issued by a licensed certification authority operating in compliance with the regulations made under section 42;

(ii) the certificate was issued by a certification authority outside India recognised for this purpose by the Controller pursuant to regulations
made under section 43;

(iii) the certificate was issucd by a department or ministry of the Central Government, State Gowt. or a statutory corporation of Central or
State Govt. approved by Central Govt. to act as a certification authority on such conditions as he may by regulations impose or specify; or
(iv) the parties have expressly agreed between themselves (sender and recipient) to use digital signatures as a security procedure, and the
digital signature was properly verified by reference to the sender’s public key.

Presumptions regarding certificates

21. 1t shall be presumed, unless evidence to the contrary is adduced, that the information listed in a certificatc issued by a licensed
certification authority is correct, except for information identified as subscriber information which has not been verified, if the certificate
was accepted by the subscriber.

Unreliable digital signatures



22. Unless otherwise provided by law or contract, & person relying on a digitally signed electronic record assumes the risk that the digital
signature is invalid as a signature or authentication of the signed electronic record, if reliance on the digital signature is not reasonable
under the circumstances having regard to the following factors :

(a) facts which the person relying on the digitally signed electronic record knows or has notice of| including all facts listed in the cerlificate
or incorporated in it by reference;

(b) the value or importance of the digitally signed record, if known;

(c) the course of dealing between the person relying on the digitally signed elecironic record and the subscriber and any available indicia of
reliability or unreliability apart from the digital signature; and

(d) usage of trade, particularly trade conducted by trustworthy systems or other electronic means.

PART VII

GENERAL DUTIES RELATING TO DIGITAL SIGNATURES

Reliance on certificates forseeable

23. In is foreseeable that persons relying on a digital signature will also rely on a valid certificate containing the public key by which the
digital signature can be verified.

Prerequisites to publication of certificate

24. No one may publish a certificate or otherwise make it available to a person known by that person to be in a position to rely on the
certificate or on a digital signature that is verifiable with reference to a public key listed in the certificate, if that person knows that —

(a) the certification authority listed in the certificale has nol issued it;

(b) the subscriber listed in the certificate has not accepted it; or

(c) the certificate has been revoked or suspended, unless such publication is for the purpose of verifying a digital signature created prior lo
such suspension or revocalion,

Publication for fraudulent purpose

25. Any person who knowingly creates, publishes or otherwise makes available a certificate for any fraudulent or unlawful purpose shall
be guilty of an offence and shall be liable on conviction 10 a fine not exceeding Rs. 1,00,000 or to imprisonment for a term nol exceeding 7
years or lo both.

False or unauthorised request

26. Any person who knowingly misrepresents 1o a certification authority his identity or authorisation for the purpose of requesting for a
certificate or for suspension or revocation of a centificate shall be guilly of an offence and shall be liable on conviction to a fine not
exceeding Rs. 50,000 or to imprisorment for a term not exceeding 3 years or to both,

PART Vil

DUTIES OF CERTIFICATION AUTHORITIES

Trustworthy system

27, A certification authority must utilise trustworthy systems in performing ils services.

Disclosure

28.41) A certification authority shall disclose -

(a) its certificate that contains the public key corresponding to the private key used by that certification authority to digitally sign another
certificate (referred to in this section as a certification authority certificate);

(b) any relevant certification practice statement;

(c) notice of the revocation or suspension of its certification authority certificate; and

(d) any other fact that materially and adversely affects either the reliability of a certificate that the authority has issued or the authority's
ability fo perform its services.

(2) In the evenl of an occurrence that materially and adversely affects a certification authority's trustworthy system or ils certification
authority certificate, the certification authority shall -

(a) use reasonable efforts to notify any person who is known to be or foreseeably will be affected by that occurrence; or

(b) acl in aecordance with procedures governing such an occurrence specified in its certification practice stalement.

Issuing of certificate

29.A1) A certification authority may issue a certificate to a prospective subscriber only after the certification authority -

(a) has received a request for issuance from the prospective . subscriber; and

(b) has -

(i) if it bas a certification practice statement, complied with all of the practices and procedures set forth in such  certification practice
statement including procedures regarding identification of the perspective subscriber; or

(ii) in the absence of a certification practice statement,

complied with the conditions in subsection (2).

(2) In the absence of a cettification practice statement, the certification authority shall confirm by itself or through an authorised agent that

(a) the prospective subscriber is the person to be listed in the certificate to be issued;

(b) if the prospective subscriber is acting through onc or more agents, the subscriber authorised the agent to have custody of the subscriber's
private key and to request issuance of a certificate listing the corresponding public key;

(c) the information in the certificate to he issued is accurate;

(d) the prospective subscriber rightfully holds the private key

corresponding to the public key to be listed in the certificate;

(e) the prospective subscriber holds a private key capable of creating a digital signature; and

(f) the public key to be listed in the certificate can be used to verify a digital signature affixed by the private key held by the prospective
subscriber.

Representations upon issuance of certificate

30.41) By issuing a certificate, a certification authority represents, to any person who reasonably relies on the certificate or a digital
signature verifiable by the public key listed in the certificate, that the certification authority has issued the certificate in accordance with
any applicable certification practice stalement incorporated by reference in the certificate, or of which the relying person has notice.

(2) In the absence of such certification practice statement, the cettification authority represents thal it has confirmed thal -



(a) the certification authority has complied with all applicable requirements of this Act in issuing the certificate, and if the certification
authority has published the certificate or otherwise made it available to such relying person, that the subscriber listed in the certificate has
accepted it;

(b) the subscriber identified in the certificate holds the private key corresponding to the public key, listed in the certificate;

(c) the subscriber’s public key and private key conslitute a functioning key pair;

(d) all information in the certificate is accurate, unless the certification authority has stated in the certificate or incorporated by reference
in the certificate a statement that the accuracy of specified information is not confirmed, and

(e) that the certification authority has no knowledge of any malerial fact which if it had been included in the certificate would adversely
affect the reliability of the representations in paragraphs (a) to (d).

(3) Where there is an applicable certification practice statement which has been incorporated by reference in the certificate, or of which the
relying person has notice, subsection (2) shall apply to the extent that the representations are not inconsistent with tile certification practice
statement.

Suspension of certificate

31. Unless the certification authority and the subscriber agree otherwise, the certification authority that issued a certificate shall suspend the
certificate as soon as possible afler receiving a request by a person whom the certification authority reasonably believes fo be -

(a) the subscriber listed in the certificate;

(b) a person duly authorised to act for that subscriber; or

(c) a person acting on behalf of that subscriber, who is unavailable.

Revocation of certificate

32. A cettification authority shall revoke a certificate that it issued after -

(a) receiving a request for revocation by the subscriber named in the certificate; and confirming that the person requesting revocation is the
subscriber, or is an agent of the subscriber with authority to request the revocation;

(b) receiving a certified copy of the subscriber’s death certificate, or upon confirming by other evidence that the subscriber is dead; ar

(c) upon presentation of documents effecting a dissolution of the subscriber or upon confirming by other evidence that the subscriber has
been dissolved or has ceased to exist.

Revocation without subscriber’s consent

33.41) A certification authority shall revoke a certificate, regardless of whether the subscriber listed in the certificate consents, if the
certification authority confirms that -

(a) a material fact represented in the certificate is false;

(b) a requirement for issuance of the certificate was not satisfied;

(c) the certification authority's private key or trustworthy system was compromised in a manner materially affecting the certificate’s
reliability;

(d) an individual subscriber is dead; or

(&) a subscriber has been dissolved, wound-up or otherwise ceased to exist.

(2) Upon eflecting such a revocation, other than under subsection (1)(&) or (e), the certification authority shall immediately notify the
subscriber listed in the revoked certificate.

Notice of suspension

34 (1) Immediately upon suspension of a certificatc by a certification authority, the certification authority shall publish a signed notice of
the suspension in the repository specified in the certificate for publication of notice of suspension.

(2) Where one or more repositories are specified, the certification authority shall publish signed notices of the suspension in all such
repositories.

Notice of revocation

35.1) Immediately upon revocation of a certificate by a certification authority, the certification authority shall publish a signed notice of
the revocation in the repository specified in the certificate for publication of notice of revocation.

(3) Where one or more repositories are specified, the certification authority shall publish signed notices of the revocation in all such
repositories.

PART IX

DUTIES OF SUBSCRIBERS

Generating key pair

36.1) If the subscriber generates the key pair whose public key is to be listed in a certificate issued by a certification authority and
accepted by the subscriber, the subscriber shall generate that key pair using a trustworthy system.

(2) This section shall not apply to a subscriber who generates the key pair using a system approved by the certification authority.
Obtaining certificate

37. All material representations made by the subscriber to a certification authority for purposes of obtaining a certificate, including all
information known to the subscriber and represented in the certificate, shall be accurate and complete to the best of the subscriber’s
knowledge and belief- regardless of whether such representations are confirmed by the certification authority.

Acceptance of certificate

38.41) A subscriber shall be deemed to have accepted a certificate if he -

(a) publishes or authoriscs the publication of a certificate;

(i) to one or more persons; or

(ii) in a repository; or

(b) otherwise demonstrates approval of a certificate while knowing or having notice of its contents.

(2) By accepting a certificate issued by himself or a certificatian autharity, the subscriber listed in the certificate certifics to all who
reasonably rely on the information contained in the certificate that -

(a) the subscriber rightfully holds the private key corresponding to the public key listed in the certificate;

(b) all representations made by the subscriber to the certification authority and mate-ml to the information listed in the certificale are true;
and

(c) all information in the certificate that is within the l:mwlcdgc of the subscr'ber is true.



Control of private key

39.{1) By accepting a certificate issued by a certification authorily, the subscriber identified in the certificate assumes a duty to exercise
reasonable care to retain control of the private key corresponding to the public key listed in such certificate and prevent its disclosure to a
person not authorised to create the subscriber’s digital signature.

(2) Such duty shall continue during the operational period of the certificate and during any period of suspension of the certificate.
Initiating suspension or revocation

40. A subscriber who has accepted a certificale shall as soon as possible request the issuing certification authority 1o suspend or revoke the
certificate if the private key corresponding to the public key listed in the certificate has been compromised.

PART X

REGULATION OF CERTIFICATION AUTHORITIES

Appointment of Controller and other officers

41.A1) The Central Govt. shall appoint a Controller of Certification Authorities for the purposes of this Act and, in particular, for the
purposes of licensing, certifying, monitoring and overseeing the activities of certification authorities.

(2) The Controller may, after consultation with the Central Govt., appoint such number of Deputy and Assistant Controllers of
Certification Authorities and officers as the Controller considers necessary to exercise and perform all or any of the powers and duties of
the Controller under this Act or any regulations made thereunder.

(3) The Controller, the Deputy and Assistant Controllers and officers appointed by the Controller under subsection (2) shall exercise,
discharge and perform the powers, duties and functions conferred on the Controller under this Act or any regulations made thereunder
subject to such directions as may be notified by the President of India.

(4) The Controller shall maintain a publicly accessible database containing a certification authority disclosure record for each licensed
certification authority which shall contain all the particulars required under the regulations made under this Act.

(5) In the application of the provisions of this Act to certificates issued by the Controller and digital signatures verified by reference to those
certificates, the Controller shall be deemed to be a licensed certification authority.

Regulation of certification authorities

42 A1) The Central Govt. may make regulations for the regulation and licensing of certification authoritics and to define when a digital
signature qualifies as a secure electronic signature.

(2) Without prejudice to the generality of subsection (1), the Central Govt. may make regulations for or with respect to —

(a) applications for licences or renewal of licences of certification authorities and their authorised representatives and matters incidental
thereto;

(b) the activities of certification authorities including the manner, method and place of soliciting business, the conduct of such solicitation
and the prohibition of such solicitation from members of the public by certification authorities which are not licensed;

(c) the standards to be maintained by certification authorities;

(d) prescribing the appropriate standards with respect to the qualifications, experience and training of applicants for any licence or their
employees;

(e) prescribing the conditions for the conduct of business by a certification authority;

(f) providing for the content and distribution of written, printed or visual material and advertisements that may be distributed or used by a
person in respect of a digital certificate or key;

(g) prescribing the form and content of a digital certificate or key;

(h) prescribing the particulars to be recorded in,. or in respect of, accounts kept by certification authorities;

(i) providing for the appointment and remuneration of an auditor appointed under the regulations and for the costs of an audit carried out
under the regulations;

(j) providing for the establishment and regulation of any electronic system by a certification authority, whether by itself or in conjunction
with other certification authorities, and for the imposition and variation of such requirements, conditions or restrictions as the Controller
may think fit;

(k) the manner in which a holder of a licence conducts its dealings with its customers, conflicts of interest involving the holder of a licence
and its customers, and the duties of a holder of a licence to its customers with respect to digital certificates ;

(1) prescribing any forms for the purposes of the regulations; and

(m) prescribing fees to be paid in respect of any matter or thing required for the purposes of this Act or the regulations.

(3) Regulations made under this section may provide that a contravention of a specified provision shall be an offence and may pruvrde
penalties not exceeding a fine of Rs, 2,00,000 or imprisonment for a term not exceeding 12 months or both.

Recognition of foreign cectification authorities

43.- The Central Govt. may by regulations provide that the Controller may recognise cerlification authoritics outside India that satisfy the
prescribed -requirements for any of the following purposes:

(a) the recommended reliance limit, if any, specified in a certificate issued by the certification authority;

(b) the presumption referred to in sections 20(b)Xii) and 21.

Recommended reliance limit

44 1) A licensed certification authority shall, in issuing a certificate to a subscriber, specify a recommended reliance limit in the
certificale.

(2) The licensed certification authority may specify different limits in difTerent certificales as it congiders fit

Liability limits for licensed certification authorities

45. Unless a licensed cettification authority waives the application of this section, a licensed certification authority —

(a) shall not be liable for any loss caused by reliance on a false or forged digital signature of a subscriber, if, with respect to the false or
forged digital signature, the licensed certification authority complied with the requirements of this Act;

(b) shall not be liable in excess of the amount specified in the certificate as its recommended reliance limit for either —

(i) a loss caused by reliance on a misrepresentation in the certificate of any fact that the licensed certification authority is required to
confirm; or

(ii) failure to comply with sections 29 and 30 in issuing the certificate.

Regulation of repositories

46. The Central Govi. may make regulations for the purpose of ensuring the quality of repositories and the services they provide including
provisions for the standards, licensing or accreditation of repositories.



PART X1

GOVERNMENT USE OF ELECTRONIC RECORDS AND

SIGNATURE

Acceplance of electronic filing and issue of documents

471} Any department or minisiry of Central Government, State Govt, or statutory corporation under Central or State Govt. that,
pursuant to any written law —

(a) accepts the filing of documents, or requires that documents be created or refained;

{b) issues any permit, licence or approval; or

{c}) provides for the method and manner of payment, may, notwithstanding anything fo the confrary in such written faw —

(i) accept the filing of such documents, or the creation or retention of such documents in the form of electronic records; -

{ii) issue such permit, licence -or approval in the form of electronic records; or

(iii) make such payment in electronic form,

{2) In any case where a department or ministry of Central Govemnment, State Govl. or statutory corporation under Central or State Govt.
decides to perform any of the functions in subsection (1)(1), (ii) or {iii), such agency may specify -

(a) the maoner and format in which such electronic records shall be filed, created, retained or issued;

{b) where such electronic records have to be signed, the type of electronic signature required (including, if applicable, a requirement that
the sender use a digital signature or other secure electronic signature);

{c) the manner and format in which such signature shall be affixed to the electronic record, and the identily of or criteria that shail be met
by any certification authority used by the person filing the document;

(d) contro! processes and procedures as appropriate to ensure adequate integrity, security and confidentiality of electronic records or
payments; and

() any other reguired attributes for electronic records or payments that are currently specified for corresponding paper documents,

{3} Nothing in this Act shall by itself compel any department or ministry of the Central Government, State Govt. or stafutory corporation
under Central or State Govt. to accept or issue any document in the form of electronic records.

PART X1

GENERAL

Obligation of confidentiality
48.(1) Except for the purposes of this Act or for any prosecution for an offence under any written law or pursuant {o an order of court, no
person who has, pursuant to any powers conferred under this Part, obtained access to any electronic record, book, register, correspondence,
information, document or other material shall disclose such elecironic record, book, register, correspondence, information, document or
other material to any other person.

(2} Any person who contravenes subsection (1) shall be guilty of an offence and shall be liable on conviction to a fine not exceeding Rs.
2,00,000 or to imprisonment for & term not exceeding 3 years or to both,
Ofience by body corporate
49, Where an offence under this Act or any regulations made thereunder is comnsitted by a body corporate, and it is proved to have been
committed with the consent or connivance of, or to be attributable to any act or default on the part of, any director, manager, secrelary or
other similar officer of the body corporate, or any person who was purporting to act in any such capacity, he, as well as the body corporate,
shall be guilty of that offence and shall be liable to be proceeded against and punished accordingly.

Authorised officer

50.-(1) The Controller may in writing authorise any officer or employee to exercise any of the powers of the Controller under this Part.
{2) The Controller and any such officer shall be deemed to be a public servant for the purposes of the Penal Code.

(3} Inexercising any of the powers of enforcement under this Act, an authorised officer shall on demand produce to the person agatnst
whomn he is acting the authority issued to him by the Controlier.

Controller may give directions for compliance

51.A1) The Controller may by notice in writing direct a certification authority or any officer or employes thereof to take such measures or
stop carrying on such activities as are specified in the notice if they are necessary to ensure - compliance with the provisions of this Act or
any regulations made thereunder. i

(2) Any person who fails to comply with any direction specified in a notice issued under subsection (1) shall be guilty of an offence and
shalil be liable on conviction to a fine not exceeding Rs. 2,00,000 or to imprisonment for 4 term not exceeding 3 vears or to both.

Power to investigale

52.-{1) The Controller or an authorised officer may investigate the activities of a certification authority in relation to its compliance with
this Act and any regulations made thereunder.

(2) For the purposes of subsection (1), the Controller may in writing issue an order to a certification authority to further its investigation or
to secure compliance with this Act or any regulations made thereunder.
Aceess to computers and data

53.4{1) The Controller or an authorised officer shall-

{a) be entitled at any time to-

(i) have access io and inspect and check the operation of any computer system and any associated apparatus or material which he has
reasonable cause to suspect is or has been in use i connection with any offence under this Act;

(i1) use or caused to be used any such computer system to search any data contained in or available to such computer system; or

(b) be entitled to require -

(i) the person by whom or on whose behalf the Controller or authorised officer has reasonable cause to suspect the computer is or has been
$0 used, or

{if) any person having charge of, or otherwise concerned with the. operation of, the computer, apparatus or material,

1o provide him with such reasonable technical and other assistance as he may require for the purposes of paragraph (a).

(2) Any person who obstructs the lawful exercise of the powers under subsection {1)Xa) or who fails to comply with a request under
subsection { 1 b} shall be guilty of an offence and shall be liable on conviction to a fine not exceeding Rs. 1,008,000 or to imprisonment for
a term not exceeding 6 months or to both.

Obstruction of authorised officer



54. Any person who obstructs, impedes, assaults or interferes with the Controller or any authorised officer in the performance of his
functions under this Act shall be guilty of an offence.

Production of documents, data, etc

55. The Controller or an authorised officer shall, for the purposes of the execufion of this Act, have power to do all or any of the following:
() require the production of records, accounts, data and documents kept by a licensed certification authority and to inspect, examine and
copy any of them;

(b) require the production of any identification document [rom any person in relation to any offence under this Acl or any regulations mede
thereunder-; and

(c) make such inquiry as may be nccessary (o ascertain whether Lhe provisions of this Act or any regulations made thereunder have been
complied with.

General penalties

56. Any person guilty of an offence under this Act or any regulations made thereunder for which no penalty is expressly provided shall be
liable on conviction to a fine not exceeding 1,00,000 or to imprisonment for a term nol exceeding 6 months or to both.

Sanction of Public Prosecutor

57. No prosecution in respect of any offence under this Act or any regulations made thereunder shall be instituted except by or with the
sanction of the Public Prosecutor.

Jurisdiction of Courts .

58. A District Court or a Magistrate's Court shall have jurisdiction to hear and determine all offences under this Act and any regulations
made thereunder, notwithstanding anything to the contrary in the Criminal Procedure Code, shall have power to impose the full penalty or
punishment in respect of any offence under this Act or any regulations made thereunder.

Composition of offences

59.41) The Controller may, in his discretion, compoeund any offence under this Act or any regulations made thereunder which is prescribed
as being an offence which may be compounded by collecting from the person reasonably suspected of having committed the offence a sum
not exceeding Rs. 1,00,000.

(2) The Central Govt. may make regulations prescribing the offences which may be compounded.

Power to exempt

60. The Central Govt. may exempt, subject to such terms and conditions as he thinks fit, any person or class of persons fiom all or any of
the provisions of this Act or any regulations made thereunder.

Regulations

61. The Central Govt. may make regulations to prescribe anything which is required to be prescribed under this Act and generally for the
cartying out of the provisions of this Act.

Savings and transitional

62.1) Where a certification authority has been carrying on or operating as a certification authority before the appointed day and it has
obtained a licence in accordance with the regulations made under section 42 within 6 months afler the appointed day, all certificates issued
by such certification authority before the commencement of this Act, to the extent thal they satisfy the requirements under this Act or any
regulations made thereunder, shall be deemed to have been issued under this Act by a licensed certification authority and shall have effect
accordingly.

(2) In this section, “appointed day” means the date of commencement of this Act.

PART X111

COMPUTER CRIME AND DATA PROTECTION

Offences

63.1) For the purpose of this act, except as provided in subsection (6), any person who commits any of the following acts is guilty of
public offence of computer crime:

(a) Knowingly or intentionally accesses and withou! permission alters, damages, deletes, destroys, or otherwise uses any data, computer
data base, computer, computer system, or computer network in order to either (A) devise or execute any scheme or artifice to defraud,
deceive, or extort, or (B) wrongfully control or obtain money, property, or data.

(b) Knowingly or intentionally accesses and without permission takes, copies, or makes use of any data or computer data base from a
compuler, compuler system, or computer network, or takes or copies any supporting documentation, whether existing or residing internal
or external (o a computer, compuler system, or computer network. Any programme or data held in any removable storage mediom which is
for the time being in the computer; and a computer is to be regarded as containing any programme or data held in any such medium.

(¢) Knowingly or intentionally and without permission uses or causes lo be used computer services.

(d) Knowingly or intentionally accesses and without permission adds, alters, damages, deletes, or destroys any data, computer software,
computer programmes or computer data base which reside or exist internal or external to a computer, compuler system, or compuler
network,

(e) Knowingly or intentionally and without permission disrupts or causes the disruption of computer services or denies or causes the denial
of computer services to an authorised user of a compuler, computer system, or computer network.

(f) Knowingly or intentionally and without permission provides or assists in providing a of accessing a computer, computer system,
or computer network in violation of this section.

(g) Knowingly or intentionally and with the intent 1o defraud, obtains, or attempts to obtain, or aids or abets another in obtaining, any
commercial compuler service by false representation, false statement, unauthorised charging to the account of another, by installing or
tampering with any facilities or equipment or by any other means.

(h) Knowingly or intentionally and without permission accesses or causes to be accessed any computer, computer system, or computer
network.

(i) Knowingly or intentionally introduces or allows the introduction of any computer contaminant or computer virus mto any computer,
computer system, or computer network.

(j) Destruction of computer equipment without authorisation, intentionally or recklessly tempers with, takes, transfers, conceals, alters,
damages or destroys any equipment used in computer system, or intentionally or recklessly causes any of the foregoing to occur.

(k) Whoever knowingly, wilfully and without authorisation or without reasonable grounds to believe to have such authorisation, destroys,
uses, lakes, injures, or damages equipment or supplies used for intended to be used in a computer, computer system, or compulter network,




or whoever willfully, knowingly, and without autherisation or withou! reasonable grounds 1o believe to have authorisation, destroys,
injures, takes, or damages any computer, computer system, or computer nefwork.

(2)3{A} Any person who commits offence as per any of the provisiens of paragraphs (a), (b), (), (e), (g) and (j) of subsection (1) is
punishable by a fine up to Rs. 2,00,000 or by imprisonment up to three years, or by both.

(B} Any person who commits offence as per para (¢) of subsection {1) is punishable as follows ;

(i) For the first violation which does not result in injury, and where the value of the computer services used does not exceed Rs. 10,000, by
a fine not exceeding Rs. 100,000, or by imprisonment not cxceeding one year, or by both,

(i) For any violation which results in damage of sn amount grealer than Rs. 1,00,000 or in an injury, or ifthe valuc of the computer
services used exceeds Rs. 10,000, or for any second or subsequent violation, by a fine not exceeding Rs. 2,00,000, or by imprisonment up
to three years, or by both.

(C) Any person who commits offence as per para (f), (h) or (i) of subsection (1) is punishable as follows :

(i) For a first violation which does not result in injury, an infraction punishable by a fine not exceeding Rs. 10,000,

(ii} For any violation which results in a damage of an amount not greater than Rs. 50,000, or for a second or subsequent violation, by a fine
nol exceeding Rs. 1,00,000 or by imprisonment not exceeding one year, or by both.

(iit) For any violation which results in a victim loss/damage in an amount greater than Rs. 50,000, by a fine not exceeding Rs. 2,00,000, or
by imprisonment up to three years, or by both,

(D) Any person who commits the offence at paragraph (k) of subsection (1) is punishabic as follows:

(i) Any person who commits the offence at paragraph (j) of subsection (1) is punishable of a fine not exceeding Rs. 1,00,000 if the damage
fo such computer, equipment or supplies or to the computer, computer system or computer network is less than Rs, 20,000.

(ii) Any person who violates any of the provisions of paragraph (j) of subsection (1) is punishable by a fine up to Rs. 5,00,000 if the
damage to such computer equipment or supplies or to computer, computer system or computer network exceeds Rs. 20,000, or if there is
an interruption or impairment of governments! operation, public transportation, supply of water, gas or public utility service.

(3) In addition to any other civil remedy available, the owner or lessee of the computer, computer system, computer network, compuler
programume, or data may bring & civil aclion against any person convicted under this section for compensatory damages, including any
expenditure reasonably and necessarily incurred by the owner or lesses to verify that a computer system, computer network, computer
programme, or data was or was not altered, damaged, or deleted by the access.

(4) No activity exempted from prosecution under paragraph {a} of subsection (1) which incidentally violates paragraph (d) or paragraph
{h) of subsection (1) shall be prosecuted under those prosecutions.

(5)(i} Subsection (1} does not apply to any person who accesses his or her employer’s computer system, computer network, computer
programme or daia when acting within the scope of his or her lawful employment.

(i) Paragraph (C) of subsection (1) does not apply to any employee who accesses or uses his or her employer’s compuler system,
computer network, computer programme or data when acting outside the scope of his or her lawful employment, so long as the employer’s
activities do not cause an injury to the employer or another, or so long as the value of supplics and computer services, which are used and
do not exceed an accumulated total of Rs. 10,000.

Tampering with computer source documents

64.{1) Whoever knowingly or intentionally conceals, destroys, or alters or intentionally or knowingly causes another to conceal, destroy,
or alter any computer source document used for a computer, computer programme, computer system, or computer network, when the
computer source document is required to be kept by law, shall be guilty of an offence of computer crime.

(2) Whoever knowingly or intentionally conceals, destroys, or alters or intentionally, knowingly conceals, destroys, or alters or
intentionally or knowingly causes another to conceal, destroy, or alter any computer source document used for a computer, computer
programme, computer system, or computer network, when the computer source document is required to be kept by law, with the intent to
obstruct an official investigation by any staie agency authrised by law fo conduct any civil or criminal investigation, shall be guilty of
public offence of computer crime.

(3) Any person who commits offence at subsection (1) is punishable by a fine up to Rs, 2,00,000 or by imprispnment up to six months, or
by both.

{4) Any person who commits offence af subsection (2} is punishable by a fine up to Rs. 3,00,000 or by imprisonment up to six menths, or
by both.

Forfeiture

65.41) Any person who commits the offence of computer crime as set forth in Section 63 and Section 64 shall forfeit, according to the
provisions of this Section, any monies, profits or proceeds, and any interest or properly which the sentencing court determines he has
acquired or maintained, directly or indirectly, in whole or in part, as a result of such offence. Such person shall also forfeit any interest in,
security, claim against, or contractual right of any kind which affords him a source of influence over any enterprise which he has
established, operated, controlled, conducted ot participated in conducting, where his relationship to or connection with any such thing or
activity directly or indirectly, in whole or in part, is traceable to any itern or benefit which he has obtained or acquired through computer
fraud.

(2) Any computer, computer system, computer network, or any software or data, owned by the person, which is used during the
commission of any public offence described in section 63 and section 64 or any computer, owned by the person, which is used as a
repository for the storage of software or data illegally obtained in violation of section 63 and section 64 shall be subject to forfoiture.
Computer related crime ~ specific violation by college or university student

66. A community college, state university, or academic institution accredited by Central Govt. or State Govt. is required to include
computer-related crimes as a specific violation of college or university student conduct policics and regulations that may subject a student
to disciplinary sanctions up to and including dismissal from the academic institution.

PART XtV

MISCELLANECUS

Territorial scope of offences

67.41) Subject to sections 63, 64, 65 and 66 the provisions of this Act shall have effect, in relation to any persan, whatever his nationality
or citizenship, outside as well as within India and where an offence under this Act is committed by any person in any place outside India, he
may be dealt with as if the offence had been commitied within India.

{2) For the purposes of subsection (1), this Act shall apply if, for the offence in question —

{a} the accused was in Indin at the mafterisl time; or



(b) the computer, programme or data was in India at the material time.

(3) For the purpose of bringing a civil or criminal action under section 63, 64 and 65 a person who causes by any means, the access of a
computer, computer system or compuler network in one jurisdiction from another jurisdiction he or she is deemed to have personally
accessed the computer, computer system or computer network in his or her jurisdiction.

Jurisdiction of courts

68. A District Magistrate, Addl. District Magistrate or Executive Magistrate shall have jurisdiction to hear and determine all offences
under this Act and shall have power to impose the full penalty or punishment in respect of any offence under this Act alongwith other
courts as per Criminal Procedure Code.

Order of payment of compensation

69.«1) The court before which a person is convicted of any offence under this Act may make an order against him for the payment by him
of a sum o be fixed by the court by way of compensation to any person for any damage caused to his computer, programmeme or data by
the offence for which the sentence is passed.

(2) Any claim by a person for damages sustained by reason of the offence shall be deemed to have been satisfied to the extent of any
amount which has been paid to him under an order for compensation, but the order shall not prejudice any right to a civil remedy for the
recovery of damages beyond the amount of compensation paid under the order. -
(2) An order of compensation under this section shall be recoverable as a civil debt.

Evidence from computer records

70.1) Notwithstanding sections 75 and 76 of the Indian Evidence Act, 1872 in any proceedings under this Act, any relevant computer
output shall be admissible as evidence of any fact stated therein if it is shown —

(a) that there is no reasonable ground for believing that the output is inaccurate because of improper use of the computer and that no reason
exists to doubt or suspect the truth or reliability of the output; or

(b) that at all material times the computer was operating properly, or if not, that any respect of which it was nol operating properly or was
out of operation was not such as to affect the production of the output or the accuracy of its contents.

(2) For the purpose of deciding whether or not such output is so admissible, the court may draw any reasonable inference from the
circumstances in which the output was made or otherwise came into being.

Supplementary provisions on evidence

71.41) In any proceedings where it is desired to admit computer output in evidence in accordance with section 70, a certificate —

(a) identifying the computer output and describing the manner in which it was produced;

(b) giving such particulars of any device involved in the production of that computer output as may be appropriate for the purpose of
showing that the output was produced by a computer;

(c) dealing with any of the matters mentioned in section 70(1); and

(d) purporting to be signed by a person occupying a responsible position in relation (o the operation of the computer at all relevant times,
shall be admitted in those proceedings as evidence of anything stated in the certificate.

(2) If the person referred to in subsection (1) (d) who occupies a responsible position in relation to the operation of the computer did not
have control or access over any relevant records and facts in relation to the production by the computer of the computer output, &
supplementary certificate signed by another person who had such control or access and made in accordance with subsection (1) (a) to (c)
shall be evidence of anything stated in the certificate.

(3) For the purposes of subsections (1) and (2), it shall be sufficient for a matter to be stated to the best of the knowledge and belief of the
person stating, it.

(4) Notwithstanding subsection (1) and (2), a court may require oral evidence to be given of anything of which evidence could be given by
a certificate under that subsection.

(5) Any person who in a certificate tendered under subsection (1) and (2) in a court makes a statement which he knows to be false or does
not believe to be true shall be guilty of an offence and shall be liable on conviction to a fine not exceeding Rs. 2,00,000 or to imprisonment
for & term not exceeding 2 years or to both.

(6) In estimating the weight, if any, of any admissible computer output, regard shall be had to all the circumstances from which any
inference can reasonably be drawn as to the accuracy or otherwise of the outpul and, in particular —

(a) to the question whether or not the information which the output reproduces or is derived from was supplied to the relevant compuler, or
recorded for the purpose of being supplied to it, contemporaneously with the occurrence or existence of the facts dealt with in that
information; and

(b) to the question whether or ot any person concerned with the supply of information to that computer, or with the operation of that
computer, or amy equipment by means of which the admissible computer output was produced by it, had any incentive to conceal or
misrepresent the facts.

(7) For the purpose of subsection (6), information shall be taken to be supplied to a computer whether it is supplied directly or (with or
without human intervention) by means of any appropriate equipment.

Proof of document or copy thereof

72. Notwithstanding the provisions of the Evidence Act, where in any proceedings any computer output is admissible in evldenoc in
accordance with section 70, it may be proved —

(a) by the production of that computer output; or

(b) (whether or not that computer outpul is still in existence) by the production of a copy of that output, or of the material part of it,
authenticated in such manner as the court may approve.

Powers of Police officers to investigate and require assistance

73.41) In connection with the cxercisc of his powers of investigations under the Criminal Procedure Code, a police officer not below the
rank of Deputy Superintendent of Police —

(a) shall be entitled to investigate and at any time to have access to, and inspect and check the operation of, any computer and any
associated apparatus or material which he has reasonable cause to suspect is or has been in use in connection with any offence under this
Act; and

(b) may require-

(i) the person by whom or on whose behalf the police officer has reasonable cause to suspect the computer is or has been so used; or




(ii) any person having charge of, or otherwise concerned with the operation of, the computer, apparatus or material,

to provide him with such reasonable assistance as he may require for the purposes of paragraph (a)

(2) Any police officer not below the rank of Inspector of Police may arrest without warrant any person reasonably suspected of committing
an offence under this Act.

PART XV

RELATED AMENDMENTS IN EXISTING ACTS

Related dmenls to the Indian Evidence Act, 1872

74, The Indian Evidence Act, 1872 is amended by renumbering section 67 as subsection (1) of that section, and hy inserting immediately
thereafter the following subsection :

a) "(2) This section shall not apply to any electronic record or electronic signature to which the Information Technology Act, 1998
applies.".

b) inserting immediately after section 3(e) the following subsection

3(f) : “Electronic Document/Data/Record/Data Message — information generaled, sent, received or stored by electronic, optical, computer
or similar means including, but not limited to, Electronic Data Interchange (EDI), electronic mail, telegram, telex or telecopy™.

c) inserting immediately afler section 63(5) the following subsection :

“Electronic Document/Data/Record/Data Message — information generaled, sent, received or stored by clectronic, optical, computer or
similar means including, but not limited to, Electronic Data Interchange (EDI), electronic mail, telegram, telex or telecopy™.

d) Inserting immediately afler section 74(1)iii) the definition of Electronic Document through an explanation clause.

¢) Notification by State Govt. concerned declaring an officer as an authorised officer under Section 76 (Explanation) of the Indian
Evidence Act, 1872 as custodian of records of right to authenticate the computer printout taken from the computerised land records.
Related amendments to the Indian Penat Code, 1860

75. The Indian Penal Code, 1860 is amnended by inserting in section 29 the following subscction :

“Electronic Document/Data/Record/Data Message — information generated, sent, received or stored by electronic, optical, computer or
similar means including, but not limited to, Electronic Data Interchange (EDI), electronic mail, telegram, telex or telecopy™.

Related amendinents to the General Clauses Act, 1897

76. The General Clauses Act, 1897 is amended Ly inserting immediately after section 3(18) the following suhsection :

“Electronic Document/Data/Record/Data Message — information generated, sent, received or stored by elecironic, optical, computer or
similar means including, but not limited to, Electronic Data Interchange (EDI), electronic mail, telegram, telex or telecopy”.

Amendment to RBI Act, 1934

77. In the Reserve Bank of India Act, 1934, after Chapter 111C, the following Chapter 111 D shall be inserted, namely:

Chapter Il D

U(1) Ifthe Bank is satisfied that in the interest of development of efficient payment systems it is necessary to promote and establish
multiple electronic funds trunsfer systems, it may by order, allow banking companies, financial or other institutions, or any other person
desirous of setting up an EFT System to apply for authorisation from the Bank to commence and operate an Electronics Funds Transfer
System.

(2) An application for approval under sub-section (1) shall be submitted in the form specified by the Bank from time to tine, alongwith a
scheme of operations of the proposed systcm and the documents relating to rights, duties and liabilities of the person participating in such
system,
(3) The Bank may, before granting approval for any such proposed system, requrire the applicant or the proposcd participants in the system
to submit such further information and particulars as considered necessary and the Bank may also canse such inspection of the premises,
equipments, machineries, books or other documents, or accounts and transactions, relating to the proposed system as considered essential
by the Bank.

(4) The Bank may, subject to such modifications and alterations to the scheme and any contract and documents submitted therewith as are
considered desirable, approve or reject any application submitted for approval under sub-section (2).

Provided that while approving the scheme, the Bank may impose such tenns, restrictions, limitations and conditions as it may deem fit, on
the applicant or the proposed participant or any otlier person likely to be affected or benefitted thereby.

Provided further, that before rejecting any such application the Bank may serve notice on the applicant requiring it to showcause as to why
the application should not rejectzd and if so requested by the applicant, an opportunity for hearing should also be given.

(5) Any Regulation framed by the Bank for regulation of multiple payment systems shall be binding on the applicant, the proposed
participants and any other person likely to be affected or benefitted thereby.

(6) No person, other than a person whose application is approved by the Bank under sub-section (4) shall connnence or operale any
Electronic Funds Transfer System,

Explanation;

For the purpose of this Section,
(a) “EFT System™ means the Electronic Fund Transfer System estahlished by these Regulations for carrying out interbank and intrabank
funds transfers within India, through EFT centres connected by a network, and providing for settlement of payment obligations arising out
of such funds transfers, between participating banks or institutions.
(b) “banking company” means a company as defined in Section 5 of the Ranking Regulation Act, 1949, and includes the State Bank of
India, constituted by the State Bank of India Act, 1955, a Subsidiary Bank constituted under the State Baok of Indin (Subsidiary Banks)
Act, 1959, 2 Corresponding New Bauk constituted under the Banking Companies (Acquisition and Transfer of Undertakings) Act, 1970 or
the Banking Companies (Acquisition and Transfer of Undertakings) Act, 1980, a cooperative bank, as defined in Section 56 of Part V of
the Banking Regulation Act, 1949 and such other banks as may be specified from time to time.

(c) “Financial Institutions” shall bear the meaning assigned to it in Seclion 4A(1) of the Companies Act, 1956 and includes an institution
notified under Sub-section (2) of that Section,

(d) “Institution™ neans a public financial institution and includes a depariment or agency of the Central or State Government or any other
organisation approved by the Reserve Bank as eligible to open a settlement account with it.

(7) In Section 58 of the Act, in sub-section (2), the following clause (PP') shall be inserted afler existing clause (P), namely:-

*(PP") The rcgulation of multiple payment systens’

Amendment in Banker's Book Evidence Act of 1891

78. In Section 2 of the Banker’s Books Evidence Act, 1891 (hereinafter referred to as “the Act”),




(a) for sub-section (3), the following sub-section shall be substituted, namely:- ;

“(3)" banker's books™ include ledgers, day-books, cash books, account-books and other records used in the ordinary business of the bank,
whether these records are in written form or are kepl in micro-film, magnetic tape or any other form of mechanical or electronic data
retrieval mechanism”. )

(b) in sub-section (8) afier the existing provisions, the following words shall be added, namely:

a print-out of any entry in the books of a bank on micro-film, magnetic tape or any other form of mechanical or electronic data retrieval
mechanism obtained by a mechanical or other process which in itsell ensures the accuracy of such print out, is a copy of such entry and
when such print-out contains the certificate as provided in this sub-section, it is a certified copy of such entry in the books of a bank.
Amendment of Section 4

In Section 4 of the Act, the existing provisions shall be numbered as sub-section (2) and the following shall be inserted as sub-section (1),
namely:-

Any entry in any Banker’s books shall be deemed to be primary evidence of such entry and any such banker’s books a “document” for the
purpose of Section 62 of the Indian Evidence Act, 1872 (Act | of 1872).

Notification of Electronic Fund Transfer System Regulation

79. Notification of Regulation for Electronic Fund Transfer System under Section 58 of Reserve Bank of India Act, 1934 (2 of 1934).

ANNEXURE-1

REGULATION FOR RESERVE BANK EFT SYSTEM

Reserve Bank of India (Electronic Funds Transfer System) Regulations 1996

1.{1) In exercise of the powers conferred by Section 58 of the Reserve Bank of India Act, 1934 [2 of 1934], the Central Board of the
Reserve Bank of India, with the previous sanction of the Central Government, is pleased to moke the following Regulations, namely :-

(2) Short title, commencement and applicability :

(i) These Regulations may be called the RBI (EFT System) Regulations, 1996,

(ii) They shall come into force with immediate effect.
(iii) They shall apply to every credit transfers executed or payments made, through the EFT system established under these Regulations.
(3) Objects of the Regulations :

The objects of these Regulations are :
(i) to establish an Electronic Funds Transfer System to facilitate an efficient, secure, economical, reliable and expeditious system of funds
transfer and clearing in the banking sector throughout India and to relieve the stress on the existing paper based funds transfer and clearing
system.
(ii) To define and regulate the nature, scope and process of the funds transfer and the legal rights and obligations between the participants
in the EFT system.
(iii) To provide for determination and allocation of loss and the procedure for resolution of disputes arising out of Funds Transfer and all
other matters connected with or incidental to the EFT System.

(4) Definitions :

In these Regulations, unless the context otherwise requires —

(a) *Acceptance” means execution of a payment order.

(b) “Bank" means a banking company as defined in Section 5 of the Banking Regulation Act, 1949, and includes the State Bank of India,
constituted under the State Bank of India (Subsidiary Banks) Act, 1959, a Corresponding New Bank constituted under the Banking
Companies [Acquisition and Transfer of Undertakings] Act, 1970 or the Banking Companies [Acquisition and Transfer of Undertakings]
Act, 1980, a co-operative bank, as defined in Section 56 of Part V of the Banking Regulation Act, 1949 and such other banks as may be
specified from time to time.
(c) “Beneficiary” means the person designated as such, and to whose account payment is directed to be made, in a payment order.
(d) “Beneficiary bank™ means the branch of the bank identified in a payment order in which the account of the beneficiary is to be credited.
(e) “EFT”" means Electronic Funds Transfer.
(f) “EFT Centre” means any office designated by the Nodal Department in each of the centres to which EFT system is extended, for
receiving, processing and sending the EFT data file and the debiting and crediting of accounts of the pareticipating banks and institutions
for settlement of payment obligations or one or more of these functions. EFT Centre is referred to as “Sending EFT Centre” when it
receives EFT data file from the participating sending banks and institutions. EFT Centre is referred to as “Receiving EFT Centre” when it
receives EFT data file from a sending EFT centre.
(g) “EFT Data File” means an electronic data file of a batch of payment orders for funds transfers, processed and consolidated in the
manner specified for transmission of consolidated payment orders and communications concerning payment orders between EFT service
branch and EFT centre or between EFT Centres.

(h) “EFT Service Branch” means an office or branch of a bank or institution in a centre designated by that bank or institution to be
responsible for processing, sending or receiving EFT data file of that bank or institution in that Centre and to do all other functions
entrusted to an EFT service branch by or under these Regulations. EFT Service Branch is referred to as Sending EFT Service Branch when
it originates an EFT Data File for Funds Transfer. EFT Service Branch is referred to as Receiving EFT Service Branch when it receives
EFT Data I'ile from Receiving EFT Centre.

(i) “EFT System™ means the Electronic Funds Transfer System established by these Regulations for carrying out interbank and intrabank
funds transfers within India, through EFT centres connected by a network, and providing for settlement of payment obligations arising out
of such funds transfers, between participating banks or institutions.

(j) “Execution” of a payment order in relation to sending bank means the transmission or sending of the payment order by it to the EFT
Service Branch; in relation to a Service Branch it means transmission of the consolidated payment order in the encrypted EFT data file; in
relation to the sending EFT Centre it means the transmission of the payment orders to the receiving EFT Centre; in relation to the receiving
EFT Centre, it means the transmission of the payment order to the receiving EFT Service Branch and in relation to the beneficiary’s bank,
it means the crediting the beneficiary's account.

(k) “Funds Transfer” means the series of transactions beginning with the issue of originator’s payment order to the sending bank and
completed by acceptance of payment order by the beneficiary’s bank, for the purpose of making payment to the beneficiary of the order.



(1) “Institution” means a public financial institution and includes a department or agency of the Central or State Government or any other
organisation approved by the Reserve Bank as cligible to open a settlement account with it.

(m) “Nodal Department” means the department or the agency of the Reserve Bank to which the raspoumb\hty of implementation,
administration and supervision of the EFT System is entrusted.

(n) “Notified” means communicated electronically or in writing,

(0) “Originator” means the person who issues a payment order to the sending bank.,

(p) “Participating Bank or Institution” means a bank or as the case may be, an institution admissted for participating into the EFT System
pursuant to Regulation 7, and whose Letter of Admission has not been cancelled.

(q) “Payment Order” means an unconditional instruction issued by an originator in writing or transmitted electronically to a sending bank
to effect a funds transfer for a certain sum of money expressed in Indian rupees, to the designated account of a designated beneficiary by
debiting correspondingly an account of the originator.

(r) “Public Financial Institution” shall bear the meaning assigned to it in Section 4A(1) of the Companics Act, 1956 and includes an
institution notified under Sub-section (2) of that Scction.

(3) "Reserve Bank”™ means the Reserve Bank ol India established under the Reserve Bank ol India Act, 1934 (2 of 1934).

(1) “Security Procedure” means a procedure (specified) for the purpose of

(i) verifying that a payment order, a communication cancelling a payment order or an EFT Data File is authorised by the person from
whom it purports to be authorised; and

(ii) for detecting error in the transmission or the content of a payment order, a communication or an EFT Data File.

A security procedure may require the use of algorithms or other codes, identifying words or number, encryptions, call back procedures,
authentication key or similar security devices specified from time to time.

(u) “Sending bank™ means the branch of a bank, maintaining an account of and to which payment order is issued by the originator. When
the originator is a participating institution, reference to sending bank shall be construed as referring to the sending EFT Centre.

(v) “Settlement Account” means an account maintained hy a participating bank or institution for the purpose of settlement of payment
obligations under EFT System.

(w) “Specificd” means specified by procedural guideli>
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APPENDIX G

THE ELECTRONIC FUNDS TRANSFER ACT
(PROPOSED)

AN OUTLINE

AUTHORITY : The Parliament has got the legislative competence to enact this EFT Act
The subject matter is covered by entries 38, 45, 46 and 48 of List-I of Union List under.
schedule VI of the Constitution of India. The provisions of the proposed Act do not
contravene any fundamental rights or any other express provisions of the Constitution
»t India and they are not inconsistent or repugnant to any other existing law.

PREAMBLE
An Act to provide for the orderly growth of Electronic Payments and Funds Transfer
systems, consistent with the country’s monetary and credit systems and to define the

nghts and obligadons arising out of electronic payments and Electronic Funds Transfer
Systems.

CHAPTER I
PRELIMINARY
1. SCOPE AND APPLICABILITY
(1) Scope of the Act
(i) The Act covers credit transfers, debit transfers, funds transfer at the point
of sale (EFTPoS), Automated Teller Machines (ATMs), and every other
type of_’ payments made electronically through an automated data
processing system or electronic communication network system.
(i) The Act extends to whole of India.
(2) Applicability:

Thus Act will apply to every Electronic Funds Transfer Systems and every
electronic payment, other than the EFT System operated by the Reserve Bank
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under the Reserve Bank of India (Electronic Funds Transfer System) Regulations,
1996.

DEFINITIONS:

Basic concepts like “funds transfer”, "funds transfer system”, “credit transfer”,
“debit transfer”, "EFTPoS”, "ATMs", "payment order”, "service provider”, "acceptance
of payment order”, “execution of payment order”, "sender/issurer/ originator”,
"bank/sending bank /receiving bank/ intermediary bank”, "system design”, "security
procedure”, "beneficiary”, "credit card”, "debit card”, etc. should be designed with
reference to the EFT Systems that may have already developed and at the same
time keeping in view a futuristic vision for upgradation of the payment systems
on par with intenational standards. As far as possible, while drafting the definitions,
the need for harmonization of our concepts with internationally accepted
terminology should be recognised.

(The Banking Committee of the International Organisation for standardisation has
developed international standards (ISO, TC 68) for various aspects of automated
banking operations and has prepared the international standard (DIS 7982), for
data elements and terms used in describing, processing and formating messages
relating to credit transfers transmitted over computer to computer
telecommunications network'.]

OVERRIDING EFFECT: ,

(1) The provisions of the Act shall have overriding effect on any agreement,
Memorandum or Articles of Assodation.

(2) The provisions of the Act shall not be in derogation of the provisions of the

Reserve Bank of India Act, 1934 and the Banking Regulation Act, 1949. The
Act shail have overriding effect o1: any other Act or laws in force for the Hme

being.
CHAPTER II
Authorisation and Regulation of EFT Systems

PRIOR AUTHORISATION NECESSARY:

A prohibition against organising, promoting or operating any EFT System by any

T See, UNCITRAL LEGAL GUIDE ON ELECTRONIC FUNDS TRANSFERS, United Nations, New
York (1987).
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person, except with the prior authorisation in writing by the Reserve Bank, should
be enacted. ’

REGULATION OF EFT SYSTEMS

(1) The R@erve Bank may be vested with the power to authorise, with or wimoﬁi-
COI:‘Id]thI‘lS, subject to Regulations made by the Reserve Bank to provide for an’g
objective procedure for authorisation, supervision and monitoring of every g
EFT Systems, having regard to public interest, interest of the consumers £
operational security of the system, monetary and credit policies. s

(2) The'Regu.lations made by the Reserve Bank pursuant to clause (1) of thzs i
Section may provide for the procedure for submission of application, particulars 35
and information required to be furnished by the applicant, examination of-
application by the Reserve Bank with reference to the operational security, the? %
design, the terms and conditions of operation, the constitution of the pr*omt;ters :

etc. i
i

(3) The Reserve Bank may consider the application, having regard to the need i’curr"hm£

the pr(‘Jposed system, the technical standards of the design of the system, ﬁue'w'n..;

" operational security, the terms and conditions of operation, the constitution ofég‘-

the promoters, the interest of the consumer, public interest and monetary and ' ‘
credit policy considerations. After considering the.application the Reserve -

Bank may authorise in writing the establishment of an EFT System with or:?.

without condition or reject the application.

SUPERVISION AND CONTROL

-

(1) Power may be conferred on the Reserve Bank to requii. prescribed mfomtaﬁé
and furnishing of documents by any EFT System operator. Reserve Bank may &

prescribe various returns, statements and particulars to be furnished to it by 3%

every EFT System operator, from time to time.

INSPECTION

(1 Po»\fer may be conferred on the Reserve Bank to inspect the premises the;:. “-“
equipments, computer hardware and software, books of accounts of the &

authorising the establishment of any EFT System, that the system if authorised . 2
u;ot;_ld ;erve the objectives and would be in compliance with the provisions @
of the Act. a5
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premises, the equipments, the computer hardware, software and any other
communication system, books of accounts and any other relevant document
of any EFT system. A duty on every person responsible for the EFT System,
to furnish to the Reserve Bank or an officer authorised by it, any information
or document when required, should be provided.

(3) Provision should be made for empowering the Reserve Bank to cancel the
authorisation if a system contravenes the provisions of the Act or the terms
and conditions of authorisation.

&, POWER OF THE RESERVE BANK TO GIVE DIRECTIONS

(1) Provision enabling the Reserve Bank to issue directions gencrally to EFT
Systems or to any EFT System in particular, or in respect of any form of
electronic payments if the Reserve Bank is satised that issuing of such
directions is necessary in public interest, in the interest of the banking policy,
in the interest of the monetary policy, or in the interest of the opcrational
security of the EFT Systems, etc.

CHAPTER III
Consumer Protection Measures

g. DISCLOSURE OF TERMS AND CONDITIONS

(1) Every EFT System should be required to disclose the terms and conditions of
funds transfer or payments in the language and in a manncr ecasilly
understandable by the potential users of the system. Such' disclosures should
cover terms including the limitation of liability, the charges, ctc.

10. DOCUMENTATION OF TRANSACTION

(1) The funds transfer system should be required to provide to the users, periodic
statements and in the case of a consumer activated system, automatic computer
print outs of the transaction. Such print out should cearly sct forth the
amount involved, the date, the type, the identity of the account, the identity
of the party to whom or from whom funds are transferred.

(2) Every finandal institution and every other EFT system provider shall be
required to provide to the consumer/custor. cr with a periedic statement for
each account of such consumer/customer of all EFT transactions carried out

during such period.
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| CHAPTER IV

Rights and obligations of service providers

11. MAINTENANCE OF SYSTEM
V)

(2) Provision shall be made to define the responsibilities of the system prov"jdem.'- 3
r regard to secunty procedure and unauthorised payments. Finality of .
payment with reference to the sender, the receiving bank, the mtennedja.ry 7

&

(3) Provision shall be made for limiting the liability of the consumer in case of |

bank and the beneficiary‘s bank shall also be defined.

third party frauds.
‘ CHAPTER V

Investigation and resolution of disputes

INVESTIGATION AND RESOLUTION OF CLAIMS.

(1) Provision shall be made for establishment of a machinery to investigate any

claim arising out of errors, System malfunctioning, negligence or fraud

(2) Principles for ¢ :crmining the liability in case of errors, negligence, system

failure or fraud shall be laid down.

L

(3) A dispute resolution machinery to resolve th di e
may be provided. &4 € disputes anising in EFT System
CHAPTER VI

Evidence and Data Protection

13. ADMISSIBILITY OF EVIDENCE

(1) Rules of evidence in regard to computer print outs and records ke]:vz in micro-
film disc, floppy or any other electronic data retrieval system may be
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. Provis_ion shall be made for maintaining technical standards of the design and
. operational security of the system. System providers liability for loss attributable

to errors and frauds by deficiency in the system or negligence may be defined. 3
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3)

provided. The conditions for admissibility of such evidence may be defined.
Computer print-outs, subject to specified conditions, shall be accorded the
status of prima facie evidence.

Liability of the service provider in regard to confidentiality shall be provided
for.

There shall be a provision, defining the drcumstances under which the service
provider or holder of EFT information shall not be responsible for unauthorised
access to personal data.

CHAPTER VII

Offences and penalties

14. OFFENCES

(1)

(2)

(3)

(4)

Unauthorised access to coniputer material shall be made an offence if a person

(a) causes a computer to perform any function with intent to secure access
to any programme or data held in any computer;

(b) the access he intend to secure is unauthorised; and

(c) he knows the nature of the function, at the time when he causes the
computer to perform the function, and causes such function.

Additional penalty for unauthorised access with intention or knowledge of
commiting or facilitating the commission of any further c:ience, shall be
provided for.

Unauthorised modification of computer material shall be made punishable if
a person does any act which causes an unauthorised modificabon of the
contents of any computer and at the time when does the act he has the
requisite intent or the requisite knowledge.

For the purposes of the above offences intention to impair the operation of
any computer, to prevent or hinder access to any programume or data held in
any computer, to impair the operation of any such programme or the
reliability of any such data shall be sufficient although such intention need not
be directed at any particular computer or any particular prograoune or data
of any particular kind.
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(5)

(6)

)

15. ESTABLISHMENT OF CONTINGENCY FUND

M

(2)

(3)

(4)

16. BAR OF CIVIL SUITS

17. REGULATION MAKING POWER OF THE RESERVE BANK

It shall be an offence for any person to commit any of the above offences or’
contravene any of the provisions of the Act and such contravention shall b
punishable with specified penalties, which may include imprisonment and fin
Special rules of evidence in prosecution of offences under the Act shall be
provided for. Such rules may raise presumption of required intention.
knowledge and put the burden of disproving such intention on the part of the

accused. by

Provision for cognizance of the offence may be made.

CHAPTER VIII

Miscellaneous

Every EFT Systemn shall be required to establish a contingency fund by
contributing a portion of the fees/charges collected by it L4 3

The administration of the Con''ngency Fund shall be subjected to the‘_
supervisory and regulatory control of the Reserve Bank. :

placed under the General h’\.'surance Act.
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APPENDIX D

(DRAFT) AMENDMENT TO RBI ACT, 1934

In the Reserve Bank of India Act, 1934, after Chapter III C, the following Chapter
UI D shall be inserted, namely:

Chapter 111 D

45 U (1) If the Bank is satisfied that in the interest of development of efficient
payment systems, it is necessary to promote and establish multiple electronic funds
transfer systems, it may, by order, allow banking companies, financial or other institutions,
or any other person desirous of setting up an EFT System to apply for authorisation
from the Bank to commence and operate an Electronic Funds Transfer System.

(2) An application for approval under sub-section (1) shall be submitted in the
form specified by the Bank from time to time, along with a scheme of
operations of the proposed system and the documer:s relating to rights,

duties and liabilities of the persons participating in-such system.

(3) The Bank may, before granting approval for any such proposed system,
require the applicant or the proposed participants in the system to submit
such further information and particulars as considered necessary and the Bnk
may also cause such inspection of the premises, equipments, machineries,
books or other documents, or accounts and transactions, miatmg to the
proposed system as considered essential by the Bank,

(4) The Bank may, subject to such modifications and alterations to the scheme

and any contract and documents submitted therewith as are considered
desirable, approve or reject any application submitted for approval under sub-

section (2).
Provided that while approving the scheme, the Bank may impose such terms,

restrictions, limitations and conditions as it may deem fit, on the applicant or
the proposed participant or any other person likely to be affected or benefitted

thereby.

119
ANNEXVRE- [ @

O e T NI 3 i e d

T T

= ———

e g -




Provided further, that before rejecting any such application the Bank may |
serve ngtice on the applicant requiring it to showcause as to why the | -
application should not be rejected and if so requested by the applicant, an’
opportunity for hearing should also be given.

(50 Any Regulations framed by the Bank for regulation of multiple payment
systems shall be binding on the applicant, the proposed participants and any
other person likely to be affected or benefitted thereby.

(6) No person, other than a person whose application is approved by the Bank
under sub-section (4) shall commence or operate any Electronic Funds Transfer
System.

Explanation ;
For the purpose of this Section,

() TEFL SystOm™ MNGHINS ccossmvmioissssssaisnsoses i s isas s s sismssismivs s swnns e

(b) "banking company” means .

(c) "Finanaal Insbtubon” means ...............

(d) "INSHEUHON" IEANS ..ocicieiiieieiieciensscrsreesenesessassssssssssssensasssessnsessensaessansnseasans

In Section 58 of the Act, in sub-section (2), the following clause (PP) shall be
inserted after existing clause (P), namely :-

'(PP) The regulation of multiple payment systems.'
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APPENDIX E

(DRAFT) AMENDMENT TO BANKERS
BOOKS EVIDENCE ACT, 1891

T i i RPN 0 2

ks

Statement of objects and reasons

There have been multi-fold increase in the volume of banking transactions in the
past few years as a consequence of which, voluminous records are required to be
kept in the banks. The requirements of preservation of bankers' records in the
traditional ways have created acute shortage of space for banks. Modern technology
like micro-filming of records and keeping the record of entries and transactions on
magnctic tape and other electronic data retrieval mechanism, offers distinct
advantages in redudng the problem of space constraints and labourious paperwork.
In most of the advanced and developing countries, the relative provisions in the
law of evidence have been amended to enable banks to adopt the system of
keeping the records and entries of transactions on micro-film and other devices like
electronic data retrieval mechanism. In the context of globalization of the Indian
economy, there is a need to provide necessary environment for the indian Banking
System to be more competitive in the matter of utilization of the facilitics made
available by the modern technologies. To keep pace with the international standards,
it is necessary to amend the existing provisions of the Banker's Books Lvidence Act
so as to recognize records kept by banks on micro-film, disc or other device of
electronic data retrieval mechanism s primary evidence of ai.y entry in such
records.

The bill secks to achieve the above objective by amending the definition of
“Banker's Books™ in Section 2 of the Banker's Books Evidence Act 1891 so as to
include within the definition, records of banks kept on micro-film, magnelic tape
or on any other form of mechanical or electronic data retrieval mechanism and
further by amending the definition of “certified copy” provides that a print-out of
any entry from the Banker's Book, containing the necessary certificate, be treated
as a certified copy. The bill also seeks to specifically recognise as primary evidence,
the banker's books whether they are in written form or kept on micro-film,
magnetic tape or any other form of mechanical or electronic data retrieval
mechanism.
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THE BANKER'S BOOKS EVIDENCE AMENDMENT
BILL, 1996 (PROPOSED)

A
BILL

Further to amend the Banker's Books Evidence Act, 1891.

follows :-

1.  Short Title
i)  This Act may be called the Banker's Books Evidence (Amendment) Act, 1996.
2. Amendment of Section 2 of the Act 18 of 1891

In Section 2 of the Banker's Books Evidence Act, 1891 (hereinafter referred to as
"the Act”),

(a) for sub-section (3), the following sub-section shall be substituted, namely :-

"(3)" banker's books" include ledgers, day-books, cash books, account-books
and other records used in the ordinary business of the Lank, whether these
records are in written form or are kept on micro-film, magnetic tape or any
other form of mechanical or electonic data retrieval mechanism”.

(b) in sub-section (8) after the existing provisions, the following words shall be
added, namely :
a print-out of any entry in the books of a bank on micro-film, magnetic tape
or any other form of mechanical or electronic data retrieval mechanism
obtained by a mechanical or other process which in itself ensures the accuracy
of such print out, is a copy of such entry and when such print-out contains
the certificate as provided in this sub-section, it is a certified copy of such
entry in the books of a bank.

3; Amendment of Section 4

In Section 4 of the Act, the existing provisions shall be numbered as sub-section (2)
and the following shall be inserted as sub-section (1), namely :-

- (1) Any entry in any banker's books shall be deemed to be primary evidence of
: such entry and any such banker's books a "document” for the purpose of
Section 62 of the Indian Evidence Act, 1872 (Act 1 of 1872)".

12

Be it enacted by the Parliament in the Forty-fifth year of the Republic of India as
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APPENDIX B

(DRAFT) REGULATION FOR
RESERVE BANK EFT SYSTEM

RESERVE BANK OF INDIA
CENTRAL OFFICE
BOMBAY

RESERVE BANK OF INDIA (ELECTRONIC FUNDS
TRANSFER SYSTEM) REGULATIONS 1996

In exercise of the powers conferred by Section 58 of the Reserve Bank of India Act, 1934
[2 of 1934], the Central Board of the Reserve Bank of India, with the previous sanction
of the Central Government, is pleased to make the following Regulations, namely :-

CHAPTER 1

INTRODUCTORY

t 1. Short title, commencement and applicability

(1) These Regulatons may be called the RBI (EFT System) Regulations, 1996.
(2) They shall come into. force with immediate effect.

(3) They shall apply to every credit transfers executed or payments made,
through the EFT System established under these Regulations.

2. Objects of the Regulations

The objects of these Regulations are :

(1) to establish an Electronic Funds Transfer System to facilitate an efficient,
secure, economical, reliable and expeditious system of funds transfer and
clearing in the banking sector throughout India and to relieve the stress on the
existing paper based ‘funds transfer and clearing system. :
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(2) to define and regulate the nature, scope and process of the funds transfer and -
the legal rights and obligations between the participants in the EFT Systermn. §

(3) to provide for determination and allocation of loss and the procedure for 3%
resolution of disputes arising out of Funds Transfer and all other matters 2

connected with or incidental to the EFT System.
Definitions
In these Regulations, unless the context otherwise requires-

(a) "Acceptance" means execution of a payment order.

(b) "Bank" means a banking company as defined in Section 5 of the Banking é

Regulation Act, 1949, and includes the State Bank of India, constituted by the %

State T' nk of India Act, 1955, a Subsidiary Bank constituted under the State :

Bank -of India (Subsidiary Banks) Act, 1959, a Corresponding New Bank .£8%

constituted under the Banking Companies [Acquisition and Transfer of

Uindertakings] Act, 1970 or the Banking Companies [Acquisiion and Transfer ﬂb"

of Undertakings] Act, 1980, a co-operative bank, as defined in Section 56 of 3B
Part V of the Banking Regulation Act, 1949 and such other banks as may be )
1

specified from time to time.
(c) "Benefidary" means the person designated as such, and to whose account -
payment is directed to be made, in a payment order. '

(d) "Benefidary bank™ means the branch of the bank identified in 2 paymmt.'ﬁi

order in which the account of the beneficiary is to be credited.

(e) "EFT" means Electronic Funds Transfer. " ‘
.‘-. el

P
=

() "EFT Centre" means any office designated by the Nodal Department in each
of th.e centres to which EFT system is extended, for receiving, processing and
sending the EFT data file and the debiting and crediting of accounts of the 3

participating banks and institutions for settlement of payment obligations c>r‘=.‘§'!:m
one or more of these functions. EFT Centre is referred to as "Sending EFI"M%
Centre" when it receives EFT data file from the participating sending bam;'ﬁ%
and institutions. EFT Centre is referred to as "Receiving EFT Centre" when it'}‘ﬁ-

receives EFT data file from a sending EFT centre. =
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(h)

()

(k)

M

"EFT Data File™ means an electronic data file of a batch of payment orders for
funds transfers, processed and consolidated in the manner spedfied for
transmission of consolidated payment orders and communications concerning
payment orders between EFT service branch and EFT centre or between EFT

Centres.

"EFT Service Branch" means an office or branch of a bank or institution in a
centre designated by that bank or institution to be responsible for processing,
sending or receiving EFT data file of that bank or institution in that Centre
and to do all other functions entrusted to an EFT service branch by or under
these Regulations. EFT Service Branch is referred to as Sending EFT Service
Branch when it originates an EFT Data File for Funds Transfer. EFT Service
Branch is referred to as Receiving EFT Service Branch when it receives EFT
Data File from Receiving EFT Centre.

"EFT System” means the Electronic Funds Transfer System established by
these Regulations for carrying out interbank and intrabank funds transfers
within India, through EFT centres connected by a network, and providing for
settlement of payment obligations arising out of such funds transfers, between
participating banks or institutions.

"Execution" of a payment order in relation to u sending bank means the
transmission or sending of the payment order by it to the EFT Service Branch;
in relation to a Service Branch it means transmission of the consolidated
payment order in the encrypted EFT data file; in relation to the sending EFT
Centre it means the transmssion of the payment orders to the receiving EFT
Centre; in relation to the receiving EFT Centre, it means the trar<i*iccion of
the payment order to the receiving EFT Service Branch and in relauo:n to the
benefidary’s bank, it means the crediting the beneficiary's account.

'"Funds Transfer" means the series of transactions beginning with the issue of
originator’s payment order to the sending bank and completed by acceptance
of payment order by the benefidary's bank, for the purpose of making
payment to the beneficiary of the order.

“Institution™ means a public finandal institution and includes a department
or agency of the Central or & :te Government or any other organization
approved by the Reserve Bank as eligible to open a settlement account with
it.
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(m) "Nodal Department" means the department or the agency of the Reserye
and

(n)

(o)

(p)

(r)

(s)

(t)

{u)

Bank to which the responsibility of implementation, administration
supervision of the EFT System is entrusted.

Notified" means communicated electronically or in writing,

“a

Originator" means the person who issues a payment order to the Send.i.ng:r

bank.

.Paﬂuc:pating Bank or Institution" means a bank or as the case may be
institution admitted for participating o

Regulation 7, and whose Letter of Admission has not been cancelled.

‘Paynju?nl Order" means an unconditional instruction issued by an originator
In wnhng or transmitted electronically to a sending bank to effect a funds
transfer for a certain sum of money

designated account of a designated beneficiary, b iti
’ d i
an account of the originator. R AR IR

"Public Financial Institution" shall bear the meaning assigned to it in Section

4A(1) of the Companies Act, 1956 and includes ansinstitution notified under

Sub-section (2) of that Section.

"Reserve Bank™ means the Reserve Bank of Indi i
12 establish
Reserve Bank of India Act, 1934 (2 of 1934). SIERIRC T

"Security Procedure” means a procedure (specified) for the purpose of

(i) verifying that a payment order, a communication cancelling a payment
order or an EFT Data File is authorised by the person from whom it
purports to be authorised: and

(i) for detectir:tg error in the transmission or the content of a payment order,
a commurucation or an EFT Data File. '

:-; sec;.lnry procedure may require the use of algorithems or other codes
L enti )’Il_"lg.\\’ords or numbers, encryptions, call back procedures, authentication
ey or similar secunity devices specified from ume to time

Send.ing bank" means t}:1e branch of a bank, maintaining an account of and
to which payment order is issued by the originator. When the originator is a
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expressed in Indian rupees, to the 3

3

iy

i

1
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participating institution, reference to sending bank shall be construed as
referring to the sending EFT centre.

(v) "Settlement Account" means an account maintained by a paricipating bank
or institution for the purpose of settlement of payment obligations under EFT

System.

- (w) "Specified" means specified by procedural guidelines issued from time to

time by the Nodal Department pursuant to these Regulations.

Establishment of EFT System

(1) An EFT System shall be established. Depending on the administrative
exigencies, EFT system may be extended in a phased manner throughout the
country and different categories of banks and institutions may be admitted in
stages depending upon the infrastructure and technology available for the
efficient functioning of the EFT System.

(2) The administration and supervision of the EFT System including establishment
of EFT Centres and procuring of technological support and implements may
be entrusted to the Nodal Department.

(3) The operational details and procedure to be followed by participating banks
and institutions shall be specified from time to time by the Nodal Department.

(4) Personnel for the Noda! Department and EFT Cer:ires wherever required,
may be drawn by selection from among the officers and other employees of
the Reserve Bank or on deputation from banks and insttutions or other
outside agencies or by direct recruitment or on contract or tenure basis.

CHAPTER II

Admission of banks and Institutions

Admission necessary for participation

No person shall be entitled to effect a funds transfer in the EFT system, unless the
sending bank or institution and the beneficiary bank or institution as the case may
be, is admitted for participation in the EFT System.
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Eligibility for admission

To be eligible to apply for admission, an applicant must

4]

(2)

(3

4)

be a bank or institution,

have attained and continues to comply with capital adequacy norms, if any,
applicable to it,

15 willing and able to comply with the technical operational requirements of
EFT System, .

be approved by the Reserve Bank as eligible to maintain a settlement account
with it

Provided that, having regard to the pattern of ownership a-*d such other relevant
factors, all or any of the above conditions may be relaxed or dispensed with, if so
decided by the Governor.

Procedure for Admission

(1)

(2)

(3)

Any bank or institution eligible to be admitted in the EFT System may submit
to the Nodal Department, duly authenticated application in triplicate, containing

full particulars in the form specified. Every application shall be accompanied
by an undertaking in the specified form to abide by the Regulations in the %2

event of admission.

The Nodal Department shall issue a Letter of Admuission in the specified form
to every bank or institution admitted into the EFT System.

A directory of participating banks and institutions shall be prepared as on 31st
December of each year and supplied to every bank and institution. Additions
and deletions in the directory may be notified from time to time.

Suspension

(1)

If a participating bank or institution has defaulted in meeting its settlement
obligations or paying any charges or fees or complying with any Regulations
or procedural guidelines issued thereunder or for any reasons specified in
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(2)

(3)

(4)

sub-regulation (1) of Regulation 10, the Letter of Admission issued to it
liable to be kept under suspension for such period as may be specified in th
order of suspension.

Every order of suspension shall be notified immediately to all the participatin
banks and institutions incdluding a bank or institution against which the orde
of suspension is passed.

An order of suspension may be reviewed and may be revoked at any time b
the Governor upon representation received from the concerned bank o
institution or on his own. Every revocation shall be notified immediately to al
participating banks and institutions.

A participating bank or an institution shall not, while any order of suspensio:
is in force against it, be entitled to send or receive any EFT data file o
otherwise to effect any funds transfer in the EFT System.

Provided that a suspension shall not affect the obligations of the suspendec
bank or institution, whether incurred before or after the suspension.

Withdrawal

(1)

(2)

(3)

(4)

Any partidpating bank or institution may, by giving a notice of one montt
withdraw from the EFT System.

No notice undrr this Regulation shall be effective unless it is given in writin;
and before the expiry of one month from the date of receipt of notice by t-
Nodal Department.

Notwithstanding its withdrawal, a bank or institution shall discharge all i
payment obligations arising out of fund transfers attributable to it, wheth:
effected before or after the withdrawal became effective.

The withdrawal of any participating bank or institution shall be notified to :
the participating banks and institubions.

Car{cellation of Letter of Admission

(1)

A Letter of Admission issued to any bank or institution may be cancelled
the Governor on his being satisfied that such bank or institution has
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(4

_ of hearing to the concemed bank or the institution.

(i) defaulted in complying, with any Re

: latio : .:
issued thereunder from time to h‘megu ns or procedural gmdehm?

(i) been placed under an order of moratorium
acceptance of fresh deposits or an order of w
which a provisional liquidator has been appo

(i) stopped or suspended payment of its debts,

(iv) failed to get the order of Suspension passed against it under Regulatio
n

8 revoked within a period of thr
sl ee months from the date of order of -

(v) has cor.nducted its transactions in the EFT System in a manner prejudicial
to the interest, integrity or efficiency of the System, e

No order of cancellation shall be passed without first giving an opportunity

Every order of cancellation shail be notified to

institution. !h(}‘ concermed bank or the

Every order of cancellation shall be notified to the concermned bank
< or

institution and also to all oth . . : -
System. ¢r partiaipating banks and institutions in the EFT

Notwithstanding the order of can i ssed
: cellation of Letter of Admissi

; der. of on
against it, such bank or institution shall discharge all its payment obli I:)at-i
ansing out of the funds transfers effected in the EFT System i

CHAPTER 111

Funds Transfer in the EFT System

Batch Processing

(1)

Any payment order below a sum specif |
pecified shall be eligible for funds transf.
under the EFT System only through the batch processing. If in a :;Sg‘;;
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(2)

(3)

4)

(5

payment instruction the originator directs payments to several beneficiaries,
each payment direction shall be treated as a scperate payment order.

The parties to a funds transfer in the batch processing are the sending bank,
the sending service branch, the sending EFT Centre, the receiving EFT Centre,
the receiving Service Branch and the beneficiary’'s bank.

The Nodal Department shall specify

[il the days.n a week on which the EFT System shall be in operation for
funds transfer through batch processing ("EFT business days")

[ii] the cut-off time in an EFT business day for receipt of payment order by
the EFT Service Branches from sending banks.

[iii] the cut-off ime in an EFT business day for receipt of the EFT data file by
the sending EFT Centres from EFT Service Branches.

liv] the security procedure for verification of authenticity of payment orders
or as the case may be, the EFT data file.

[v] the procedure for processing, sending and receiving the EFT data file.

[vi] the procedure for settlement of payment obligations of participating
banks or institutions.

[vii] the charges or fees paya;ble in respet of each Funds Transfer effected
through the EFT System.

[viii]any other matter necessary to ensure the efficiency, safety,cost-effectiveness,
reliability and integrity of the EFT System.

Every admitted bank and institution, before accepting any payment order for
execution through the EFT System, shall obtain from the originator written
undertaking to be bound by these Regulations and a contract in the form
approved by the Nedal Department.

For the purpose of determination of rights and liabilities arising out of a funds
transfer in the batch process, each branch or office of a bank or as the cas.
may be, an institution and each EFT Centre shall be treated as a seperate uni:

Q
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-(6)

@

(8)

9)

High Value Funds Transfer Processing

(1)

(2)

(3)

(4)

Funds transfer in execution of a payment order under the EFT System shall
be completed before the close of business on the third EFT business day or
such other earlier day, as may be specified, following the EFT business day on
which the payment order was received by the sending bank. The originator*
shall be entitled to claim interest at the Bank Rate from the sending bank for s
the period of delay in the completion of funds transfer.

A payment order issued for execution in the batch processing of the EFT-
System shall become irrevocable when it is executed by the sending bank. &
Any revocation, after the payment order is executed by the sending bank shall :
not be binding on any other party in the EFT System. d

arising under the funds transfers executed in the EFT System.

The payment obligation between particdpating banks and institutions shall b-e

settled on a netting basis at the end of each EFT business day by debiting or. %
crediting the settiement accounts maintained with the EFT Centres. _&3”-".‘

The Nodal Department may procure the required tedi.nology for carrying out " 4

funds transfer in the EFT System, on real time basis and notify the participating ;
banks and institutions of the availability of High Value Funds Transfer faczhty
in the EFT System. :

Every p- ment order above a sum specified shall be eligible for funds transfer
under the EFT System only on real time basis.

Every partidpating bank institution shall, before execution of a payment order
in the High Value funds transfer processing, ensure availability of adequate
funds in its settlement account with the sending EFT Centre.

The Nodal Department may specify, the charges payable by a participating 1
bank or participating institution for execution of any payment order in the :_

High Value funds transfer processing and the procedure in regard to issue, :
acceptance, execution and settlement of payment orders, and sucl- other
matters as are necessary for ensuring the integrity, efficiency or reliability of
the High Value funds transfer processing of the EFT System.
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CHAPTER IV
Rights and obligations
General rights and obligations of participating banks and institutions

(1) Every participating bank or institution admitted in the EFT System shall,
subject to compliance with the specified procedural guidelines, be entitled to
execute any payment order for Funds Transfer to a beneficiary of the payment
order, issued or accepted by it.

(2) Every participating bank or institution shall maintain the security, integrity
and efficiency of the System.

Obligations of sending bank

(1) The sending bank shall not execute a payment order without complying with
the security procedure. No payment order shall be accepted for execution in
the EFT System if the benefidary's bank is not a participating bank or
institution.

(2) The sending bank shall be responsible for the accuracy of the name of the
beneficiary, the nature and style of the account and account number of the
beneficiary, the name of the beneficiary’s bank and the authenticity of every
payment order executed by it.

(3) The sending bank shall bear the liability for Irss if z;my caused to an:
participant in the EFT System on account of the acceptance by it of any
revocation of a payment order after it has executed it.

(4) The sending bank shall not be entitled to bind any other participants in the
EFT System with any “special circumstances” attached to a payment order
accepted by it.

(5) The sending bank shall maintain duly authenticated record of all payment
orders executed by it for a period for which bank records are required to be
preserved under the applicable rules.

(6) The sending bank shall, upon compleﬁon of funds transfer of a payment
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Obligations of the sending EFT Centre

T
ov!?
5
(1)
(2)
(3
(4)
(3)
16-

(v

2

©)

Stiors of the sending EFT Service Branch

e sending EFT Senl'ice Branch shall be responsible for the accuracy of
Coﬂtents of EFT data file and the authenticity of the payment orders co):u?,‘ :
in

in as received b : ;
thf;ceedure y the EFT Centre in compliance with the security
P ;

. sending EFT Service Branch shall be i %
EF ; responsible for sett! ‘§
Pa),ment obligations in regard to payment orders executed by ifmem ke '.
. =

%

¢ s;r.;ding EFT Service Branch shall ensure, before execution of any E g
pata File that‘the'balancc in 1ts settlement account are adequate to co\): Fr 2
5ctt1°mem obligation and ensure that the ceiling, if any, specified for it izrnlz 3

.:chEdCd and the requirement of collateral if specifi
uir pecified by the N
is adequate for execution of the EFT data file cxecutzd bcy itOdal S

ree

o S-Cndu g E S{.‘ ce BI‘ jals h Sha]l be n T nsur I]Ig (_‘Xecu“”n
f LhL' EI I data f]le (Ornpl\r‘lng Wlth S&Cunt)? plOC&dute a“d time S{‘_hed ]
ule,

HhseN

s

rhe sending EFT Service Branch shall :
g EF generate, dis h intai
of transaction in accordance with procedure srx‘m?lz:jc anel mainiain records

e sending EFT Centre shall be res ; e .
: ponsible for receiving the EFT .
grom the EFT Service Branches in compliance with the sec:g ;;; Pm(::t; files
ure.

1he sending EFT Centre shall be responsible for processing and sorting the

payment orders and preparing the EFT ise i
B e g data file centre-wise in accordance

) ”"”H‘I-:mmh'f"lﬁmwﬂM‘Cllﬂ-&;i:ﬂ-

The sending EFT Centre shall execute the :

wt—qff time in an EFT working day. EFT dal:t’:j;iTeitf :rﬁezcr:;::edf .
off time, or payment orders for which the Sending S;Mce B o o
madg adequate provision for settlement may be treated a ra{lch bR ot
opening of the next EFT working day and dealt with accoidﬁcgell;w e

T P B
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dlspatch and maintain in accordance

(4) Sending EFT Centre shall generate and
ctions processed

with the procedure spedfied, records and reports of the trans3
and executed by it.

Obligations of receiving EFT Centre

(1) Receiving EFT Centre shall be responsible for receiving and processing the
EFT data files complying with the security procedure and time schedule
specified for the purpose.

compliance with time schedule and security

out the EFT data files bank-wise and after
ding value, transmit the

Receiving EFT Centre shall in
procedure, process and sort

crediting the settlement accounts with the correspon
EFT data file to respective receiving EFT Service Branches.

(2)

(3) Receiving EFT Centre shall generate, despatch and maintain, in accordance
with the procedure specified.

Obligations of the Receiving EFT Service Branch

(1) Receiving EFT Service Branch shall be responsible for receiving the EFT data
file from the receiving EFT Centre in compliance with the security procedure.
Receiving EFT Service Branch shall process the EFT data file in compliance
with the security procedure and sort-out the payment orders branch wise. an_d
transmit to the respective branches the payment orders for execution in
accordance with the tme schedule and in compliance with the security

(2)

procedure.

(3) Receiving EFT Service Branch shall generate, despatch and maintain records
of transaction in accordance with the procedure specified.

Rights and obligations of benefidary bank

(1) The beneficiary bank shall execute the payment order on the EFT working day
on which the payment order is received by it unless it notices one or more of

the following deficiencies -

The beneficiary specified in the payment order has no account or the

account of the beneficiary maintained by the beneficiary's bank does not

tally with the account specified in the payment order.

(a)
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(b) The benefidary’s bank is prevented by instructions of the beneficiary "_f
to give or receive any credit to the account.

(¢) The account designated in the payment order is closed.

(2) The benefidary's bank may reject a payment order on one or more of the :
grounds mentioned in Clause (1) above. The beneficiary’s bank shall notify, in’
the manner specified, the sending bank of the rejection of the payment on:ier
alongwith the reasons thereof.

SR

S

CHAPTER V.

R

Claims and Allocation of Loss

ey ﬁ}]

Limitation of liability for loss
5
Parties in the EFT System shall be liable for any loss arising on account of a.ny
Teason other than for system failure, power failure or any other reason beyond the X
control of the participant. %
£
Originator not entitled to claim against any party ot.her than the sending ban.k&:‘
These Regulations shall not be construed as entitling the originator of the pay-memgj
order executed in the EFT System, to make ‘a claim against any party other thang
the sending bank in the EFT qutem.

Determination of liability -

4

‘} »
-:m

{03

(1) Liabilites of parties in the EFT System to pay interest for the delayed penod %
or for loss arising on account of any error shall be determined on the basis of Z
fault.

ey

(2) Every EFT Centre, participating bank and particdpating institution shall be
responsible for the delay in the completion of the Funds Transfer or loss on’
acount of error, attributable to it. If the delay or loss is attributable to the non-;
compliance with the Regulations or procedural guidelines specified from ti.meﬁ
to time, a party responsible for such non-compliance shaIl be liable for the'g:!
delay or loss. Zd

S"mpaﬁu
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(3) If there is more than one party at fault or responsib’> for non-compliance, in

the absence of agreement between the parties, the liability shall be decided
upon a reference to the EFT Ombudsman by one or more of the parties to the
dispute. The decision of the EFT Ombudsman shall be binding on all the
participants in the EFT System.

CHAPTER VI

Dispute Resolution

23. For the purpose of resolving by arpitration any dispute between parties in the EFT

24,

System or between an originator and a party in the EFT System, the Governor may
provide for a dispute resolution machinery, as considered necessary.

CHAPTER VII

Miscellaneous

Modification of procedural guidelinc

The procedural guidelines may be modified from time to time by the Nodal
Department.

Provided that no modification shall be effective before the expiry of fifteen days
from the date of drculadon of the modified guidelines.
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