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INTRODUCTION 


A. PROLOGUE 


Around the world electronic commerce is the subject of intense 

interest in many sectors like government, business, service sectors, etc.. 

Electronic commerce has expanded from the closed world of business to 

business transactions between known parties to encompass a complex 

web of different activities involving large numbers of individuals, many 

of whom will never meet each other. It has implications on many facets 

of economic and social life and its development is ushering in a new era 

of global communication and trade. It has the potential to fundamentally 

change the way commercial transactions, the business of government, the 

delivery of services and a host of other interactions are conducted. It has 

brought revolution in policies directed at the regulation of traditional 

practices and procedures. Of greatest impact is the shrinking of the 

distance between producers and consumers, in an environment where 

geographical and political boundaries are no longer as significant as in 

the paper-based world. 



While many of these changes provide a significant challenge to 

existing regulatory structures, and sometimes may be regarded as having 

a negative impact upon accepted rules and practices, electronic commerce 

will, at the same time, provide a host of opportunities. It will reduce the 

cost of transactions, reduce barriers to entry into business and in some 

cases remove the necessity for a physical presence in any particular 

market, as well as providing improved access to information to 

consumers. 

Clearly the setting for electronic commerce is different to that 

which exists for paper exchanges. TIris raises a number of legal issues, 

and challenges, of both domestic and international significance. 

Cyberspace radically undermines the relationship between legally 

significant (on-line) phenomena and physical location. The rise of the 

global computer network is destroying the link between geographical 

location and (1) the power of the local government to assert control over 

on-line behaviour; (2) the effects of on-line behaviour on individuals or 

things; (3) the legitimacy of the efforts of a local sovereign to enforce rules 
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applicable to global phenomena; and (4) the ability of physical location to 

give notice of which sets of rules apply.l 

Recent advances in three areas computer technology, 

telecommunication technology and information technology are changing 

lives in such a way which was beyond imagination before few decades. 

This technological revolution touches every area of activity where the 

digital transmission of information serves a purpose, whether it is in the 

office, in business or in world of shopping. 

At the doorstep of new millennium, factors like global market, 

world-wide communication and removal of trade barriers are forcing 

business organisations to adopt new ways of doing business in order to 

successfully survive in the changing environment. 

Electronic commerce is the future of business. This revolutionary 

new way of doing business will bring more customers and make the 

business process far more efficient and cost effective. 

Johnson and Post, Electronic Signatures and Records: Legal, Policy and 
Technical Considerations, September 1, 1997, Information Security 
Committee of the American Bar Association, p.'2. 
URL: http://www.abanet.org/scitech/ ec/isc/stateds.html 
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Electronic commerce can be described in simple words as doing 

business electronically. In more precise terms, it is the conduct of 

business and the execution of business transactions using a combination 

of structured and unstructured message exchange across the entire range 

of networking technologies. 

A number of tensions have emerged from the electronic commerce 

regulation debate. Daniel Greenwood, Deputy General Counsel for the 

Commonwealth of Massachusetts, sums up these tensions in this way: 

A number of voices have sounded the alarm to be aware of the 

"wild west" of cyberspace. Some advocate enactment of an array of 

protective comprehensive statutes, tailored to meet the special host of 

issues presented by the new information technologies. It is doubtful that 

any particular suite of laws would be sufficient, or desirable as a legal 

response to the information age. It may be more accurate to say that 

nearly all fields of law will undergo a transition that reflects and shapes 

the underlying movement toward electronically based information and 

communication. When our civilisation had transition to the industrial 

age, our legal system did not adapt by the mere addition of a new area of 

"industrial law". Rather, nearly every area of law was transformed by, 

and helped to create, the new economic, social and political realities 
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associated with the industrial revolution and our subsequent industrial 

civilisation. Similarly the pervasive information revolution will relegate 

many currently familiar concepts to irrelevant historical curiosities.2 

B. STATEMENT OF THE PROBLEM 

Globalisation a term that fits perfectly in the information and 

communication industry, an industry that has grown by leaps and 

bounds during the past two decades. There was only some 4.5 million 

Internet users in 1991 and estimates suggest that there will as many as 

300 million or more by the tum of the century.3 The of electronic 

commerce has raised from virtually zero and it to reach US 

$300 billion in next two years 

Internet has created virtual global market by providing largest 

possible market without maintaining private net work for sale, delivery 

and customer ,",""Y'"" But Internet is inherently insecured and umeliable 

Electronic Signatures and Records: Legal, Policy and Technical Considerations, 1 
1997, Appendix G to the Statement by the Legislative and Policy 

Work Group of the Information of the Bar 
Association, p42. 
URL: http://www.abanet.org/ scitechleel 

Electronic Commerce and the Role wro, A Special Study conducted by 
World Organisation, 1998. 

The Organisation for Economic Cooperation and DeveLopment, 
URL: http://www.oecd.org. 
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and so there is a need of safe, secure for 

transaction to make it more popular. Electronic merchant 

needs that can safely market and deliver product 

gets paid for all products purchased. Electronic consumer needs 

confidence that they can safely select and delivery of product and 

pay for that without exposing the payment information to fraud. So this 

confidence building is to facilitated for the success of electronic 

commerce. Apart from this, merchant and customer a level of 

trust before conducting of sale. is regarding fact 

that customer is a potential purchaser and can select and buy goods 

which are offered and merchant offering goods and can deliver 

it it is required. kind of trust not inherent network and 

this of trust not in 

In conventional commercial transaction, the identity of customer is 

known to the merchant but in electronic commerce there is no 

to judge identity of consumer which important in case of 

transaction regarding drugs, alcoholic beverages, firearms, 

entertainment products. 

case of on-line transaction, consumer does not know how long a 

will ill Internet and whether it is a genuine or 

6 



website. Creating a counterfeit website is much easier than creating a 

counterfeit retail outlet. This creates uncertainty in the mind of 

consumers. 

These are all technical and business related problems which are 

required Lo be addressed buL in Lhe presenL research emphasis hus been 

given on the legal issues which are likely to come up in case of electronic 

commerce. 

The law of contract creates binding obligation between those 

willing to do business with each other. The Internet build for and used as 

a means of communication and provides a new arena for agreements. 

Initially World Wide Web was used for marketing and advertisement. 

Possibility of selling products and service was not ventured. Now with 

the advent of electronic commerce, it is understood that Internet can offer 

transnational and cost effective opportunity for selling goods and services 

to consumers. It can act as shop window, as cashier and can send digital 

product also. The legal issues which are to be addressed are what are 

requirements of binding contract in Internet, when contract is formed, 

who has jurisdiction, which law will be applicable, etc. 

7 




The activity of merchants and consumers in the Internet has close 

relation with the role played by banks. Electronic cheques, digital money 

can be deposited, balances can be checked and bills can be paid. 

Payment instruction is sent to the bank where a customer's account is 

held. Receiving it, bank sends a packet of digital cash which consumer 

used for buying any item and merchant collects it and deposits in his 

bank which in tum asks the bank of consumer to transfer the fund. When 

a financial institution working in Internet can be called a bank, what is 

the nature of digital cash, when a payment is said to be final, what is the 

evidentiary value of computerised data base, what are the effects of 

digitalisation of negotiable instrument etc., are some of the legal issues 

which are required to be addressed. 

Internet has created tremendous threat for intellectual property 

protection. Keeping aside copyright violation in Internet, Cybersqatling 

is the major issue which needs to be addressed for growth of electric 

commerce. Practice of acquiring popular trade mark as domain name 

and using it for extracting money from trade mark holders appears to be 

a danger so far as electronic commerce is concerned. Again the issue 

whether transaction of software through Internet is sale of goods or 

service is not clear and needs immediate attention. 

8 




C. CONCEPTUAL FRAMEWORK 


Electronic commerce - the of advanced information 

technology has tremendous impact on existing legal system and the said 

situation can be extended to broader conceptual framework which 

provides for role of law in a society as well as interconnection 

advancement of technology and progress of law. The purpose of 

law is to regulate human affairs with the ultimate objective of delivering 

existence of law presupposes an attempt to provide some 

of uniformity, certainty and consistency in the operation of social 

process. If technological advancement creates a situation where certain 

issues are not addressed by existing framework, it an 

opportunity to the to bridge the gap either by new 

legislation or by laws and to foster the 

of law; and it not done law will become slumbering 

sentinel.5 

D. OBJECTIVE AND SIGNIFICANCE OF THE STUDY 

Trade Internet and other networks is expected to 

reach $300 billion by 2000 and more than 300 million users will be 

IN THE WAKE OF 

AND TECHNOLOGICAL (Penguin Publication, 
London, 1983). 

WEERAMANTRY SLUMBERING SENTINEL - LAW 
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engaged in this transaction which is 60 times more than 5 million users in 

1991. This very fact shows the rapid growth in popularity of electronic 

commerce and it is also true that electronic commerce is going to capture 

a substantial share of tomorrow's business. This expected growth of 

electronic commerce needs the support of a substantial legal regime, 

specifying the rights, duties and. obligations of the players of the game 

like buyer, seller, service provider, bank etc., so that electronic commerce 

can flourish according to its potential. This study is to examine whether 

existing legal regime in India is sufficient enough to address various 

issues emerged due to electronic commerce and also if it is required, to 

suggest necessary legislation and amendments to make electronic 

, commerce compatible with the existing legal regime. 

E. METHODOLOGY 

1. Hypothesis 

Last few decades have witnessed a steady growth in scientific and 

technological development. Electronic commerce is the outcome of such 

development. These scientific and technological developments often give 

birth to certain issues which are not addressed by existing legal 

framework. In such a situation, laws are required to be remodelled so 
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that it can properly fit into newly created environment, and thus prevent 

law from becoming a slumbering sentinel. This idea perfectly suits in the 

circumstances prompted by electronic commerce in the present digital 

age. 

2. 	Research Questions 

1. 	 What are the effects of electronic commerce on Indian Contract Act? 

2. 	 How Banking law is influenced by electronic commerce? 

3. 	 What is the implication of electronic commerce on Intellectual 

Property Laws? 

4. 	 What are the other laws which will have bearing upon electronic 

commerce? 

5. 	 How safe is electronic commerce? 

6. 	 How much control Government should have on the electronic 

commerce? 

7. 	 Why should people go for electronic commerce? 

3. Operationalisation of Hypothesis 

I. Contract 

1. 	 What are the requirements for a binding contract to be made over the 

Internet? 

11 




2. 	 At what stage can it be said that a contract has been concluded over 

the Internet? 

3. 	 How can digital form of payment be used to bind agreement? 

4. 	 Which country's court will resolve the disputes arising out of non-line 

contracts? 

5. 	 Which country's law will apply to an Internet contract? 

6. 	 What are the requirements for making a contract through Internet? 

II. 	Banking 

1. 	 When do financial institutions operating over 

bank? 

2. 	 What is the legal nature of digital cash? 

3. 	 When is a payment regarded as complete? 

the Internet act as a 

4. 	 What are the ramifications of digitalisation of negotiable instruments? 

5. 	 What is the evidentiary value of computer based documents? 

III. 	Intellectual Property 

1. 	 What is the implication of cybersquatting ill the field of electronic 

commerce? 

2. 	 What changes do we need to stop cybersquatting? 

3. 	 What is the status of sale of software through Internet - sale of goods 

or supply of service? 

12 



4. Data Collection 

To conduct this research secondary data, collected from various 

Study Reports as mentioned in the bibliography have been used to assess 

growth and impact of various Internet related activities. Primary sources 

like legislations of various countries on Electronic Commerce and Digital 

Signature as referred in the bibliography, UNCITRAL Model Law on 

Electronic Commerce, Information Technology Bill have been analysed to 

have understanding about the nature of law in digital age. Secondary 

data like books, articles and study reports, seminar papers as mentioned 

in bibliography have been used to do this research. Various Indian laws 

as mentioned in the bibliography have been examined to analyse how 

they are going to be affected by electronic commerce. Internet is the 

storehouse of information for such topic. Resources available from 

Internet, as referred ill the bibliography have been used quite 

exhaustively. To get information regarding practical aspects of the 

subject, researcher has interviewed personnel of bank like ICICI who has 

pioneered on-line banking in India and software manufacturer who has 

provided electronic commerce solution for the first time in India like 

Satyam Infoway, IBM through unstructured questionnaire. 
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5. Mode of Citation 

In the present work, citations have been used according to 

improvised version of Harvard Blue Book: A Uniform System of Citation. 

F. CHAPTERIZATION 

Present work slarls with brief inlroduclion of the subject and adopted 

methodology. 

. Chapter 1­ - This chapter contains discussion on 

Conceptualisation concept of electronic commerce, 

instruments used for it and its working 

procedure 

Chapter 11-	 - Concept of EDI as predecessor of net 

Electronic Data Interchange 	 based electronic commerce and its merits 

and demerits have been discussed in this 

chapter. 

Chapter 111- - This chapter contains discussion on the 

Digital Cash system of digital cash, its working 

procedure and its ramification on the 

14 




society 

Chapter IV­ - The necessity of encryption, different 

Encryption types of encryption and concept of digital 

signature have been highlighted here. 

Chapter V­	 - This chapter deals with discussion on 

Legal Issues 	 implication of electronic commerce on 

Contract, Banking and Intellectual 

Property Law. 

Chapter VI­ - Initiatives taken by legislatures of 

Legislative Initiatives various countries regarding electronic 

commerce have been analysed here. 

Present work comes to an end with brief concluding remark 

containing suggested Policy, Principles, Recommendations and a note on 

tasks to be done in future. 

• 
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CHAPTER I 

ELECTRONIC COMMERCE: CONCEPTUALISATION 

The rules of business are no longer governed by whims and 

fancies. Today, if one's claws are not sharp and eyes are not watchful, his 

or her company can take the quickest route to the endangered list. The 

only answer for staying away from the hungry jaws of change is to run 

faster than change itself. The change is also not unwarranted. It is an 

eternal process and in case of commercial transaction, the need for change 

is overdue for a considerable period.6 

The growth of telecommunication and computing, known 

collective as "telematics"7 has enabled business to establish new means of 

managing their business, internally and externally, nationally and 

6 	 "This is already my ninth hour at work and I have not eaten or drunk, I have 
been seated all day without even going out and I won't get to eat until night 
but who will deliver me from this endless round of letters and invoices?" This 
quotation is not from someone in our recent past but from a Florentine 
Merchant in 1385 ­
PETER GARDNER, ELECTRONIC TRADING - A PRACTICAL HANDBOOK 21 
(Butterworth Heinemann, 1994). 

7 	 "A French term coined to describe the combination of computers and 
telecommunication networks" ­
DICTIONARY OF INFORMATION TECHNOLOGY (34th ed. 1989). 
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internationally. 8 Recent advances ill computer9 technology, 

telecommunication10 technology and software11 & information 

technology12 have brought new means of exchanging information and 

transacting business. This technological revolution13 has influenced 

8 	 Access to telecommunication infrastructure in selected countries in 1996 
(ANNEXURE-A). 

9 	 A computer is a device that solves problem by applying prescribed operation 
on data entered into it. The computer can perform its data processing 
operations accurat~ly at high speed without human intervention. There are 
two basic types of computers-analog and digital. The analog computer 
operates on data represented by variable physical quantities. By contrast, the 
digital computer works with numbers, words and symbols expressed as digits 
which it manipulates and counts discretely. A third general class of 
computers, the hybrid computer, combines the feature of the other two and 
utilises both analog and digital quality of data. The majority of computers in 
use today are of the digital variety. Extremely versatile, digital computers can 
carry out a multitude of varied tasks, from routine accounting and book 
keeping to the control of space craft and analysis of scientific data ­
THE NEW ENCYCLOPAEDIA BRITANN1CA 638 (Chicago University Press, 15th 
ed., 1991, Vol.16). 

10 	 Telecommunication systems are devices and techniques used for the 
transmission of information over long distances via wire, radio or satellite. A 
wide variety of information is transferred by such systems, including sound, 
visual images, computer processed data, telegraph and teletypewriter Signals ­
THE NEW ENCYCLOPAEDIA BRITANN1CA 464 (Chicago University Press, 15th 
ed., 1991, Vol.28). 

11 	 Computer program is a detailed plan or procedure for solving a problem with 
a computer. More specifically, an unambiguous, ordered sequence of 
computational instruction is necessary to achieve such a solution. This 
program is also called software ­
THE NEW ENCYCLOPAEDIA BRITANNICA 508 (Chicago University Press, 15th 
ed., 1991, Vol.3). 

12 	 Information technology deals with communication, storage, processing, and 
use of information for a variety of valuable users. Information technology 
helps in optimizing the use of scarce capital, for example, by improving the 
utilization of aircraft, railway wagon, steel mills, by supporting intelligent 
decision making and coordination without wasteful delays. It promotes better 
utilization of scarce resources, such as electricity, water and raw materials. 
Information technology also makes it possible to improve quality of life by 
streamlining a whole variety of services such as travel reservation, hotel 
reservation, banking, commercial transaction, educational program ­
P. SADANANDAN, R. CHANDRASEKAR, INFORMATION TECHNOLOGY FOR 
DEVELOPMENT vii (Tata McGraw-Hill Publishing Co. Ltd., New Delhi, 1987). 

13 Technical innovations very likely between 1967-2000 (ANNEXURE B). 
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every 	area of activity where the digital14 transmission of information 

serves a purpose whether it is in the office, in business or in world of 

shopping, leisure and entertainment. These modem technologies are 

being combined, specially through the Intemet15 to link millions of people 

14 	 Telecommunication centres on the problems involved in transmitting large 
volumes of messages over long distances without damaging quality due to 
noise and interference. The basis of relatively noise free and interference free 
telecommunication is the so called binary signal. The binary signal consists of 
two stages, the dot-dash of Morse Code, an on-off signal in teletype, 0 or 1 in 
binary mathematics and a punch or no punch command of computer card. 
Practically all voice, picture, instrumentation and other data can be coded in 
binary form. Long distance telecommunication system capable of transmitting 
voice, teletypewriter, facsimile, data or television signal performs through 
digital transmission by using binary signal. If digital transmission is 
employed, signals are first processed in a code that completely transforms their 
character. The versatility of modem information system stems from their 
ability to represent information electronically on digital signals and to 
manipulate it at exceedingly high speed. Information is stored in binary 
devices which are basic component of digital technology. Information is 
represented in them either as absence or presence of energy or electric pulse ­
THE NEW ENCYCLOPAEDIA BRITANNICA 508 (Chicago University Press, 15th 
ed., 1991, Vo1.3). 

15 Internet is made up of hundreds of thousands of separate networks, each 
cormected to some way to a back bone that moves data from one network to 
another. 

Other 
computers 

Users 

~~ 
D~ 

~~~~ 
D 
(~) 

The backbone is formed by the biggest networks in the systems, owned by 
major Internet Service Providers. Every back bone has at least one point where it 
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ill every comer of the world. In the recent past, Internet has got a 

exchanges data with another back bone. As a result of this, when a Local Area 
Network connects a back bone, people using it automatically gain access to the entire 
system. No one person, company, institution, government or organisation owns the 
lnternet. The World Wide Web Consortium sets the standards for HTML and other 
specifics of the web. The lnternet Engineering Task Force focuses on the evolution of 
the lnternet with an eye on keep'ing the lnternet running smoothly. The lnternet 
Engineering Steering Group is an organisation responsible for managing IETF 
activities and the Internet standard process. The Internet Architecture Board is 
responSible for defining the over all architecture of the Internet and providing 
guidance and broad directions to the lETF. The protocol (set of rules that define 
procedure, convention and networks used to transmit data between two or more 
networked devices) presently used at the heart of Internet is TCP and IP 
(Transmission Control Protocol and lnternet Protocol). It comprises of a coding 
system that enables different computers to electronically narrate data to each other 
over the network. Every computer that hooks on to the Internet, understand these 
two protocols and uses them to send and receive data from other computers on the 
network. A client-server network is a collection of computers (server) deSignated to 
store, process and distribute data, resources on the one hand and computers (clients) 
that access and use the data, resources managed by server on the other hand. Many 
commonly accepted methods exist for data exchange over the Internet, including 
electronic mail, news, file transfer, remote access to distant computers and the World 
Wide Web. The World Wide Web has become the ultimate information utility on the 
lnternet responsible for carrying out most of the Net's applications. The types of 
fuctionalities and modes of delivery of information that have been promised for 
decades are now a reality. These include, among others, video conferencing, 
inexpensive global phone call, instant data access, live new feeds and real time 
interactivity. Applications that are rapid and reliable transmission of data over the 
Internet are now being used in the fields of business, education and entertainment. 
Another interesting and important factor that the medium possesses is II global reach". 
The lnternet is essentially a community of people that has helped to establish the first 
truly global community spanning every continent, government, race, religion, sex and 
age. For a small tender, the Net can offer the best services by providing a direct client 
base and an international coverage at a nominal cost. Businessmen, traders and 
advertisers are not the only one who can take advantage of lnternet. lnstitutions and 
public sector units can adopt it as a new mode of disseminating information, whereas 
for individuals, it can be a source to broaden this horizon. The pool of information 
available via Internet is freely accessible by its users. On-line, one can find vast chunk 
of information on almost every known subject, available 24 hours a day, seven days a 
week. Internet has already exhibited the potential of a future global village ­

INFORMATION TECHNOLOGY, October 97, pp.50-58; Robert B. Palmer, Chief 
Executive Officer, Digital Equipment Corporation, Address at Spring Internet World 
(March 12, 1997); PETE LOSHIN, PAUL A. MURPHY, ELECTRON1C COtv1MERCE 15-23 Uaico 
Publishing House, 2nd ed., 1998); Vic Sussman, Kenan Pollack, Gold Rush in 
Cyberspace, SPAN, April-May 1996, p.19; Freedom or Censorship-II, INFORMATION 
TECHNOLOGY, January 98, p.97; Sukesh A., The Information Storehouse, TECHNOWORLD, 
October 97, pp.43-47; Freedom or Censorship-I, INFORMATION TECHNOLOGY, November 
97, pp.80-82; WTO Secretariat, Special Studies 2, Electronic Commerce and the role of 
wro, 1998 at 10. 
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phenomenal growth (Fig. 1 & 2).16 

Growth of Internet Hosts, by Region, 1993-1996 
(Percentage average annual growth) 

Europe 

North America 

Africa 

Asia 

Latin America 

0% 20"10 40% 60% 80% 100% 120"10 140"10 160% 

Source: ITU, World Telecommunications Indicators Database, 1997. 

Internet use has tripled over the last two years, according to most Internet 
researchers. By the end of 1997, more than lout of every 4 Americans were 
using the Internet. Neilson's "Internet Demographies Survey" estimates that 
58 million adults in North America were using the Internet at the end of 1997. 
Another Net census takers -IntelliQuest Information Group - estimates that 51 
million adult American used the web in 1997, a 46% increase over the 35 
million who used the web in 1996. World wide, an estimated 65 million people 
use the web, according to International Data Corporation. As many as 42 
million of these are classified as regular or active Internet users, up from 8 
million in 1995, according to Cyber Dialogue. 
Web Commerce: A Tempting Target For Ta.:r Collector?, 
URL: http://www.house.gov/cox/Nettax/web-cornrnerce.htm> 
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The previous graph illustrates that Africa, Asia and Latin America 

have reported the highest growth rates17 and the graph below shows that 

all regions are expected to gain user market share by next year. 

Internet User Population, by Region, 1997 and 
Projection for 2000 (Millions) 

World 

United States 
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Europe 
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Africa and Latfn 
America 

01997 

~ 2000 (Proj.) 
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Source: ActivMedia, Incorporated, 1997; (http://www.activmedia.com). 

WTO Secretariat, SpeciaL Studies 2, ELectronic Commerce and the roLe of WTO, 1998 
at 26. 
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The Internet has been tremendously successful and it has a 

significant impact on our lives in almost every possible area.18 The 

growing pervasiveness of the web has made business organisations sit up 

and take note of the tremendous potential of this medium (Fig.3).19 

18 	 Using Internet, one can get (a) information about best schools, teachers and 
courses available to students without regard to geography, distance, resources 
or disability; (b) information about resources of art, literature and science; (c) 
on line health care service; (d) facility of using office in different places, 
residing in other place with the help of electronic highway; (e) orders from all 
over the world electronically, even though he or she is small manufacturer; (f) 
opportunity to see latest movies, plays, video games, to listen latest music, to 
have new software, to get air ticket through digital transmission; (g) 
opportunity to use bank, to do shopping sitting in home; (h) opportunity to 
obtain information from government or exchange information among 
government organs and business organisations ­
Lawrence H. Summer, Deputy Secretary, Department of Treasury, United 
States (05/27/97 08:00:47) URL: <http://www.treas.gov/treasury/press/pr 
052297 a .html); WTO Secretariat, Special Studies 2, Electronic Commerce and the 
role ofwro, 1998 at 15-21. 

19 	 Mr. Peterson has predicted following changes due to this medium­
(a) Improved market information for sellers, (b) Improved market information 
for buyers, (c) Increased interactivity between buyer and seller, (d) Enhanced 
interconnectivity between buyer and seller, (e) Emergence of new market 
intermediaries, (f) More technology based channels of physical distribution, (g) 
Additional technology based consumer service, (h) More worldwide sourcing, 
(i) Increased emphasis on building customer loyalty, (j) Safeguards designed to 
provide information security and confidentiality. ­
ROBERT A. PETERSON, ELECTRONIC MARKETING AND THE CONSUMER, 164-171 
(Sage Publication, 1997). 

22 


http://www.treas.gov/treasury/press/pr
http:Fig.3).19


Purpose for Maintaining a Website, 1993-1996 
(in per cent a/all websites) * 

DIRECT ONLINE SALE 

CUSTOMER SUPPORT 

INFORMA TION 
DISTRIBUTION 

Information/ 
entertainment 

Collect Information, 
research 

Provide paid ad space 

Distribute/download 
products 

MARKETING, PUBLIC 

RELATIONS 


0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 

Source: ActivMedia, Incoporated, 1997 (http://www.activmedia.com) . 
* Based on survey reports . 

One of the revolutionary uses of the Internet is in the world of 

commerce.20 Already, books and clothings can be bought, business 

The number of people using the Internet for commercial purposes is growing 
faster than the number of new people getting on-line. 27% of regular Internet 
users brought products on-line this year, compared to 19% two years ago, 
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advices can be obtained, everything can be purchased from garden tool to 

high-tech communication equipment over Internet. But it is just the 

begirming. Days are not far away when almost all activities can be done 

through Internet (Fig.4). 

Application of Internet 

Government Hospital 

Schools ------------Internet Companies 


Homes Banks Retail 

according to Media Dialogue, which projects that 39% of regular web users will 
be buying on-line by 2001. In all, 10 million Americans have made a purchase 
on-line, according to Neilseon - Commerce Net figures. More and more 
businesses are eyeing the Internet's growing market of consumers. According 
to one study, fully 25% of all small businesses have established an Internet 
presence. 40%0£ all U.s. companies are expected to be selling products on-line 
by the end of the century, according to IBM. On-line retail sales grew up by 
150% in 1997. The sale of retail goods over the Net generated $2.6 billion in 
total receipt in 1997 - up from $1.1 billion in 1996 and $500 million in 1995, 
according to Forrester Research. Among the fastest growing areas of 
conunercial development in 1997, travel, tourism, computer .hardware, 
consumer electronics, gifts and books. On-line advertising revenue surged to 
$700 million in 1997, more than double of the $300 million spend in 1996, 
according to Media Control. Business to business commerce accounts for a 
significant amount of Internet related commerce. In 1997, businesses 
exchanged $8 billion worth of goods and services over the Internet, according 
to Forrester Research. Manufacturers, chiefly in electronics and airplane parts, 
totalled $3 billion, services and utilities totalled $3 billion and middlemen, 
computer related and office supplies totalled $2 billion. 
Web Commerce: A Tempting Target For Tax Collector?, 
URL: <http://www.house.gov/cox/Nettax/webcommerce.htm>. 
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Trade on the Internet is doubling or tripling every single year. In 

just a few years, it will generate hundreds of millions of dollars in goods 

and services21 as shown in Fig-5. 

Internet is an extremely versatile means of commerce. In respect of 

some products, all elements of the production, distribution chain can be 

completed on line and across border. For example, after reading an 

advertisement in Internet, a customer in Switzerland can send a data 

request to the American owner of a data bank stored in Canada. The 

computer of American owner forwards the data request to the data bank 

for automatic retrieval. The retrieved data is then sent from Canada to 

Total web related revenues are projected to reach $1 trillion by 2000, according 
to Active Media. Others, including the accounting firm of Arthur Anderson, 
have put this figure as high as $150-600 billion. In 1996, the U.s. Treasury 
Department projected more conservative on-line revenues of $70 billion by 
2000. On line retail sales are expected to double almost every year. Forrester 
Research provides that on-line sales has grown from $2.6 billion in 1997 to $4.8 
billion in 1998, $8 billion in 1999 (projected), $12 billion 2000 (projected), $18 
billion in 2001 (projected). By 2001, on-line purchases of computer hardware 
could account for 10% of total hardware sales. On-line ticketing could reach 
$10 billion in 2001, with $8 billion through airline ticket sales and $2 billion 
through on-line sports or entertainment ticket sales. Internet access service are 
expected to generate $50 billion in annual revenues by 2000, up from $8.4 
billion in revenues in 1997, according to Maloff Group International. At the 
end of 1997, Internet access · revenues were growing by 25% a month, 
compared to 3.8% in March 1996. On-line advertising revenue is expected to 
double in each year of the next few years, growing to $2-5 billion in 2002, 
according to Cowles-Simba Information. On-line revenue was $700 million in 
1997 and $980 million in 1998. Business to business commerce is expected to 
grow to $327 billion by 2000, up from $8 billion in 1997, according to Forrester 
Research. 
Web Commerce: A Tempting Target For Tax Collector, 
URL: <http://www.house.gov/cox/Nettax/webcommerce.htm>. 
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America. The computer in America requests, receives and varieties the 

credit card payment or possibly the electronic money transfer from the 

Swiss client and sends the requested data to Switzerland. 

Internet-Generated Revenues in the United States, by Sector, 1996 and 
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In other words, advertising, production, purchase, payment, 

delivery 	of the service can be conducted electronically through just one 

instrument, that is Internet. 1bis shows the enormous potential of the 

Internet for electronic commerce. 22 

1.1. WHAT IS ELECTRONIC COMMERCE? 

Definition23 of electronic commerce vary considerably but, 

generally, electronic commerce refers to all forms of commercial 

22 Supra note 17 at 11. 

23 • 	 Electronic commerce defined simply is the commercial transaction of 
services in an electronic format. 
(Transatlantic Business Dialogue Electronic Commerce White Paper 1997). 

• 	 Electronic commerce refers generally to all forms of transactions relating to 
commercial activities, including both organisations and individuals, that 
are based upon the processing and transmission of digitized data, 
including text, sound and visual images. 
(OECD, 1997). 

• 	 Electronic commerce is about doing business electronically. It is based on 
electronic processing and transmission of data, including text, sound ·and 
video. It encompasses many diverse activities including electronic trading 
of goods and services, on line delivery of digital content, electronic fund 
transfer, electronic share trading, electronic bill of lading, commercial 
auction, collaborative design and engineering, on-line sourcing, public 
procurement, direct consumer marketing and after-sale service. It involves 
both products (consumer goods, speCialised medical equipments) and 
services (information services, financial and legal services), traditional 
activities (health care, education) and new activities (virtual malls) . 
(European Commission 1997). 

• 	 Electronic commerce is the carrying out of business activities that lead to an 
exchange of value across telecommunications networks. 
(European Information Technology Observatory, 1997). 

• 	 Electronic commerce that has been limited to a number of specified 
companies, is entering a new era when many unspecified persons 
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transactions involving organisations and individuals that are based upon 

the processing and transmission of digitized data. The term "electronic 

commerce" is poorly understood and frequently used to denote different 

meanings, very often depending on the individual's job function, 

professional orientation, background, local product or services and type 

of information technology deployed.24 Electronic commerce denotes the 

seamless application of information and communication technology from 

its point of origin to its end point along the entire value chain of business 

processes conducted electronically and designed to enable the 

accomplishment of a business goal. 25 The goal of electronic commerce is 

the creation of a new kind of commercial environment in an electronic 

milieu, in which many of the separate steps that normally intervene 

between a buyer and a seller in a commercial transaction can be 

integrated and automated electronically, thus minimizing transaction 

costS.26 

including general consumers are involved on the networks. In addition, its 
contents have come to not only simple transactions of data concerning 
placing orders or order acceptance but also to general commercial acts such 
as publiCity, advertisements, negotiations, contracts and fund settlements. 
(Ministry of International law Trade and Industry, Japan, 1996). 
BUSINESS AMERICA at 44 Oanuary 1998). 

24 Rolf T. Wigand, Electronic Commerce: Definition, Theory and Context, THE 
INFORMATION SOCIETY at 5, Vol.13, No.1, Jan-Mar. 1997. 

25 Id. 

26 BUSINESS AMERlCA 44 Uanuary 1998). 
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In classifying electronic commerce, broadest definition includes 

electronic fund transfer27 and credit card28 transaction along with 

27 	 Electronic Fund Transfer is a mechanism to do paper based transfers with the 
help of electronic transmission. United States Code, Commerce and Trade, 
Sec.1693(6) defines electronic fund transfer as any transfer of fund, other than a 
transaction originated by check, draft or similar paper instrument which is 
initiated through an electronic terminal, telephonic instrument or computer or 
magnetic tape so as to order, instruct or authorise a financial institution to 
debit and credit an account. It includes but is not limited to point of sale 
transfer, automated teller machine transaction, direct deposit or withdrawal of 
fund and transfer initiated by phone. UNClTRAL Report of the Secretary 
General on Electronic Fund Transfer, Para 4-7, describes that the distinguishing 
element in electronic fund transfer is that the payment instruction transmitted 
to or between the banks is made in an electronic form rather than by physical 
transmission of a paper based payment instruction. This substitution of 
electronic impulses for paper is made in order to achieve an increase in speed 
of transmission of the payment instruction and to facilitate the handling of the 
volume of such messages, thereby reducing the cost. 

28 	 Credit card is a plastic card with an embossed magnetic strip to record 
transactions and to activate the system. In case of Electronic Fund Transfer at 
the Point of Sale, it is used. This is a consumer payment system which allows a 
consumer to pay for goods and services by conveying details of the transaction 
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infrastructure to support commerce. The 

comparatively narrower definition includes business to consumer and 

to electronic transaction. narrowest definition 

includes business to consumer with electronic 

payment system (Fig-6).29 

Consumer Administration 

Business 
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Electronic commerce can be sub divided into four categories 

business - business, business - consumer, business - administration, 

consumer - administration (Fig-7). In business - business category, 

company uses a network for ordering from its suppliers, receiving 

mVOlces and making payments by using Electronic Data Interchange30 

over private or Value Added Network.31 The business - consumer 

category is like electronic retailing using Internet which offers all sorts of 

consumer goods from cakes to computer. The business - administration 

category covers all transactions between companies and government 

organisations. With the growth of electronic commerce, administration 

may offer option of electronic interchange for transactions like Value 

Added Tax return and payment of corporate taxes. The consumer ­

administration category has not yet emerged but in future government 

may extend electronic interaction to such areas as self assessed tax 

return.32 

30 Electronic Data Interchange refers to the exchange of business information, 
including purchase orders and invoices between computers used by 
cooperating companies. 
PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 271 (Jaico Publishing 
House, 1998). 
For further discussion see chapter II. 

31 Value Added Network is a third party network service provider who offers 
Elecronic Data Interchange service which can be used by a company who has 
decided to conununicate via Electronic Data Interchange. 


32 Electronic Commerce - An Introduction, Esprit home page, pp.3-4, 

URL: <http://www.cordis.lu/esprit/srce/ecomint.ht>. 
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All trade - between retailer and consumer, supplier and 

manufacture - revolves arOlmd communication in its broadest sense, 

communicating messages about the goods themselves, their utility, 

unique selling points, communicating orders or request for information 

and communication in the sense of transporting those goods to the 

market. Where Internet can help ill the communication of 

correspondence, it can also support this trade communication. The basic 

measure of marketing success is the sale of the advertised goods. The 

order from consumer to retailer or manufacturer to supplier informs the 

supplier of the requirement to be filled and results in the delivery of two 

things - the goods themselves and an invoice. The invoice results in 

payment which in tum results in a receipt. This is therefore the basic 

chain of the trading process, marketing, delivery, invoice, payment, 

receipt and customer service.33 Some or all of this chain can be 

transferred to the domain of Internet. So if an environment is created in 

which electronic commerce can grow and flourish, then every computer 

will be a window open to every business, large and small, everywhere in 

the world. 

NEll BARRETT, THE STATE OF CYBERNATION 79. 
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1.2. INSTRUMENTS OF ELECTRONIC COMMERCE 


There are six main instruments of electronic commerce which can 

be distinguished. These are telephone, fax, television, electronic payment 

and money transfer system, Electronic Data Interchange and the 

Internet.34 

Growing Networks for Electronic Commerce 
(Million units) 

Category 199] 1996 2001 (Proj.) 
Telephone main lines 
Cellular subscribes 
Personal computers 
Internet host computers 
Personal computers with 
Internet access 
(Internet users) 

545.0 
16.3 
123.0 

0.7 
4.5 

741.0 
135.0 
245.0 
16.1 
60.0 

1000 
400 
450 
110 
300 

Source: ITU, "Challenges to the Network", (1997a). 

In most of the cases, electronic commerce refers only to the Internet 

and other network-based commerce. But instruments like telephone, fax 

and television are already used for commercial transactions. It is very 

much usual to get information about some product from television 

advertisement and to place order over phone and pay through credit 

card. So it can not be said that emergence of new instruments such as 

Internet has brought electronic commerce for the first time (Fig-8) but it is 

true that, Internet has opened up many new possibilities. With the help 

Features of Main Instruments (ANNEXURE-C) 

Electronic Connection between retailer and customer (ANNEXURE-D). 


33 

34 

http:Internet.34


of this instrument, all elements of commercial transactions can · be 

conducted on an interactive basis with less time and lower cost. Thus 

Internet is regarded as much more versatile than other instruments of 

electronic commerce.35 

Percentage of Different Instruments Used in Electronic 

Commerce During 1997 and 2000 (Projection) 


15% 
2% 10% 

1997 

22% ••11 

ITII Phone or fax o Non-Internet electronic commerce 
!SMail o Internet commerce 
51 Direct sales 

22%
2000 (Projection) 

42% 

32% 

1% 8% 
Note: Based on a sUNey of 63 companies by Forrester Research Inc. 
Source: Forrester Research, Inc., 1997. 

Supra note 17 at 5. 
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that by 1999,One of projection of electronic commerce 

andcent all consumer shopping will be 

this share will reach to 26 Internetby 

from 2 of electronic sales to about 

m ten years Another of projection that 

telephone is by far the important of electronic commerce 

but by 2002 Internet and other network commerce comprise 

one quarter of all sales.38 Forrester Research, through a 

has revealed the which already their products on Internet, 

the shareconduct of their by telephone and fax. 

of projected to grow 42 cent of all sales by 

2000, as it shown in the graph above (Fig-9). 

13. WHY ELECTRONIC COMMERCE? 

growth of electronic commerce - the ability perform 

of goods or between two orinvolving the 

more parties using tools and technique is one of the most 

of Internet. Electronic commerce will play a 

role our economy the years to come. Electronic commerce will 

36 FINANCIAL 3, 
ECONOMIST, May la, 1997. 

37 Supra note 17 at 
38 note 17 at 23. 

http:sales.38
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(05/27/97 08:00:47) 
a html>. 

provide an integrated L\J>.U::L of reliable service handle tremendous 

volumes of and tedmical transaction. Organisation will be able 

to and reduce costs and will provide faster, 

more reliable and more convenient (Fig-I0). Smaller will 

be able to and participate at lower cost and with greater efficiency 

new toand larger firms and more 

readily work with other companies.39 

Customer's benefit 

mass customisation & 
"customerisation" 

Iobal choice 

shorten or eradicate su 1 chains 

of commerce are not by 

geography or national borders but by coverage of network 

Electronic commerce even the supplier to achieve a 

business world wide. It supplier 

to the customer. Manyto improve by becoming 

Department of Treasury, United 
<http://www.treas.gov / treasury / press/ pr 

http:treas.gov
http://www
http:companies.39


companies are using electronic commerce teclmology to offer improved 

levels of pre and post sale support, with increased level of product 

information, guidance on product use and rapid response to the customer 

quenes. With electronic interaction, companies are able to gather 

detailed information on the needs of each individual customer and 

automatically tailor products and services to those individual needs. 

Electronic commerce allows traditional supply chains to be shortened 

dramatically (Fig-11). Goods can be shipped directly from manufacturer 

to the end consumer, by passing the traditional stoppages like 

wholesaler's warehouse, retailer's warehouse and retail outlet. 

_ Transaction 
Cost of the 
Manufacturer 

r- Transaction 
Costs of the 
Wholesaler 

2 

r- Transaction 
Costs of the 
Retailer 

3 

r- Transaction 
Costs of 
the Consumer 

4 

Production 
'- ­ Costs of the 

Manufacturer 

Market hierarchy and transaction costs in a stepwise fashion 
• I. Sales Price of the Manufacturer 
• 2. Sales Price of the Wholesaler 
• 3. Sales Price of the Retailer 
• 4. Purchase Price for the Customer 

Fig-11 
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In case of products and serVICes that can be delivered 

electronically, the supply chain can be removed entirely. This has 

massive impact on things like film, video, music, magazines, newspaper. 

One of the major contribution of electronic commerce is a reduction in 

transaction cost (Fig-12). 

Cost of Buying Software over the Internet 
compared to "Traditional" Channels 
(in US$ per transaction) 

15.0 ,.....,.,16 ./" 

12 

8 

4 

o~ 
,.....,., 

0.35 .., 
./" 

I 
I 

5.0 

r' 
. . 

./" 
Internet Telephone Traditional 

Retailer 

Source: OECD, OECD Observer NO.208, 1997k. 

Fig-12 

A.J. Campbell has observed that there are basic ten reasons why a 

company should be using E-Commerce to increase its competitive 

position in the global electronic market place.40 On an individual level, 

40 a- Getting started is easy - The starting point for most businesses is to 
develop a web page that contains basic information about the company, 
including a description about the nature of the business, the product list 
and how to reach the sales staff. 

b ­ Faster and cheaper delivery of information - Printed materials of 
business such as brochures, sales pockets, price quotas, catalogues, 

38 

http:place.40


electronic commerce has created a host of opportunities for consumer to 

shop locally or globally. Merchants see it as a cost effective means of 

product updates, technical specifications, new product information, 
cautionary information can be reached to the customers as soon as they 
are put on the Internet. . 

c - Quick feedback on new product - Getting information from customers 
about their likings and about their reaction against any product will 
help to adjust marketing strategy. 

d - Improved customer service - The web pressure of a company acts as 
customer service centre which the customer can knock whenever they 
want. 

e - Global audience - The World Wide Web is having now approximately 
119 million users and it is expected to double in the next millermium. 
This massive audience is a positive reason for any business to go on 
line. 

f - Levelling the field of competition - On the Internet, because of its 
unique feature, the impact of a large or small company can be similar. 
The difference lies on the fact that commitment, each organisation is 
going to make. 

g - A Strategic Tool - Entering in to global Internet commerce world will 
bring new opportunities for the business which were not available 
earlier. Then to target potential buyer of a country becomes part of 
marketing plan. 

h - It is cheaper than phone call - Sometimes trying to make phone call or 
sending mail can be difficult from some part of the world. In case of 
Internet, people can find the page, no matter where they are located. In 
some places, cost of making long distance call of extended duration can 
be very high. But due to highly competitive market of web access, cost 
of monthly charges is going down so much that the marginal cost of 
Internet based information comes less than international calling. 

i-Enhanced business to business link - Using Electronic Data Interchange 
to link suppliers to producer to seller gives companies a fuller picture of 
supply and demand and saves time and money by shortening the 
ordering cycle. 

j - Tough competition - With more and more businesses entering the web 
export market every day, your business has global competition. Along 
with good hold of actual market, a strong web presence is required to 
have advantage over the competitors. 

A.}. Campbell, Ten Reasons Why Your Business Should Use Electronic Commerce, 
BUSINESS AMERICA at 12-14, May 1998. 
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increasing their customer base while consumers see Internet shopping as 

a fast, convenient way to shop or to pay bill electronically (Fig-13).41 

Electronic commerce IS fast changing the way goods and services are 

brought and sold. Apart from shopping, electronic commerce is 

eliminating paper based transactions between organisations and 

streamlining the way corporations operate.42 Modem communication 

and information technologies can enable change in organisation 

structures and business processes. 

Business to Business Internet EC in Western Europe 
(in Millions of US dollars) 

1996 $ 214 
1997 $ 681 

1998 $1,795 
1999 $4,343 
2000 $8,809 

(Source: International Data Corporation) 
Fig-13 

Events within the market and market structure are experiencing 

changes due to increasing utilization of modem telecommunication 

media. The widespread use of personal computer coupled with 

telecommunication network and Internet has made paper-free trading 

reality.43 In the traditional business office, records and documents have 

been recorded on visible media, predominantly microfilm. One of the 

41 Chandra Agnihotri, Cyber Shopping, ASIAN AGE, June 14, 1998, p .5. 

42 Id. 

43 Supra note 24. 
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increasing their customer base while consumers see Internet shopping as 

a convenient way to shop or to pay bill electronically (Fig-13).41 

Electronic commerce fast changing the way goods and are 

brought and sold. Apart from shopping, electronic commerce 

eliminating paper based transactions between organisations and 

streamlining way corporations operate.42 Modem communication 

and information can enable change in organisation 

structures and processes. 

Business to Business Internet in Western Europe 
(in Millions of US dollars) 

1996 $ 
1997 $ 681 
1998 $1,795 
1999 $4,343 
2000 $8,809 

(Source: International Corporation) 

and market structure are experiencingwithin 

utilization of modem telecommunication 

media. widespread use of personal computer coupled with 

telecommunication network Internet has made paper-free trading 

changes due to 

office, records and documents havereality.43 the traditional 

been recorded on visible media, predominantly microfilm. One of the 

41 Cyber Shopping, ASIAN AGE, June 14, 1998, 
42 Id. 
43 note 24. 
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chief characteristics of these records is that they are physical objects, static 

entities, fixed and frozen in time and format. With electronic commerce, 

these organisations are in the midst of a historic change -a transition from . 

visible to electronic media.44 Because of electronic commerce, travel time 

and coat have been virtually eliminated for the buyer. Both buyer and 

vendor have merely perfect information about goods and services being 

marketed. Entering and exiting market place are relatively easy for both 

buyer and seller. Buyers will have substantial number of vendors to 

choose from (Fig-14) and vendor will have greatly expanded market that 

is not geographically based.45 

World Wide Web Prices for SpyderTM Paintball Gun on October 19, 1996 
Company Price 
Aretic Paintball $240.00 
Coast to Coast 139.95 
Conunand Post 199.95 
HORC 194.95 
Olympic 175.99 
On the Go 162.50 
Paintball Headquarters 169.95 
Paintball Mania 182.95 
Paintball On-Line 176.53 
Paintball Paradise 159.00 
Planet Sports 159.99 
Skan-line 164.85 
SypderTM is distributed by Kingman International Corp. (Walnut, California). 

Fig-14 

44 	 David O. Stephens, Electronic Record Keeping Provisions in International Laws, 
RECORD MANAGEMENT QUARTERLY at 72 (April 97). 

45 	 ROBERT A. PATERSON, ELECTRONIC MARKETING AND THE CONSUMERS 12 (Sage 
Publication, 1997). 
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TIrrough Internet, it is possible to the lowest possible pnce 

offered for a particular good and competitive pressure will lead to 

average levels that are lower than those that currently This 

competition will not be the Internet alone it will affect 

traditional retailing as well. For example, one can now get a price quote 

on the Internet for a particular product and then that price quote can be 

taken to a local dealer to negotiate the price and thus retail margin will 

shrink46 Among trading are reduction inbenefits of 

transaction cycle lower business 

transaction (Fig-1S). 

New York to Tokyo 
Mail 7.40 S days 

24 hours 
Fax 28.83 31 minutes 
Internet e-mail 0.10 2 minutes 
New York to Los 
Air Mail! 3.00 days 

24 hours 
Fax 9.86 minutes 

of sending a 
0.10 2 minutes 

page document. 
Source: ITU, "Challenges to the Network", 1997a. 

Fig-IS 

Supra note 45. 
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Among with indirect benefits of electro~c trading are improved 

responsiveness, higher productivity, enhanced integrity of business 

information, eradication of issue like inter working between geographical 

areas, closer working relationship with trading parties, exploitation of 

new business opportunities.47 

1.4. SCOPE OF ELECTRONIC COMMERCE 

Business of all sizes to understand the role that telephone, 

computer network and technology can play in creating new possibilities. 

And if they can exploit this potential, they will be successful 

entrepreneurs and business persons who will bring new product to the 

market, increase consumer's choices, lower costs and improve national 

economics. 48 The Internet, intranet, extranet and other communication 

networks are lowering entry business to commerce, enabling both small 

and large firms as well as consumers to engage in and benefit from 

electronic 'Commerce. Electronic commerce IS already generating 

important sales and savings for businesses.49 

47 	 PETER GARDNER, ELECTRONIC TRADING - A PRACTICAL HANDBOOK, 42 
(Butterworth Heinemann, 1994). 

48 	 The volume of electronic commerce is poised to top $2 billion this year, 
according to IBM's electronic payment and certification division. Transaction 
through plastic cards make up as much as 6 per cent of the world's economy, 
according to S. Ramani, Director, National Centre for Software Technology, 
Mumbai and President, Computer Society of India, SEEARCC '97 - Electronic 
Commerce and Regional Development, NEWS BYTES NEWS NETWORK (December 
12, 1997). 

49 	 Larry Irving, The Risks and Rewards, ELECTRONIC JOURNAL at 29-73 1 
November, 1997. 
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Extranet Intranet Internet 

Fig-16 

Electronic commerce - the new way of doing business, a composite 

of teclmologies and services that foster automated transaction of business 

and exchange of related information. This is done at three levels - within 

a business, between two business, one of whom could be a supplier, 

between a business and its customer. Since the back bone of electronic 

commerce is the global web of cyberspace, each of these interlocking 

circles of operation is enabled by a network. The interchange within a 

business is commonly known as an intranet. The transaction with 

another business as a supplier is called as extract and for coming together 

of buyer and seller, there is great electronic bazar-Internet (Fig-16).50 

Anand Parthasarathy, Cyber Business: A New Model for the Millennium, THE 
HINDU, March 12, 1998, p.27. 
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Scope of Electronic Commerce 

Electronic commerce not a uniform it 

characterised by diversity. It 

operations and transactions. 51 it a wide of 

a. 	 establishment of initial contract, for example between potential customer 
and potential supplier. 

b. 	 exchange of information. 
like, details of available products and services, 

to customer questions. 

e. 	 electronic 

of 

c. pre and post 
guidance prod uct use, 

d. 

Ill). 
f. distribution - including both distribution tracking for 

physical products and actual distribution of products that can be delivered 
electronically. 
Virtual - groups of independent companies that pool their 
competencies so that they can offer products and services that would be 

capabilities of of individual companies. 
h. 	 process that are jointly owned and operated by a company 

Electronic Commerce - An Introduction, esprit home 
URL:<http://www.cordis.lu/esprit/src/ecomint.ht>. 
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communication tedmologies including e-mail, fax, electronic data 

interchange and electronic fund transfer (Fig-17). Any of these 

technologies can be used to support electronic commerce, with the choice 

between them according to the context. There is also a need for a well 

defined legal and regulatory framework that is conducive to electronic 

commerce to facilitating electronic commerce by removing the barriers.52 

As the global interaction is one of the main pillars of electronic 

Apart from these, the secrets of selling on the web are as follows ­
a . 	 Choose the right niche - Niches as the Internet are based on what you sell, 

not where you are. So one should choose a niche small enough that you 
can dominate it. 

b. 	 Have high production values - High production values are critically 
important in catalogue, which have to convince consumers to buy based on 
a few sheets of paper. 

c. 	 Make your site easy - Visitors to a web site will leave at the slightest 
obstacle. So if people has to visit and order from the site, it is suggested 
not to put any obstacle in the way. 

d. 	 Be real - Visitors need to be reassured that they are ordering from a real 
company. So one should put in the web page, his name, phone number, 
address, image of catalogue, customer testimonial, brief history of 
company. 

e. 	 Emphasize service - Visitor is to be informed that there is guarantee that he 
will be satisfied with what he buys, otherwise, money will be refunded 
without any question. 

f. 	 Promote site - Most sites get most of the hits from search engines, so the 
web page is to be indexed with the search engines. 

g. 	 Lower the price - The emotional satisfaction of getting something at the 
cheapest price is almost like a drug. People will go to any length to get it. 

h. 	 Change site - Regular change in a web site is a form of high production 
value. 

i. 	 Think globally - It is to be shown that the vendor welcomes order from all 
over the world and shipping rate to each country is to be clearly informed. 

Paul Graham, Secrets to Selling on the Web, WORLD EXECUTIVE DIGEST, 43-45 
(August 1998). 

46 


http:barriers.52


commerce, thus legal and regulatory framework must have a global 

scope.53 

1.5. ELECTRONIC COMMERCE IN PRACTICE 

Air Transport, Travel, Maritime 
Transportation, Tourism 
Banking Services. 
Direct Marketing, Retailing 
Education and training 

Electronic Commerce Entertainment 
in practice Information Services 

Insurance 
Professional Services 
Publishing 
Tele medicine 

Over the last few years, more and more business houses, research 

organisations, educational institutions are putting up their sites on the 

Net. On-line service is available for airlines, freight carriers, travel 

agencies, booking services, tourism information resources. Web sites, e-

mail, customized software provide Internet assess with an ever-

expanding list of options to conduct business, plan vacations, take 

advantage of special travel opportunities.54 

53 	 Supra note 33 at 5-6. 

54 	 Eugene Alford, Air Transport and TraveL on the Internet: FLying and Shipping in the 
Computer Age, BUSINESS AMERlCA at 25 Uanuary 1998). 
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Kenair Travels 

• 	 Web travel agency business 
• 	 Tours, specials on the web 
• 	 Customer interaction and transaction on the web 
• 	 Extensive backup infrastructure to keep the web information up-to­

date and accurate 

A business can contract for the pick up, shipment and tracking of 

its product and then book air travel, hotel and rental car for an executive 

to visit its customer through the Net.55 The maritime industry has long 

been a user of electronic commerce. Information about a large number of 

transactions in the United States maritime trades between shippers and 

carriers, as well as between ocean carriers and other modes of transport 

in intermodal transport movements, is communicated electronically. The 

data contained in bills of lading, deck receipt, certificates of insurance, are 

generated and transmitted electronically. With the development of 

electronic commerce, shipping contracts will be signed and transmitted 

electronically.56 Both shippers and carriers can incur substantial costs 

55 The on-line air ticket sale can reach upto $4 billion by the year 2000 from an 
estimated $700 million in 1997. 

56 C. William Johnson, Maritime Transportation: Ocean Carriers Sail the Electronic 
Sea, BUS[N~ AMERICA, at 25 Uanuary 1998). 
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when the paper trail becomes congested. The use of electronic signature 

for bill of lading and other documents can unclog the paper trail at every 

tum. Electronic negotiable bill of lading, in addition to speeding the data 

movement process, can solve the problem of paper work needed to 

release a cargo before ship reaches port as in maritime industry, 

negotiable bill of lading provides evidence of ownership. If the carrier 

releases the cargo to someone withou t original bill of lading, the carrier 

faces the risk of the claim of actual holder and liability for loss of cargo. 57 

Electronic Commerce Applications 

People to People 

.. 

Application to Application 

Fig-IS 

Electronic commerce presents the greatest challenge to and 

opportunity for commercial banking sector. Electronic commerce is 

specially attractive to banks and other organisations that deal with 

Supra note 56. 
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mountain of paper. With the entry of home banking via personal 

computer, telephone based banking, automated kiosks, the conventional 

bank finds itself at an economic and cultural cross road. Electronic 

commerce, Internet banking and interactive banking allow customer to 

monitor checking, savings, credit and account activity and balances, 

transfer funds including paying third party bills, review their credit line 

status and send electronic mail to customer service (Fig-18).58 Banks 

provide tools to customer to make informed investment decision by 

informing real time quotes, company news, research, stock, corporate 

bands, treasuries, options and mutual funds trading. Electronic 

commerce poses threat of fraud, loss, insolvency, piracy and unchecked 

issues of electronic money.59 Barclays Bank (http://www.barclays.co.uk) 

has offered full banking services to the customers from their home 

computer. Electronic Share Information Ltd. (http://www.esi.co.uk) 

offers on line share information and trading facility . Customers can view 

London Stock Exchange prices and buy and sale shares on line. 60 

58 John R. Sieugmund, Banking Services: Harness Technology And Come Up With a 
Winning Business Strategy Which Continues to Serve Public Interest, BUSINESS 

AMERICA at 27 Oanuary 1998). 

59 Id. 

60 Supra note 32 at 8. 
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Netscape - (ISN - Your Personal Computer Superstore) 
File Edit View Go Bookmarks Options Discovery Window Help 
http://www.Intemet.net/N 

Internet Shopping Network 
Your #1 source for computer products Free membership 

Find it Here What's New? Today's Hot Deals 

• Accessories 	 CUPID'S QUEST Block Financial Kiplinger 
• Desktop Computers 	 Enter to win a video Tax Cut 96 


Drives conferencing package to
• 
• Memory & Processors 	 keep in touch with your Acoleim Ent. NEA Jem 

Modems valentine! Toum. Ed. (DOS) • 
• 	 Monsters & Video 

JUST ARRIVED Symantee Healthy PC 1.0• 	 Multimedia Hardware 
Hot low prices on new 	 (Win98)• 	 Networking 
Microsoft Office '97 

• .notebook Computers 
products Get MS Upgrades 	 Matrox• 	 Printers 
at $40 off our low prices 	 Mystique PCI• 	 Scanners 

2MB+SGRAM
• 	 Software PERSONAL PRODUCT 
• 	 Downloadable NEWS 	 Labtec LCS-1012 

Product Services Amplified Comp
• 	 Hot Deals Central Spkrs Magnetically
• 	 Rebates & Specials 

• 	 Product Advice 
Product Search 

Fig-19 

Today direct marketers are some of the premier users of electronic 

commerce. Whether it is a catalog company directly marketing goods via 

Internet or a distribution center transferring information to its supplier of 

goods through Electronic Data Interchange, direct marketers are 

increasingly using electronic commerce to promote products and serve 

their customers (Fig-19). As postal and paper rates continue to rise, direct 

marketers may increasingly switch from using printed materials to utilize 

LIBRA RY 
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the Internet.61 The Internet allows the retailer to reach both customers 

and supplier and provides another medium for retailers to expand 

internationally at a relatively low cost. 

Amazon.com (http://www.amazon.com) is an on line book store 

offering more than 2.5 million titles with sales increasing at a rate of 30 

per cent each month.62 Virtual Vineyards63 (http://www.virtualvin.com) 

offers wines and gourmet foods, providing an outlet for a number of 

California wine producers. There is detailed on-line information on the 

vanous wines and foods and also an on-line query service through 

e-mail. Customers can order and pay through credit card and electronic 

cash.64 

Education and training providers use progressively advanced 

methods to offer their services as new electronic technologies are 

developed. Fax, video tapes and distance teaching are giving way to on­

61 	 The Direct Marketing Association has reported that in 1996, the direct 
marketing has generated as estimated $640 billion in consumer sales and $500 
billion in business to business sales and within five years it is projected to 
reach $1.8 trillion. 
Bruce D. Harsh, Direct Marketing's Future In Electronic Commerce, BUSINESS 
AMERICA at 29 Uanuary 1998). 

62 	 Aaron Schavey, Retailing On-line: Today's Promise and Tomorrow's Opportunity, 
BUSINESS AMERICA at 40 Uanuary 1998). 

63 	 The full text of the web page (ANNEXURE - E). 

64 	 Supra note 33 at 7. 
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person in Korea with a 

credit card can, by «'-'_C>:l';:)li the Internet services, register and work for a 

master's degree from University of Maryland, without ever coming to 

United States. The training materials can transformed multimedia 

documents, capable of integrating video, audio broadcast, 

dimensional graphics and animation with Internet technologies to 

learning more for the 

line instruction and 

commerce offers entertainment industries both 

opportunity for profit and risk of loss. Opportunity profit arises when 

electronic commerce offers new delivery system for entertainment 

music and of from piracy over hlternet of 

copyrighted movies and musics.67 

network 

professional computer service and electronic information Many 

of dataillformation services 

1"'\ Iv',el,IC ,1-'1 at (January 1998). 
Education and Training Transformed By Internet 

66 	 Id. 

67 	 According to International Intellectual Property Alliance due to inadequate 
copyright protection over copyright industry has suffered a 

of $10.7 billion, of which motion picture and music company's loss is $1.8 
and 1.2 billion respectively. and books account for rest 
the loss. 
John Siegmund, Entertainment and Commerce, AMERICA at 
33 (January 1998). 

http:musics.67


information service companies are providers of electronic commerce 

applications and services.68 Network service firms are increasingly 

looking to the Internet for new business opportunities and are providing 

more sophisticated forms of electronic commerce, including services 

which facilitate sales and customized research over the Internet. 69 

The back office operations of insurance companies are almost all 

computerised and operate on an electronic commerce basis.· Accounting, 

financing;; investment, management, fund transfer, underwriting;; product 

development and claim support are done electronically.70 In addition, the 

vast majority of transaction between insurer, other insurer, agents and 

brokers, reinsurer, bank and other financial institutions are carried out by 

electronic means. 71 

Professional serVIce providers, such as architects, engineers, 

accountants, lawyers and management consultants have potential to 

68 	 Jenniler Tollarico, Information Services and Electronic Commerce, BUSINESS 
AMERICA at 34 Oanuary 1998). 

69 	 Id. 

70 	 Bruce McAdam, Insurance: In Electronic Commerce a Risk?, BUSINESS AMERICA at 
36 Oanuary 1998). 

71 	 Statistics show that in 1997, premium sales of personal, auto, home owner and 
lile insurance on the Internet was about $200 million and it is projected that it 
will reach $6.3 billion by 2006. 
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increase their opportunities remarkably through electronic commerce. 

Architects and engineers can transmit teclmical drawing to colleagues or 

clients and accountants, lawyers and consultants can provide advice and 

counsel electronically.72 

GE Trading Process Network (TPN) 

• US$ 1 Billion purchases per year Electronically 
• 1400 suppliers 
• Request for bids include drawings, designs, etc. 
• Bid submission also electronic 
• Average bidding process time reduced by 50% 
• Ability to procure internationally, more suppliers 
• Cost reduction 5% to 20%!! 
• Plans to include suppliers' suppliers as well. 

Professionals and their firms can bid and win contracts withou t 

handling ream of paper, sending over night mail, having telephone 

messages, spending hours travelling to meet with clients and waiting 

indefinitely for answers. Electronic commerce also improve internal 

integration of the firm?3 Mr. Joroen de Kreck, (http://www.dds.nl/de 

creek), a lawyer from Amsterdam provides a legal question answering 

service that is available 24 hours a day. He responds to the question 

72 	 J. Mare Chittum, Professional Services: Knowledge Transfer Redefined Through 
Electronic Commerce, BUSINESS AMERICA at 38 Oanuary 1998). 

73 	 ld. 
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within two hours. The response to the first question 15 free but 

subsequent questions incur charges.74 

On-line publishing offers potential benefits to publishers by 

dramatically reducing publishing cost, such as cost of printing and 

binding manuscript, distribution cost, inventory cost. On-line publishing 

has potential to reach much wider audience, including international 

market at a relatively low cost. It is estimated that publishers can cut 

their cost by 75 per cent by using electronic commerce.75 Since retail book 

stores cannot afford to stock copies of all books, on-line publishers can 

offer to make such books directly available to readers through Internet. 

Electronic publishers have exploded a new way by offering on line 

version of newspaper.76 The Times (http://www.the-times.co.uk) is now 

published on-line. The complete content of the newspaper is available 

and access is free. 77 

Telemedicine represents the most important application of 

electronic commerce that has emerged in the health care service sector in 

74 Supra note 32 at 10. 

75 Supra note 62. 

76 Supra note 62. 

T1 Supra note 33 at 10. 

56 


http:http://www.the-times.co.uk
http:newspaper.76
http:commerce.75
http:charges.74


recent It a means for providing health care communicating 

health care information over vast distances with the help of 

telecommunication teclmology,78 method can include transmission 

of basic patient data" of X-Ray" ultrasound, magnetic resonance 

through computer network. Consultation with medical specialist and 

interviews offer another application of this form of treatment. 

The objective of telemedicine to upgrade the quality and 

cost of medical care through easing communication of critical information 

between health care specialists,79 of its chief benefit is the 

elimination of the necessity for physician and patient to the same 

geographical region. U.S. medicinal service firms have already acted to 

reap domestic benefits this advanced technology form of health 

care delivery.80 

1.6. HOW DOES SYSTEM WORK? 

t-,...,..,not- can support the complete trade process or substantial part 

of Internet provides rapid access to information sources provided by 

organisations. can be accessed by 

means of Internet-supported connection. Internet facilitated marketing 

78 Ernest D. Plock, Telemedicine is as a Cost-Effective Healthcare 
Alternative, AMERICA at 42 Qanuary 1998). 

79 Id. 
80 Supra note 78. 
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device is web page. Web page the digital equivalent of a market stall.s1 

The establishment of web page ensure the identity of company within 

Internet and it can located by the prospective customer. It carries a 

of relevant information. A customer can browse through that web 

page comes to know in detail about the goods - its 

descriptionr ranger video clip of H-''-''''_-'-, etc. To find a particular 

to know theitem or a particular web 

immediately; otherwise; a of page, in which case it can be 

has to performed.82 


Open Market's: Transaction Model 


TRANSACTION 
SERVER 

FINANCIAL 
PROGRAMME 

NETWORK 

Robert A. Paterson, Electronic Marketing the 
Publication, 

81 note at 79-91. 

82 note 33 at 
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1) Consumer requests price and purchase information to Content Server. 

2) Content Server sends price and purchase information to consumer. 

3) Consumer begins transaction with specified Transaction Server. 

4) Transaction Server sends consumer transaction information to 
Financial Processing Network for authorisation. 

5) Financial Processing Network responds to Transaction Server with 
authorisation (allowed or denied). 

6) Transaction Server sends sales confirmation on confirmed transaction 
to consumer. 

7) Consumer request Content Server for product with confirmation from 
Transaction Server. 

8) Content Server deliver products to consumer. 

The individual or organisation selling product or service through 

Internet is called the vendor and the individual or organisation buying 

the goods or service through Internet is called purchaser. But the 

purchaser is ordinarily presumed to be a private individual shopping 

from home using personal computer connected to the Internet and the 

vendor is a shop haVing Internet presence. 

The Buying Cycle (Business to Business) - Customer initiated 
Step 1 

Customer aware of you already 
Aware of a need and looking for suppliers 
Ensure effective information on your websites to ensure you show up in 
searches 
Belong to relevant electronic catalogs 

Step 2 
Customer interact with your site 
Looks for product, pricing, availability, service information 
Wants answers to questions 
Asks for quote, proposal 
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Step 3 
Customer wants to place the order 
Expects immediate order acknowledgement 
Specific date/ time of delivery 
Commitment on quantity 
Expects order status to be available for query on-line 
Expects commitments to be met. 
Delivery lead time expectations getting shorter. 

Step 4 
Invoicing, payments, etc. 

The Buying Cycle (Business to Business) - Supplier Initiated 
Step 1 

You are aware of customers' web base sourcing site 
Customer places Raps, RFQs on the Web. 

Step 2 
You interact with customer site 
Look for product, delivery, support requirements 
Seek clarifications 
Check delivery capability (ex stock, change production schedule, etc.) 
Submit quote, proposal 

Step 3 
Customer places the order 
Expects order status to be available for query on-line 
Expects commitments to be met. 
Customer may initiate order changes. 
Delivery lead time expectations getting shorter. 

Step 4 
Invoicing, payments, etc. 

Source: Sanjiv Aiyar, Net Commerce Se~ar, Confederation of Indian Industries, 
Bangalore, 1998. 

At the basic level, to order particular goods, few steps are to be 

completed.83 Along with these, to complete the purchasing, there has to 

a. the general category of goods must be determined. 
b. a vendor must be located and chosen. 
c. the specific goods required must be identified. 
d. the vendor must be informed of the goods and quantity required. 
NEIL BARRETT, THE STATE OF CYBERNAnON 92. 
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GOODS 
2 

DOCUMENTS 

be a contract between the vendor and purchaser where vendor agrees to 

deliver the desired goods and the purchaser agrees to pay for those 

goods. 

EXPORTER 

FUNDS 

1 


FUNDS GOODS RELEASE SHlPPING 
3ORDER 	 MESSAGE 

'U~TION~.. ....••....._...._,.__ .. 
REMITTING 


BANK 

COLLECTING 

BANK 
FUNDS 

2 

Fig-21 

This agreement takes place through filing up forms. These forms 

are stored as part of the web page and they are ordinary files which have 

to be filled up.84 The purchaser completes these forms by typing name, 

address, order details, into the appropriate parts of form. When the 

filling up of the form is completed, purchaser clicks on the "send" button 

84 	 Andy Reinhardt, Long on, link up, save big, THE ECONOMlC TIMES, Bangalore, 
June 26. 
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and thus information is transmitted to the vendor. Here the criteria of 

placing order is fulfilled. When vendor receives order form, it becomes 

his responsibili,ty to supply the ordered goods (Fig-21).85 

Payment - STLMlJRPH57-03 
Summary Accepts 
Order Number: 184719.0 
Merchant: cdworld-93 
Purchase Amount US$16.65 

Merchant Note 

Pay Using 
VISA Personal VISA Gold Add Account 

Add CyberCoin 

Service Type Credit Card Service 

Memo 

Help 	 Pay Cancel 

Fig-22 

For the purpose of payment, vendor expects purchaser to simply 

provide payment detail, that is credit card detail over the Internet (Fig­

22). But it is very risky to transmit credit card number in this way as 

there is every possibility to copy the number and use it elsewhere by 

others. So it is safe to transmit payment instruction through encryption.86 

85 	 Supra note 47. 

86 	 Encryption is a reversible process of modifying clear text for the purpose of 
keeping it secret from anyone other than its intended recipient. (For further 
discussion see Chapter IV) . 
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ELECTRONIC TRADE PAYMENT THROUGH SWIFT 


FUNDS 
............. 


AMERlCAN 

IMPORTER 


U.s. French 
~ BankA Bank A 

J 
CHIPS SWIFT SAGIT­ FRENCH 

TAIRE EXPORTER 

r-L 
French 

~Bank B 

GOODS 
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in case of electronic order, there are number of risk factors,87 it 

better to encrypt either the whole order form or only the credit card 

details so that the information can only by the intended party 

(Fig-23). 

87 	 a. may not - it may not have been issued by the individual 
from whom it purports to come. 
b. it may have been intercepted and read by some third party. 
c. it may have been intercepted and altered by third party. 
d. it must represent legally authority. 
Ernest D. Plock, Telemedicine i5 Emerging as a Cost-Effective health Care 
Alternative, AMERICA at Oanuary 1998). 



CyberCoin Wizard - Step 4 of 4 

Here are your choices to adding CyberCoin funds to your Wallet 

Amount: $20.00 
Add From: VISA Personal VISA Gold 

To change any of your responses, click Back 
To add CyberCoin funds to your Wallet, click Finish 

Help 	 <Back Finish Cancel 

Fig-24 

Payment can also be made through digital cash from digital wallet 

which is both mobile and untraceable and which allows individual to 

purchase goods from shop, equipped with this device to read and 

transfer digital coins from one wallet to another (Fig-24).88 

Depending on the nature of the goods, for the purpose of 

distribution, goods have been classified into three categories.89 For the 

first category goods, advertising, ordering, payment for the goods can be 

88 	 Supra note 84. 

89 	 a. goods that ca,n be distributed through some 'real world' medium to the 
purchaser. 
b. goods that canl be distributed wholly over the Internet. 
c. goods that cal1 be distributed partially via Internet and partially through 

some 'real worldr mechanism. 

PETER GARDNE*, ELECTRONIC TRADlNG - A PRACTlCAl HANDBOOK 103 

(Butterworth He~emann, 1994). 
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effected through Internet but distribution of goods are carried out by 

some other means like, courier, parcel post, distribution from local shop, 

collection from some local point, etc. Clothes, equipments are few 

examples of first category of goods which can not be digitised to transmit 

through Internet.90 The second category of goods like videos, software, 

music, books can be digitised and transmitted through Internet. But 

because of the risk of unwanted interception, these goods are transmitted 

in encrypted version. 91 In case of third category of goods, both Internet 

and other distribution mechanism are used. For example, in case of a 

computer game, a simplified versions of the game is made available, free 

of cost on the Internet and interested parties can download it and those 

who are interested in getting other episodes of the game have to place 

order through Internet and a CD-ROM will be delivered through 

standard postal service.92 

90 	 Supra note 47. 

91 	 Digital goods can be copied at any stage of transmission. When a file 
containing digitised goods are transmitted by the vendor to the purchaser over 
Internet, an intermediate host can take copy of that file. In that case, he gets a 
copy of goods without paying anything for that and as it is a master copy, he 
can create other copies from this. To avoid this problem, these type of goods 
are transmitted in encrypted form. 
PETER GARDNER, ELECTRONIC TRADING - A PRACTICAL HANDBOOK 102 
(Butterworth Heinemann, 1994). 

92 	 Supra note 32. 
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CHAPTER II 


ELECTRONIC DATA INTERCHANGE: THE PRECURSOR 

OF NET BASED ELECTRONIC COMMERCE 

The growth of information tedmology has enabled businesses to 

establish new means of managing information flow both in intra and 

inter organisation level. The wave of modem technology and changes in 

business practice has brought the traditional paper-based method of 

communication ill the verge of extinction. The paper-based 

communication stood as stumbling block for business expansion.93 The 

electronic alternative to paper-based communication has reduced the cost 

of administration and also accelerated the whole transaction chain. 

Electronic Date Interchange94 is one of the information technology tools 

for modem business. 

93 Context for Electronic Data Interchange Use (ANNEXURE - F). 

94 • In its simplest form, Electronic Data Interchange is the computer to 
computer exchange between two companies of standard business 
documents in electronic format. 

Mohan Padmanabhan, Benefits of Speedy Implementation in Ports and Customs, 
BUSINESS LINE, April 13, 1998 at 4. 
• 	 The computer to computer transmission of business data in a standard 

format. 
TI1e United Nations Trade Data Interchange Directory (UNTOlD), 
TRADEjWPAjR.721. 
• 	 Electronic Data Interchange consists in using standardised electronic 

format to exchange business information. 
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I1.l. WHAT IS ELECTRONIC DATA INTERCHANGE? 

Electronic Data Interchange enables companies to conduct 

paperless, computer to computer exchange of business documents, in a 

structural format, over private or public data network, with little or no 

human intervention.95 Electronic Data Interchange is a new mode of 

business communication, replacing standard paper documentation, such 

as invoices and purchase orders, with structured electronic messages.96 

Many businesses choose Electronic Data Interchange as a fact, 

inexpensive and safe method of sending purchase orders, invoices, · 

shipping notices and other frequently used business documents. 

11.2. BENEFITS OF ELECTRONIC DATA INTERCHANGE 

The adoption of Electronic Data Interchange provides the 

opportunity to gain certain efficiencies and cost related benefits that 

improve information processing tasks and improve the business or 

manufacturing processes supported by information exchange between 

Richard Hill, Electronic Commerce, The World Wide Web, Minitel and EOI, THE 
INFORMATION SOCIETY at 34 (Vo1.13, No.1, Jan-Mar. 1997). 
• The definition of Electronic Data Interchange is transmission of data 

structured according to agreed message standards, between information 
systems, by electronic means. 

Art.1, 2nd definition, TEDIS Agreement. 

95 LEN KEELER, CYBER MARKETING 51 (American Management Association, 1995). 

% Electronic Data Interchange can significantly reduce administrative cost, 
increase clerical productivity, increase speed of information flow, introduce 
just-in-time delivery, reduce inventories, ELECTRONIC TRANSACTIONS, § 5.2. 
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firms.97 As Data Interchange eliminates paper work, it reduces 

doing 

significantly the number of times documents are processed by human 

beings.98 Electronic Data Interchange has already reduced the cost of 

buyers, vendors, suppliers, manufacturers by 

ensuring the rapid flow of product, parts and materials and faster 

payment of bills and invoices. It can cut the time it takes to move 

product from the warehouse to showroom floor. Data 

not only paper works in conducting business 

transactions but also strengthens relationship with trading partners by 

creating tighter Data Interchangerelationship among 

trading 

e of Services 
Banking services 
Travel (information, reservations) 
Catalog sales 
Professional database 
Training/ development 
Classified advertising 

of users. Not all 
only those with potential relevance to 

database 
on a 

11.5% 
7.5% 
6.2% 
4.4% 
4.2% 
4.0% 

commerce. 
Source: 	 Richard Hill, Electronic The World Wide Web, 

Minitel INFORMATION SOCIETY at (Vo1.13, No.1, 
Jan-Mar. 1997). 

97 	 Paul J. Harts, Carol S. Saunders, Antecedents 
and Dimensions EDI from Supplier's JOURNAL OF 
MANAGEMENT INFORMATION SYSTEMS, at 88 (Spring 1998, Vo1.14, No.4). 

98 data is entered only once which errors and 
TRANSACTIONS, § 
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Manufacturers and distributors enJoy both actual and potential 

benefit from Electronic Data Interchange. IOO From a distributor's point of 

view, the potential savings in inventory carrying costs ought to be the 

primary motivation of adopting Electronic Data Interchange. Speed, 

accuracy and completeness of information permit both the distributor 

and the vendor to be more fully informed about their relationship. For a 

distributor, it is possible with Electronic Data Interchange to obtain 

reorder histories for products that are delivered directly to retail stores by 

vendors.10I 

}OO 	 (a) reduced order lead time, (b) higher service levels, (c) fewer out of stock 

situation, (d) improved communication about deals, promotions, price 

changes, product availability, (e) lower inventory costs, (f) better accuracy in 

ordering, shipping and receiving, (g) a reduction in labour cost. 
LOU1S W. STERN, PATRICK J. KAUFMANN, ELECTRONIC DATA INTERCHANGE IN 
SELECTED CONSUMER GOODS INDUSTRIES: AN INTERORGANlSATIONAL 
PERSPECTIVE, 56 (Markcting in an Electronic Agc, Robert D. Buzzel ed. Harvard 

Business School, 1985). 

LOUIS W. STERN, PATRICK]. KAUFMANN, ELECTRONIC DATA INTERCHANGE IN 
SELECTED CONSUMER GOODS INDUSTRIES: AN INTERORGANISATlONAL 

PERSPECTIVE, 56 (Marketing in an ELectronic Age, Robert D. Buzzel ed. Harvard 

Business Schoot 1985). 
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Source: Connlc W. Crook, Ram L. Kumar, ElectrOniC Data Interchange: A Multi-Industry 

Investigation uJing Grounded Theory, Information and Management at 87 (34, 1998). 

I 
Fig-26 
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From the vendor's perspective, Electronic Data Interchange is 

viewed more as service and productivity enhancing tool than as a 

merchandising tooP02 For manufacturer, real cost savings are that order 

processing costs will be reduced, sales person's role in the entire order 

taking process will be reduced (Fig-26). The increased accuracy, 

coordinated invoicing, shipment confirmation etc., which are provided by 

Electronic Data Interchange mark clear advantage over telephone 

ordering system. Crook and Kumar103 in their research paper has pointed 

out that the chemical and tobacco companies perceived Electronic Data 

Interchange as something that major customers wanted and felt that it 

could provide financial benefit. Textile, chemical, Tobacco and Bank - all 

the four sectors have resulted in cost reduction after using Electronic 

Data Interchange. The tobacco company reported that they were able to 

reduce the staff in the purchasing department from 129 to 43 as a result of 

the use of Electronic Data Interchange. Information system personnel of 

all the four sectors have experienced increased interaction with the 

organisation's employees, with the help of Electronic Data Interchange. 104 

102 	 Supra note 101. 

103 	 Connie W. Crook, Ram L. Kumar, Electronic Data Interchange: A Multi-Industry 
Investigation using Grounded Theory, INFORMATION AND MANAGEMENT at 85 
(34, 1998) (ANNEXURE - G). 

104 	 Id. 

71 




II.3. HOW DOES ELECTRONIC DATA INTERCHANGE WORK? 

When a company decides to communicate via Electronic Data 

Interchange, it can generally choose between three methods ­

a) physical transfer of computer media. 

b) direct communication link via public data network. 

c) by signing up to the service of a third party 

d) Electronic Data Interchange network. 

(INTERFACE} 

(POST H MAlL) 

(MAIL H POST) NETWORK 

(POST }-( MAlL ) 

(MAIL }-(POST) 

GATEWAY 

RANSLATION 

INTERFACE 

( ==.== o 
(~) 

Electronic Transactions 
Source: Peter Gardner, Electronic Trading· A Practical Handbook, 51 (Butterworth 

Heinemann, 1994). 

Fig-27 
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To use Electronic Data Interchange as a tool to exchange message, a 

company has to enter into a trading agreement with the company with 

whom it wants to exchange document regarding the use of Electronic 

Data Interchange as an instrument of exchanging message. An Electronic 

Data Interchange service provider offers a range of services associated 

with electronic communication between a company's trading partners, 

such as message handling and translation as well as consultancy and 
, 

project management (Fig-27). As the use of Electronic Data Interchange 

communications expands into all aspects of business communication, 

data users will increasingly need to submit messages to their network 

provider, to be passed on to their recipient trading partners via a different 

Electronic Data Interchange provides (Fig-28). 

PROPRlETARY 

----.~ NATIONAL 
-----I~. INTERNATIONAL 

IN-HOUSE FILES 
TRADACOMS 

ANSl.X12 
EDIFACT 

EDI Standard Development 

Source: 	Peter Gardner, Electronic Trading - A Practical Handbook, at 51 (Butterworth 
Heinemann, 1994). 

Fig-28 
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The company has to subscribe to a Value Added Network who will 

manage the flow of Electronic Data Interchange documents. A software 

is also requiIed to interpret the message and to integrate into the existing 

software. los Then an Electronic Data Interchange document is to be 

created and sent to the trading partner through Value Added Network 

(Fig-29).106 

105 	 There are three aspects to the successful transfer of data through a 
communication network - conununication protocol, message standard and 
translation software. Conununication protocol relate to the effective and 
efficient transfer of data between the various components within the network. 
Electronic Data Interchange message standards are concerned with the 
information content of the conununication. An Electronic Data Interchange 
users will also need to have some form of translation software to convert the 
Electronic Data Interchange message standard into a format which can be used 
within company's internal applications. A message standard is usually drafted 
to reflect the options and alternatives regarding information content that the 
trading parties may wish to exchange. Electronic Data Interchange message 
standards have been created within ind ustry groups, national standard 
organisations and at the international level. The proliferation of different 
proprietary standards has been seen as a threat to the growth of Electronic 
Data Interchange. A Significant move towards the use of conunon 
international messaging standard in UNjEDIFACT. 
ELECTRONIC TRANSACTIONS, § 5.2. 

106 PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 250 Uaico Publishing 
House, 1998). 
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Source: Mohan Padmanabhan, Benefits of Speedy Implementation in Ports and Customs, 
Business Line, April 13, 1998 at 4. 

Fig-29 

The software which is connected to company's computer, puts the 

message in Electronic Data Interchange envelope. As the Value Added 

Network is connected with a modem,l07 so the message and envelope is 

uploaded to Value Added Network to send it to the trading partner. The 

107 	 Modem is an instrument which called as modulator and demodulator. Its 
main ftmction is to transform an analogue material into digital and vice versa. 
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corresponding Value Added Network of the trading partner will receive 

the message and with the help of the modern, it will reach the trading 

partner's computer where it will be integrated by translator software and 

the trading partner will have access of the message. IOS Electronic Data 

Interchange transaction requires strict compatibility between the data 

sent from buyer to seller and seller to buyer. I09 When establishing 

Electronic Data Interchange communications, network security is a key 

concern that companies need to take precaution to protect. l1O 

11.4. 	 MARKET APPLICATION OF ELECTRONIC DATA 
INTERCHANGE 

The 	 performance of electronic commerce IS based on the 

harmonizing the network connectivity. One company's Unix 

108 	 Supra note 106. 
109 	 Supra note 95 at 5l. 
110 	 Within the Electronic Data Interchange messaging standard, UN/EDIFACT, 

each message contains an "Interchange Header Segment" which contains a 
sender identification field, a password field and control information. The 
control information is repeated in the "Interchange Trailer Segment" as a 
check. In addition, one of the most secure means of message authentication is 
with the help of cryptographic technique, which transforms plain text, by 
using complex algorithm, into "cipher text". This algorithm should be too 
complex to be able to discover and encryption key should be kept protected 
from unauthorised use. Commonly used encryption methods are symmetrical 
and asynunetrical. Synunetrical encryption method is using same secret key at 
both ends of communication link. In asymmetrical encryption, a matching pair 
of cryptographic keys are used, one for encryption and the other for 
decryption. The decryption key is kept secretly and other is made available to 
whom one wants to communicate. 
ELECTRONIC TRANSACTIONS, § 5.2. 
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112 

programmed computer has to communicate to the computer of the other 

company. Some companies prefer to use direct dial up link and some 

others prefer to route through Value Added Network. Because of these 

complexities, various industries have their own approach to Electr.onic 

Data Interchange.lll 

Initially, commercial Electronic Data Interchange users intended to 

focus on basic transaction documentation, such as invoices and purchase 

orders. Recently, companies have becoming increasingly interested in 

extending their Electronic Data Interchange implementation to a wider 

range of traditional commercial communication such as corporate 

payment messages (Fig-30).112 Financial Electronic Data Interchange 

involves the bank offering a service enabling companies to complete the 

electronic trading communication loop, by sending payment information 

such as payment order and remittance advice information electronically. 

1lJ Supra note 95 at 53. 

There are currently estimated to be around 12000 companies using Electronic 

Data Interchange in the United States. In the u.K. there are some 6000 users, 

generating four million messages per month. It is also estimated that the user 

base growth of Electronic Data Interchange is about 30 per cent per annum in 

the U.K. while the message volume is growing at 100 per cent every year. 

Mandela Andrey, "ED! Trends and Directions" (Yankee Group Europe Seminar, 

April 6, 1992). 
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Commercial and Financial EDI 

Source: Electronic Transaction, § 5.10. 

Fig-30 

The financial service industry uses Electronic Data Interchange in 

case of Electronic Fund Transfer. Although payment system is still based 

on cash or cheque, more and more financial service providers are moving 

towards Electronic Fund Transfer to control cost, reduce paper work, 

increase privacy and to improve cash management. Current Electronic 

Fund Transfer system is based on various networks.113 Some banks are 

113 	 Interbank transfer network is provided by the Society for World Wide 
Interbank Financial Telecommunications (SWIFT), payment network is 
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creating unique Electronic Data Interchange based system for their 

customers. Bank of America has created the Business connect service to 

give its business banking customers access to accounts with a personal 

computer to get account information, transfer fund and maximize cash 

flOW. 114 The financial service provider's desire to give the service to the 

customers so that they can conduct financial transaction from their home 

and office with the help of computer network requires common language, 

electronic standard and connection protocol. 

While large retailers, distributors and manufacturers have been 

using Electronic Data Interchange for years, the grocery products market, 

particularly time sensitive product areas have been slow to switch over to 

electronically managed transactions. But recently, many of these 

suppliers have realised that Electronic Data Interchange based 

information flow can be a powerful marketing tool.115 The information 

that a particular item of product is selling better than other item, can help 

in advertisement campaign and can guide in product launching. 

provided by Bankwire, settlement network is provided by Fedwire. Along 

with these, there is A TM network. 

LEN KEELER, CYBER MARKETlNG 54 (American Management Association, 1995). 


114 Supra note 95 at 54. 

115 Supra note 95 at 55. 
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British Ports and Customs is accepting Electronic Data Interchange 

messages from shipping companies and importers to effect clearance of 

goods. In case of sea way bill, initial booking information is given to the 

carrier by the shipper's computer. The sea waybill is issued by the 

carrier's computer and need never take form of a piece of paper. 

Delivery instructions are given by the computer. In some trades a 

negotiable bill of lading must be issued. The speed and convenience of 

electronic communication have led to efforts to introduce systems for 

electronic production of negotiable bills.116 The problem of authenticating 

Electronic Data Interchange bill of lading can be solved through digital 

cryptography. 117 

The shops that repair outdoor power equipment may seem to be 

unlikely group to be leaders in electronic commerce. New tools for 

116 	 Among two systems - depository system and notification to carrier system, in 
the first case, paper bill is deposited with a third party who is then notified. 
Since the right to the possession of goods is changed by electronic transfer, he 
or she keeps a register of changes to which the carrier can refer to ensure that 
delivery is made to the correct party. The second system is entirely electronic 
and does not need existence of bill of lading. Using electronic message, the 
carrier issues an electronic bill to the shipper together with a private key, 
possession of which entitles the holder to control the goods. The right to 
control is passed after notification by the shipper to the carrier who cancels the 
original key and gives a new private key to the new person who is entitled to 
control the goods. 
ELECTRONIC TRANSACTIONS, § 5.2. 

117 	 DIANA FABER, SHIPPING DOCUMENTS AND EDI at 87-88, Computer and Law 
(Indira Carr, Katherine Williams eds., Intellect, Oxford, England, 1994). 

80 



electronic commerce may give new blood to the existing situation.118 But 

recent tools are yet to gain popularity in the industry.119 Apart from 

hesitation for technological upgradation, cost-benefit analysis of the 

dealers was also responsible for it, because dealers were not ready to 

purchase the system, unless it provides business management 

applications like accounting (Fig-31). The improved technology like 

POWERCOM-2000 have simplified the ordering process. Now dealers 

need 	not to search for right manual and right part for giving order. It 

requires a push to couple of buttons and then to click to send order 

automatically through Electronic Data Interchange.120 

118 	 POWERCOM-2000 is a multi-application project which provides some best 
aspects of Electronic Data Interchange. It demonstrates how individual 
companies within an industry can work together, using technology to 
streamline the entire marketing process. It connects equipment manufacturer 
and distributors to the customer service departments of dealers. It enables 
service department to process orders efficiently. It handles everything 
electronically from preparing invoices and sales reports to provide catalogue of 
documentation stored on CD-ROM. 
LEN KEELER, CYBER MARKETING 55 (American Management Association, 1995). 

119 	 Although, Briggs and Stratton, American Yard Products, Atlas and Lawn 
Chief, etc., companies have opted for available Electronic Data Interchange 
tools, but according to a research in 1995, about 15 per cent of 26,000 power 
equipment dealers in America were computerised and only a fraction of those 
had CD-ROM drives or capability to connect to Electronic Data Interchange 
network. 
LEN KEELER, CYBER MARKETING 55 (American Management Association, 1995). 

120 	 Most importantly to send order through Electronic Data Interchange, costs ten 
cents, comparing to $2 in case of typical system of giving order. 
LEN KEELER, CYBER MARKETLNG 56 (American Management Association, 1995). 
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Sub-categories Concepts Textiles Chemical Tobacco 	 Bank 

Coercion Threat of business 

Support Technical support 

Senior non-IS 
management support 
Incentives 

Collaboration Building long term 
relationships 

• Some small 
suppliers threatened 
by major customers 

• Hardware, software, 
and VAN selection 

• Training 

• Senior marketing 
personnel 

Free, subsidized 
hardware/software 

• Evidence of mistrust 
in the area of 
inventory 
management 

• Simple contracts 
based on trust 

• EDI performance of 
trading partners 
determined continued 
business 

• Hardware, software, and 
VAN selection 

• Provided to small 
companies by trading 
partner 

• Provided to cash 
management customers 

• Senior marketing 
personnel 

• I ncreased market share 
for ED! performance 

• Evidence of obligating 
long-term customers 

• Storing inventory at the 
customer location 

• ED! relationship with 
similar large customers 

• Grocery chains required 
ED! use 

• Suppliers forced to be 
ED! compatible by a 
cutoff date 

• Hardware, software and 
ED! Clearinghouse 
selection 

• Basic consultation 

• Senior personnel in 
accounting, purchasing 

Request letter detailing 
benefits of being ED! 
capable 

• Conscious attempt to 
maintain relationship 
with small customers 

• Not observed 

• Advice on setting up 
ED! 

• Guidance and 
Teference provided 

• Cash management 
personnel 

• Benefits (cost 
reduction) through 
more efficient 
processing of payables 
of better cash 
management 

• Conscious attempt to 
provide additional 
financial services 

Strategies for EDI use 
Source: 	 Connic W. Crook, Ram L. Kumar, Electronic Data Interchange: A Multi-Industry Investigation using Grounded Theory, Information and 

Management at 84 (34, 1998). 

Fig-31 
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u.s. Government is aggressively moving away from paper to 

electronic transactions. The Internal Revenue Service has already 

accepted electronically delivered tax return. The Department of 

Treasury, Defence and Interior have a pilot Electronic Data Interchange 

purchasing programme.121 Electronic Data Interchange has made it easier 

to do business with the government as it has removed the web of 

regulations and procedures. Government agencies can create a single 

Electronic Data Interchange format for registering vendors as government 

suppliers. A massive database can be formed to keep all information 

regarding all vendors.122 The u.s. Postal Service which has suffered set 

back because of e-mail and fax, has adopted Electronic Data Interchange 

tool to regain its hold. l23 Tools like Secure Electronic Transaction, 

electronic public key which encrypt electronic document, digital 

signature which provides time, date and authenticity, will be very much 

helpful for this purpose. It is not just the corporate sector which needs 

well established Electronic Data Interchange tools but governmental 

121 	 Supra note 95 at 56. 
122 	 U.s. Department of Defence accounts for 14 million acquisition every year and 

it has taken a leading role in implementing Electronic Data Interchange and its 
goal is to conduct 80 per cent of its business transactions electronically by the 
end of this century. 
LEN KEELER, CYBER MARKETING at 57 (Amerifan Management Association, 
1995). 

123 	 Supra note 95 at 57. 
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agencies of external trade such as Customs Departments and Ports also in 

desperate need of it.124 In India while Electronic Data Interchange on a 

pilot 	basis has already made progress in Customs Houses and Head 

Quarter of Director-General of Foreign Trade but nothing has happened 

in the ports.125 Various ministries are in the process of implementing 

National Information Infrastructure Plan. 

11.5. ELECTRONIC DATA INTERCHANGE CONTRACT 

a) 	 Electronic Data Interchange program are used by business people 

who wants to deal often with each other electronically. Parties to an 

Electronic Data Interchange enter into an agreement which sets forth 

the condition under which both sides agree to deal electronically 

with each other in future. 126 

124 	 In a typical pilot study scheme say, for a port trust, a set of message exchanges 
between the Port and the container-handling companies concerning the arrival 
of the carrying vessel and containers to be discharged would include, a vessel 
arrival notice, the cargo manifest and container delivery confirmation. 
Mohan Padmanabhan, Benefits of Speedy Implementation in Ports and Customs, 
BUSINESS LINE, April 13, 1998/ at 4. 

125 	 Mohan Padmanabhan, Benefits of Speedy Implementation in Ports and Customs, 
BUSINESS LINE, April 13, 1998, at 4. 

126 	 An Electronic Data Interchange contract provides for the folloWing ­
a) the purpose and subject of Electronic Data Interchange communication. 
b) the legal effect of Electronic Data Interchange transmission. 
c) the rights and obligations of both parties in connection with Electronic 

Data Interchange. 
d) the data protection afforded to Electronic Data Interchange 

communication. 

e) the confidentiality. 

f) the binding nature of electronic messages. 
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Considering standard agreements,127 one gets impression that 

Electronic Data Interchange contracts an agreements in which two or 

more users in the switching role of senders and addressee, undertake to 

communicate by electronic means according to principles of Electronic 

Data Interchange.128 

There are various types of contracts that are related to the use of 

Electronic Data Interchange.129 

g) the applicable law and jurisdiction in case of dispute. 

Dinesh Singh, Electronic Commerce - Contractual Aspects (1998) (unpublished 

project paper, National Law School of India University, Bangalore). 


127 	 A Model ED! Contract has been attached as ANNEXURE-H. 
• 	 Standard Electronic Data Interchange Agreement of EDl Association. 
• 	 European Model ED! Agreement, Commission of European Communities 

Programme TEDIS. 
• Dutch Ediforum Contract 

SERGE] H. KATUS, THREE TyPES OF EDI CONTRACT 29, Computer and Law, 

(Indira Carr, Katherine Williams, eds., Intellect, Oxford, England, 1994). 


128 	 SERGE] H. KATUS, THREE TyPES OF EDI CONTRACT 29, Computer and Law (Indira 
Carr, Katherine Williams, eds., Intellect, Oxford, England, 1994). 

129 

1. Interchange Agreement 
2. Network Agreement 
3. Third party Agreement 

Interchange Agreement 

between senders and users 
between users and networks 
between users or network providers and 
third parties. 
This is the best known Electronic Data 
Interchange contracts. It governs the 
rights and obligations in relation to the 
way data are interchanged using 
electronic means. This agreement can be 
made either bilaterally or multilaterally. 
The primary intention of the parties to 
the agreement is the exchange of data 
according to the principles of Electronic 
Data lnterchange. 
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In all three categories of contracts, it is obvious that the parties 

intend to do something with Electronic Data Interchange, either towards 

the process of communication or towards some kind of support. The 

Electronic Data Interchange contract is a legal document in which terms 

related to the use of Electronic Data Interchange can be found. In both 

Interchange and Network Agreement, rules are laid down for technical 

and legal matters with regard to the use of Electronic Data Interchange. 

In general Electronic Data Interchange contracts regulate various aspects 

of Electronic Data Interchange (Fig-32).130 

Network Agreement 	 In this type of contract, the parties' 
intention is not to interchange data 
electronically. This agreement is 

" regarding user's intention to get 
connection to a network to enable 
communication with other users. This 
agreement exists in different forms as 
users sometimes contract network 
provider directly and sometimes they 
enter a user group by consorting with 
the by-laws. 

Third party Agreement - Third parties are those who are 
contracted by users and intermediaries 
to provide supporting service like 
software, hardware, maintenance 
service, security service. So the contract 
with third parties to provide supporting 
service are subcontract, arising out of 
other Electronic Data Interchange 
contracts. 

SERGE] H. KATUS, THREE TyPES OF EDI CONTRACT 29, Computer and Lm.u (Indira 
Carr, Katherine Williams, eds., Intellect, Oxford, England, 1994). 

130 Electronic Data Interchange contract regulates ­
(a) That parties exchange Electronic Data Interchange message (Art.3 UNCID). 

86 



Regarding Interchange Agreement obligation, parties do not get 

responsibility regarding use of Electronic Data Interchange, 

automatically. These responsibilities are agreed upon by making 

contract. Interchange agreement is a contract between users and contains 

description of responsibilities of sender and addressee. It is important to 

recognise that the responsibilities in the use of Electronic Data 

Interchange are mainly relevant when users are actually dealing with 

message.131 A sender has to transform data into an Electronic Data 

Interchange message, which means transforming the data into a message 

structured to agreed standard, in a computer readable format, capable of 

being automatically and unambiguously processed.132 

(b) The agreement on the use of standard for data element, message structure, 
communication standard (Art.4, UNCI D). 
(c) That parties are capable to receive data transfers (Art.5, UNCI D). 
(d) That parties ensure the reliability of message by regulating integrity ­
message should be complete and correct, exclusivity - message can be secured 
against interference by unau thorised person, Verifiability - identification, 
verification, acknowledgement, confirmation of content and storage of data. 
SERGE] H. KATUS, THREE TyPES OF EDI CONTRACT 33, Computer and Law (Indira 
Carr, Katherine Williams eds., Intellect, Oxford, England, 1994). 

131 	 From the sender's point of view, his responsibility is during preparing and 
transmitting of message and from addressee's point of view, his responsibility 
is during reception of processed data. 
Paul J. Harts, Carol S. Saunders, Emerging Electronic Partnership: Antecedents and 
Dimensions of EDI Use from the Supplier's Perspective, JOURNAL OF MANAGEMENT 
INFORMATION SYSTEMS, at 35 (Spring 1998, Vo1.14, No.4). 

132 	 Article I, Third definition, TEDIS Agreement. 
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Sub-categories 

Customer-initiated 

Organisation­
initiated 

Reaction to 
competition 

Concepts 

Loss of market 
share 

Improved customer 
servIce 

Cost savings 

Organisational level 

Industry level 

Textiles 

• Large retailers 
pressuring small 
comparues 

• Vendor managed 
replenishment 
(VMR) 

• Inventory savings 
for retailers 

• Other hosiery 
manufacturing 
EDI 

• Establish quick 
response (QR) 
chain to compete 
with foreign 
com~etitors 

Chemical 

• Large industrial 
customers 
requesting increased 
sophistication of 
transactions (ASN) 

• Warehousing of 
products for 
customers 

• EDI sued with ITT 

• Market share based 
on EDI performance 

Tobacco 

• Retailers (grocery 
chains) requiring EDI 

• Automatic shipment 
notice (ASN) 

• Reduced paperwork 
and duplicate keying 

Inventory reduction 
• Forced to adopt by 

competitors 

Bank 

• Customer 
relationship loss to 
competitors 

• Better information 
on cash reserve 
and transactions 

• Reduced 
paperwork and 
duplicate keying 

• Forced to adopt by 
competitors 

• New electronic 
banking products 

• Discourage new 
entrants into the 
industry 

Causal conditions for EDI use 

Source: 	 Connic W. Crook, Ram L. Kumar, Electronic Data Interchange: A Multi-Industry Investigation using Grounded Theory, 
INFORMATION AND MANAGEMENT at 81 (34, 1998). 

Fig-32 
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If agreed, any measure to secure the message against the risk of 

unauthorised access by any person can be included. For evidential 

purpose, sender can keep a chronological record to store all Electronic 

Data Interchange messages. To establish authenticity of the message, the 

addressee has to convert, decode and verify it. Verification is also made 

by sending an acknowledgement to the sender.133 

In case of Network agreement, when an original sender transmits a 

message, it is received by the intermediary and from that moment, the 

intermediary is responsible. The intermediary process the message as 

agreed and then forwards the message to the real addressee. Since 

intermediaries are neither the original sender nor the addressee, their 

responsibility is limited to the envelope of the message and thus they are 

not authorized to change the information it contains. When it is known 

that exchanged message may contain confidential data, an intermediary 

has to ensure that no unauthorised person have access to any transmitted 

Electronic Data Interchange message. l34 

For Third Party Agreement, users' and intermediaries' 

responsibility is to provide facility for the supporter to do their job. 

133 Supra note 128 at 36. 
134 Supra note 128 at 37. 
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So far as the contractual liability is concerned, every party has the 

obligation to perform according to their responsibilities within reasonable 

boundaries. In general situation, one is normally liable to the injured 

party. To determine lapse of contractual liability, two questions arise (1) 

whether the party perform insufficiently to fulfill his contractual · 

obligation and (2) whether this non-performance cause damage to the 

other contracting party.135 

In case of Interchange Agreement, the liability is imposed if a 

message lacks integrity and causes damage to the another user because of 

fault. In Network Agreement, the intermediaries will be liable for mistake 

in receiving and forwarding message. Since the intermediaries are 

experts in Electronic Data Interchange, so they have greater risk to be 

liable than users. In Third Party Agreement, which is a sub contract for 

performing contractual obligation by a third party, because of privity of 

contract, for any mistake of third party, causing loss to the users, the 

supporter becomes liable, because he cannot be relieved by delegating his 

responsibility. 136 

135 Supra note 97 at 38. 

136 Supra note 97 at 39. 
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11.6. 	 DISADVANTAGES OF CONVENTIONAL ELECTRONIC 
DATA INTERCHANGE 

A trading partner can resist adoption of Electronic Data 

Interchange because of initial investment required or the effect that 

Electronic Data Interchange would have an well established procedures 

for exchanging information both between and within the organisation. 

Electronic Data Interchange applications require highly structured 

protocols and negotiated arrangements. Necessary agreements about the 

structure and meaning of data are time consuming to negotiate, inflexible 

and difficult to maintain in a dynamic environment.137 For many users 

Electronic Data Interchange is not the ultimate solution because it 

involves some obvious deterrents as cost of setting up, sophistication 

required to set it up, lack of ability to do any spontaneous transaction and 

lack of connectivity of some customers.138 Rigidity is another deterrent of 

conventional Electronic Data Interchange. Many company's business 

model call for increasing their customer and supplier bases. But setting 

up an Electronic Data Interchange link requires so much of time and 

money that it keeps the number of electronic partners in check. 

Conventional Electronic Data Interchange has shortcoming of 

137 	 Supra note 97 at 90. 
138 	 Pragya Bharati, Can EDI provide solutions for E-Commerce, EXPRESS COMPUTER at 

11 Oune 15, 1998). 
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painstakingly link their back office system to Electronic Data Interchange 

software and then synchronize protocols with their trading partners' 

system.139 

... 
11.7. INTERNET AND ELECTRONIC DATA INTERCHANGE 

The conservative and conventional Electronic Data Interchange 

infrastructure is no match to the InterneP40 Companies will try to 

conduct electronic commerce by experimenting with several combination 

of Electronic Data Interchange and the Internet. Trading partners can 

retain existing Electronic Data Interchange cormections, find' cheaper 

ways 	to send Electronic Data Interchange messages and use the web to 

reach out to new partners.141 

139 	 Supra note 138. 

140 	 The natural gas industry has been using tradition.al V AN based EDI since 1996. 
Recently, the Gas Industry Standard Board chartered a task force to study the 
use of the Internet as communication transport vehicle. But the question 
remains, (i) Whether public Internet or a private, industry based intranet will 
be used; (2) Which protocol should be used. The Internet based architecture 
requires both partner to have common infrastructure to support the common 
protocol, encryption and signature method and response transaction. The 
ongoing transaction cost in case of VAN based EDI can be replaced by o~e time 
development cost for Internet based ED!. Internet based EDI is cost effective 
alternative to VAN based ED!. 
Daine Biegel, EDI over the Internet: A Success Story from the Natural Gas Industry, 
<http://www.ecresources.com/information/ jee/Vlln 4.5 html>. 

141 	 Daine Biegel, EDI over the Internet: A Success Story from the Natural Gas Industry, 
<http://www.ecresources.com/information/ jee/Vlln 4.5 html>. 
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Electronic Data Interchange over the Internet can be faster than 

.' 


over Value Added Networks. To send Electronic Data Interchange 

messages through Value Added Network, these mes~;ages are stored in 

electronic mailbox until the next processing step, where as through 

Internet, the message will go immediately. Another vital benefit of 

conducting Electronic Data Interchange over Internet is that of attracting 

new partners to Electronic Data Interchange.142 The better option for 

companies would be to use service which combines standard Electronic 

Data Interchange format with web based software, Companies can use 

their website to attract trading partners, exchange information and take 

orders, then they can link the website to back and order processing and 

financial system via Electronic Data Interchange. But the difficulty in 

using Internet is that the required software is proprietary. Trading 

partners need the same package at both end.143 

Since an absolute requirement of any Electronic Data Interchange 

transaction is absolute security and guaranteed delivery of Electronic 

Data Interchange message, the Internet was not initially used as a part of 

Electronic Data Interchange process. However with the continued 

142 Supra note 138. 

143 Supra note 138. 
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capable ofdevelopment of protocols and 

confirming e-mail messages, the Internet 811d Interchange 

will continue to overlap. by new Internetbeing 

based Data Interchange solutions.144 

r 

(http://www.premenos.com) has introduced several 
the Internet to exchange Electronic Data Interchange 

LOSHIN, PAUL MURPHY, at 251 
Publishing House, 1998). 

144 

http:http://www.premenos.com
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CHAPTER III 


DIGITAL MONEY: THE NEW CONCEPT OF A NEW AGE 

Change has taken place in the land of global finance with the help 

of rapid technological advances. The application of computer, 

telecommunication and software technology has enabled the birth of a 

whole new financial product and services. One of the methods of 

payment over Internet is digital cash]45 or electronic cash or electronic 

money, which is an example of such newly conceived product. Digital 

money is an electronic replacement for cash. ]46 

145 The value in the form of suitably validated and protected binary digits, can be 
stored in computer. The stored value requires a standard scheme for encoding 
it in binary digits and an issuer. The concept is that the digits, representing 
value, 	would be loaded into the user's PC or chip storage by the issuer and 
user's 	conventional account with the issuer would be debited. The payment 
acceptor would receive digits corresponding to the value of the transaction. 
Digital cash consists of message that use a sophisticated version of public-key, 
private key encryption. It is stored on a computer's hard disk and is 
electronically transferred to payee. It may be electronically replenished by 
transfer from one's account at a participating bank. A digital cash system 
employs software held by the participating financial institutions, their 
customers and merchants. Using that software customer creates digital 
message that are authenticated by the issuing institution in a way that third 
party can recognise. The issuer's authenticated message is returned to the 
customer and acts as a substitute for cash. A merchant that receives the digital 
cash can send it as to its bank and have its account credited or it can spend the 
digital cash. 
Banks Get the Green Light to Hit the Internet, BANK NETWORK NEWS, July 12, 
1995. 

146 	 History of currency provides that currency began in a primitive barter 
economy which is driven by the interest of the individual. The inconveniences 
caused by the barter system mooted for standardised medium of exchange. In 
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111.1. WHAT IS DIGITAL CASH 


Digital cash or electronic money IS units or tokens of monetary 

value that take digital form and are transmitted over electronic network. 

Digital Value Units are the basic units of denomination of electronic 

money which mayor may not corresponds to units of national currency. 

The move to store value electronically is to substitute the traditional 

medium of exchange. This concept replaces paper, either cash or cheque, 

with digital signature that take on the same function. 

The concept of digital cash has earned few question marks against 

it.147 Digital money has no intrinsic value and the barest trace of physical 

existence. But it is potentially a perfect medium of exchange because it 

can transfer financial claims at incredible speed and it can create instant 

settlement of transactions (Fig-33). 

modem societies, gold remained the generalised medium of exchange for 
centuries. Since gold is heavy to carry, gold coins gradually gave way to paper 
currency. Two main functions of currency are medium of exchange and store 
of value. National currency has got status of legal tender which, according to 
law, cannot be refused as settlement for debt. People are happy to leave their 
money in the bank as they are confident that they can get legal tender on 
demand. 
DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 99-101 (John Wiley and 
Sons Co. 1996). 
Theses questions are not new. They were asked when first coins were struck, 
when first paper currency was circulated and when first credit cards were 
offered. Theses questions are quite obviously regarding intrinsic value of 
digital cash. 
DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 99 (John Wiley and 
Sons Co. 1996). 
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© Cyber Cash 
Payment Cards 

• 	 Approaching 10,000 merchants on-line 
• 	 Byend '98, there was 60,000-80,000 merchants active on the 

Internet 
• 	 Moving from 100,000's to 1,000,000's of transactions per day 
• 	 Dominant form of payment - Credit Cards 
• 	 SET standard looming, but most transactions secured only by SSL 

Fig-33 

To create confidence, like that of cash, every unit of digital money 

must 	be guaranteed to convertible into legal tender on demand which 

requires to keep a unit of cash reserved in real economy, against every 

unit of digital money.148 Because of its unique nature, digital money has 

raised some doubts. 149 Lynch and Lundquist, has identified that an ideal 

digital money system should have some general principles. lso 

148 	 DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 101 Gohn Wiley and 
Sons Co. 1996). 

149 	 If one unit of digital money represents an immobilised unit of money, then 
positive balance of digital money will earn no interest and so people will keep 
less amount of their asset as digital money. There will be no virtual lending in 
digital money system. This will undermine convertibility. As banks could not 
create new money by lending in the digital world, so they might see digital 
money as unproductive and they might charge a fee to convert money or take 
agency fee for issuing it. 
DANJEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 101-103 Uohn Wiley 
and Sons Co. 1996). 

150 	 (a) Independence - The security of digital money must not depend on its 
existence in any singular physical location. 
(b) Security - Digital money must not be reusable. So it must not be possible to 
use digital money at a time in two different places. 
(c) 	Privacy - Digital money must protect the privacy of its users. 
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151 

111.2. DIGITAL MONEY TRANSACTION 

In a typical digital money transaction, where A wants to send B 

some digital money, following steps are observed ­

(i) A uses his computer to generate a random number worth $10 and 

he generates 10 digit number to represent $10. 

(ii) A encodes the 10 digit number using his secret key. 

(iii) A transmits this encoded number to his bank along with digital 

signa ture. 151 

(iv) The bank uses A's public key to decode the number and the 

signature, thus verifying that message is indeed from A. 

(d) Off line payment - Digital money should be independent of the means of 

transporting it. So merchants who accept digital money must not depend on a 

connection to a network so that transaction can be made. 

(e) Transferability - Digital money must be transferable to others. 

(f) Divisibility - Digital money must be divisible into smaller amounts and 

again they must total up when recombined. 

DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 99-101 Golm Wiley and 

Sons Co. 1996). 


Digital money is possible because of cryptographic technology called digital 
signature. In fact, digital money is one of the most interesting application of 
digital signature teclmology. Digital signatures were first proposed by 
Whitfield Diffie of Stanford University in 1977. It is a code that allows absolute 
authentication of the origin and integrity of a document, cheque or electronic 
cash that has been sent over a computer network. A digital signature 
guarantees that anyone who reads a digitally signed message, can be certain 
of who sent it. Digital signature uses a pair of keys - a private key, to sign a 
message and a public key, to unlock it. Only a message Signed with a private 
key can be decoded and verified, using the public key. 
DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY 111 Gohn Wiley and 
Sons Co. 1996). 
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(v) Seeing that A has specified an amount of $10, the bank debits A's 

account for $10. 

(vi) The bank signs A's number with its private key. 

(vii) The bank sends the digitally signed number back to A. 

(viii) Then A sends the number to B. 

(ix) B verifies the bank's digital signature on A's number. 

(x) B sends the number to his bank. 

(xi) B's bank uses key of A's bank to re-verify A's number. 

(xii) 	 B's bank checks A's number against a list of already spend 

numbers. 

(xiii) 	 B's bank credits B's account for $10. 

(xiv) 	 B's bank adds A's number to the already spend list. 

(xv) 	 B's bank sends B a digitally signed deposit slip for $10. 

111.3. 	SMART CARDS 

Smart Cards are wallet size cards, much like credit cards, that 

contain stored value. Smart Cards are plastic 'credit' cards with an 

embedded microchip. They can be loaded with currency from an 

Automated Teller Machine or card reader or personal computer. The 

currency then can be spent at businesses, vending machines that have 

been equipped with appropriate devices. Smart Card is simply a debit 
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card that does not require bank approval for each transaction. Smart 

Cards are cards containing stored value on chip. Shops ranging from 

supermarkets to movie theatres to the local news stand could be 

equipped to receive, store and re-transmit the digital money from 

customers. Furthermore, many forms of public services, including pay 

phones, subways, buses, taxis, parking motors, tool booths and vending 

machines could also be equipped.152 

Four basic types of micro circuit cards exist for use as smart cards. 

Varieties of Smart Cards 
I 


l l l 
Memory Cards Shared key Cards Signature Transporting Signature creating 

Cards Cards 

Memory cards are the simplest of smart cards. They have data 

storage space and require a password for access.l53 

152 	 N. Richard Werthamers, Susan U. Raymond, Technology and Finance: The 
Electronic Market, TECHNOLOGICAL FORECASTING AND SOCIAL CHANGE, at 47 
(No.55, 1997). 

153 	 Shared-key cards store a secret key and can communicate with other cards that 
share this key. These cards require validation of the secret key at the point of 
sale which means there must be a relatively sophisticated piece of equipment 
at the point of sale. 
DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 116-117 Gohn Wiley 
and Sons Co. 1996). 
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Signature-creating cards contain a delicate co-processor which 

makes them capable of generating large random numbers. They are most 

complex cards and correspondingly most expensive card to produce.1 54 

111.4. DIGITAL PAYMENT SYSTEM IN PRACTICE 

Digital payment systems focus on getting a payment form a 

customer to a merchant. The emphasis is on the customer, so customer 

needs 	to acquire and install some software or make some kind of contact 

with the digital payment system provider in order to register as a user of 

that service. 

Cyber Cashl55 (www.cybercash.com) provides digital payment 

system which uses straight forward interpretation of digital commerce, 

154 	 Signature-transporting cards contain ready-made supply of blank cheques 
which are large pregenerated random numbers that can be assigned a 
denomination and signed to use as digital money. Since blank cheque smart 
cards are loaded in advance and cheques need not be re-verified, signature­
transporting cards do not require point of sale validation. Therefore, not only 
the cards are reasonably priced, the point of sale system can be simpler and 
less costly. 
DANIEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 116-117 0000 Wiley 
and Sons Co. 1996). 

155 	 Cyber Cash Inc. was founded in 1994. Its goal was to prOVide an accessible 
and acceptable payment system for the Internet. It offers safe, efficient and 
inexpensive delivery of payment between customers, merchants and banks, 
across the Internet. It makes available the software and services needed to 
exchange payments. Cyber Cash gives consumers a digital wallet. Customers 
are able to authorise payments out of their digital wallet. 
PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 170 Oaico Publishing 
House, 1998). 
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basing its service on the need for secure, private, reliable transactions. It 

offers a digital payment mechanism that uses modem cryptographic 

technologies, including public and private key encryption and digital 

signatures, implemented through special client and server software.l56 

CyberCoin Wizard - Step 1 of 4 

Welcome to the CyberCoin Wizard l 

Your Wallet holds CyberCoin funds. You add CyberCoin funds to your 
Wallet using a credit card or a bank account. 


When you use your credit card to add CyberCoin funds to your Wallet, 

those funds are immediately available. 


When you use your bank account to add CyberCoin funds to your Wallet, 

those funds are subject to a three to seven day hold period, similar to the 

hold period for a check deposited in your bank account. 


To continue, click Next. 


Help Back Next Cancel 


Fig-34 

When the customer completes a purchase and begins a Cyber Cash 

transaction by clicking on the Cyber Cash Pay button of a merchant's 

World Wide Web site, the merchant receives information about the 

customer's order, as well as encrypted message from customer's Cyber 

Cash client (Fig-34). The encrypted data includes the customer's 

payment information (Fig-35). 

Supra note 106 at 140. 
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CyberCoin Wizard - Step 2 of 4 

To add CyberCoin funds to your Wallet, begin by selecting the amount to 

add in increments of US dollars . 


You can easily add more CyberCoin funds later by Clicking ReadySetGo! 

in the Main Menu dialog. 

How much would you like to add? 

20.00 

Help 	 Back Next Cancel 

Fig-35 

With Cyber Cash credit card transaction,IS7 Cyber cash decrypt the 

message, forwards it to the merchant's designated bank or credit card 

processor. The bank or processor responds to Cyber Cash and Cyber 

Cash 	forwards the approval or refusal to the merchant's server. Once 

approval is received by the merchant's server, it notifies the customer 

(Fig-36). 

157 	 The merchant's Cyber Cash software verifies that neither the order nor the 
encrypted payment information has been modified during the transmission 
and then forwards the encrypted message to Cyber Cash. Once Cyber Cash 
receives the encrypted payment message and verifies that no modifications 
have been made to it in transmit, Cyber Cash determines whether the 
transaction is a Cyber-Cash credit card based transaction or Cyber Coin 
transaction. 
PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 140 Uaico Publishing 
House, 1998). 
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Transactions - STLMURPHY57-03 
History Pending 

Date and Time Description 
02/06/1997-11 :17:16 Wallet Registered 
02/0611997 -11: 44: 24 User Notification 
02/06/1997-11 :44:24 Credit Card Added to Wallet 4237000000000000 
02/06/1997-11 :44:42 Credit Card Added to Wallet 4237000000000000 
02/06/1997-11 :49:04 Money Moved to Wallet 
02/06/1997-12: 11: 16 User Notification 
02/06/1997-12 : 11 :16 CyberCoin Service Payment EarthlyGoods-44 
02/06/1997-16: 12:47 Reconcile Wallet Balances 

Detail... 
Help Close 

Fig-36 

With Cyber coin, electronic wallet essentially holds digital money 

and banks having the account can be requested to transfer dollars to 

Cyber Coin wallet. As some Cyber Coin transactions are made, money is 

pulled out from wallet and sent to Cyber Coin merchant's wallet (Fig­

37).158 

© CyberCasb™ 
PayNow ™ Communications 

Consumer's Browsers 

I[Consumer login _...f Better or other I-"-.~ 
User IDfPIN I ~ WWW Site 

Bill Presented ).-V
( to Customer J~/ 

J Receipt 

COl I 

J) 

~ 

" 
CyberCash' 

~~e:'! / 

Fig-37 

Supra note 106 at 171. 
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With the use of digital signature and encryption, Cyber Cash is 

able to keep transmissiol1S'-' secure for all purposes. Cyber Cash offers 

significant advantages to both the customer and the merchant.159 

First Virtual is another company offering Cyber Cash services on 

the Intemet. l60 

159 	 (a) It keeps payment information private, even from the merchant. 

(b) 	It offers a convenient electronic wallet to store payment information, so that 
the information need not be reentered every time a purchase is made. 

(c) 	 It maintains a transaction log to handle, track and document every 
transaction. 

(d) 	There is no extra charge for using Cyber Cash. 

(e) 	 It is a convenience for customers, who may prefer not to reenter credit card 
number on the Internet. 

(f) 	 It offers merchants useful tools for tracking and transacting business on the 
Internet. 

(g) It is supported by banks and credit card companies. 

PETE LOSHIN, PAUL A. MURPHY, ELECTRONIC COMMERCE 190 Uaico Publishing 

House, 1998). 


160 	 It is required that the buyer must complete an on-line application which does 
not call for the credit card number. For security reasons, the credit card 
number is transmitted by telephone and is then checked by bank. Upon 
satisfactory check of the credit card, buyer receives, an account identifier or 
PIN code. If the buyer comes across something that looks interesting 'on the 
Internet, he requests the merchandise to be shipped against providing his PIN 
code to the seller. The seller verifies the validity of the PIN, makes delivery. 
First Virtual before charging buyer's credit card account, sends him e-mail 
message asking if purchase was satisfactory. If the buyer replies in positive, 
credit card is charged and the money is transferred to the order. If the buyer 
replies in negative, no transfer occurs. 
Dinesh Singh, Electronic Commerce - Contractual Aspects 13 (1998) (unpublished 
Master in Business Laws Project Paper, National Law School of India 
University, Bangalore). 
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currencies may 

will 
Both olo,~~rr"n 

End of National Markets, 

Unit across national 
transaction, so 

of Digital Value Unit that have a 
use 

about national 

at (Summer, 1997). 

IMPLICATION OF DIGITAL CASH 

The introduction digital system has on both 

legal and non legal side. Regarding its implication question which 

comes first about the institution which will electronic 

issuer would and credibility to make its 

money widely Today's banks would qualify as they are within 

central infrastructure of banking laws and regulatory oversight. 

But non-banking institutions can also U',,-",",v.u. issuer of cards 

AT and T, General Electric, DigiCash, Cyber Cash, 

Electronic cash and importance digital 

problems for government's control over economy.162 

large sums of cash across border would would 

no audit traiL Digital counterfeits could work for any where in the 

world and spend currency in and all places. New financial 

161 Supra note 152 at 47. 

162 do not amount to 
national 

of 
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and forms of fraud could arise that would be hard to detect and it would 

be extremely difficult to locate perpetrator. l63 

Electronic commerce does not occur in any physical location but 

instead, it takes place in cyberspace. l64 

Internet commerce and digital money create the potential for better 

world by providing convenient shopping method. By promoting better 

communication and simplifying the logistics of llie, the new era of 

Internet commerce offers us much more time for relaxation and 

enjoyment. There also exist possibility for misunderstanding, 

misdirection and misuse. l65 A digital world economy demands 

increasing international cooperation, harmonising of national regulations 

and legislations and strengthening the authority of international 

institutions.166 

163 	 Stephen J. Kobrin, Electronic Cash and the End of National Markets, FOREIGN 

POLICY at 72 (Summer, 1997). 

164 	 In digital economy, it would be difficult to link income stream with specific 
geographic locations. Electronic cash in manifestation of global economy and 
the problem electronic cash poses for governance results from the trend of 
disconnecting electronic market from political geography. 
DANlEL C LYNCH, LESLIE LUNDQUIST, DIGITAL MONEY, 74 0000 Wiley and 
Sons Co. 1996). 

165 	 Supra note 148 at 245. 

166 	 Supra note 148 at 76. 
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CHAPTER IV 


ENCRYPTION - SAVIOUR OF ELECTRONIC COMMERCE? 

Electronic commerce as a mass phenomenon is the certain outcome 

of the successful diffusion of Internet based services in recent years. But 

there are some doubts darkening the golden glow which lie in the 

security issues at the core of electronic commerce.167 The growth of 

electronic commerce via the Internet depends on the security and privacy 

of transactions. Only if the buyers and sellers trust that orders and 

payments are conducted with minimal risk of deceit and abuse of 

information, they will accept Internet for electronic commerce purposes. 

Ii users fear that these orders may be changed on the way, their credit 

card numvers may pe stolen and misused, their private information may 

be misdirected, they will revert back to the traditional instruments. 

Paper records and files also threaten personal privacy or reveal 

other confidential and sensitive information. So in earlier days important 

and confidential files were kept under lock and key and access to these 

was restricted to maintain security. During the long history of paper-

based "information system" for commerce and communication, a number 

of safeguards were developed to ensure the confidentiality; that is secrecy 

James P. Backhouse, Security: The Achilles Heel of Electronic Commerce, SOCIETY, 

May-June, 1998, at 28. 
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of contents, integrity; that is without unauthorised changes, authenticity; 

that is corning from the stated sources. These traditional safeguards 

include secret code books and passwords, physical seals to authenticate 

signatures and auditable book keeping proceduresY>8 

Computer-induced data is easily transportable, easier to copy and 

easier to manipulate and so in this era, controlling access has become 

much more difficult. With the emergence and growth of Internet, on-line 

banking, electronic commerce and other forms of network computing 

have corne into existence and have changed the whole scenario. With the 

introduction of electronic commerce, lot of personal information like 

credit card number, transaction data, preference about choice of product, 

medical and insurance records, personal files will be available while 

travelling through Internet. Government, corporations and organisations 

are worried that hackers will manage to corne in touch with these 

information and will engage in fraudulent activities and manipulation of 

records. This situation leads to some issues genetic to all electronic 

communications.169 

168 	 Information Security and Privacy in Network Environments, Office of Technology 
Assessment, Congress of the U.5., 1994 at 112. 

169 	 Issues are like, how to ensure the integrity of the message, how to authenticate 
the sender, how to ensure non-repudiation of receipt. 
WTO Secretariat, Special Studies 2, Electronic Commerce and the Role of the wro, 
1998 at 38. 
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Modem cryptography170 offers solution to the problems of an open 

network. The whole point of cryptography is to keep information out of 

the hands of anyone but its intended recipient. Even if the message gets 

intercepted, the meaning will not be apparent to the interceptor. l71 As a 

concept, cryptography is not a new thing to introduce as its use can be 

found in the history.l72 

IV.1. WHAT IS ENCRYPTION? 

Encryption is basically a process in which a message is transformed 

from 	plain text to cipher text, by using a mathematical function. This 

170 	 Cryptography is the technology to encode (encrypt) and decode (decrypt) 
information to prevent its being read by unauthorised party. It is the art and 
science of secret writing. Cryptography protects data against unauthorised 
disclosure. It can authenticate the identity ·of a user and it can disclose 
unauthorised tampering. 
Cyber law series, Department of Electronics website, 
URL: <http://www.doe.gov.in>. 

171 	 Supra note 101 at 41-43. 
172 	 Cryptographic use can be traced back to several thousand years back in 

Egyptian Hieroglyphics and in ancient India where it was used for 
communication with spies. The recorded history of cryptography is more than 
4000 years old. Manual encryption method using code books, letter and 
number substitution and transpositions have been used for the hundreds of 
years - for example, the Library of Congress has letters from Thomas Jefferson 
to James Madison containing encrypted passages. Modern computer-based 
cryptography and cryptanalysis began in the World War 11 era, with the 
successful allied computational effort to break the Ciphers generated by the 
German Enigma machines. 
Information Security and Privacy in Network Environment, Office of Technology 
Assessment, Congress of the u.s. 1994 at 112. 
James P. Backhouse, Security: The Achilles Heel of Electronic Commerce, SOCIETY, 
May-June, 1998 at 30. 
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process is a complicated version of codingl73 and decoding method. 

Cipher174 and Key175 are two main elements of encryption teclmology. 

Current encryption technology generates cipher text via computer 

hardware and software enjoying sophisticated mathematical formulae. 

IV.2. ADVANTAGES OF ENCRYPTION 

Since 	Internet is a distributed network and it is open to the public, 

so messages are exposed to the risk of intercepting. Encryption is used so 

173 	 Code is a method of interchanging vocabularies so that each code word 
represents some other non-code word . Codes requires a special code book 
which acts like dictionary. If the code book is lost, encoded text cannot be 
interpreted. 
PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 44 Oaico Publishing 
House, 1998). 

174 	 Ciphers are the basis of encryption schemes. I t acts on each character of a 
message, transforming it according to some algorithm. The encryption 
algorithm is the function with some mathematical foundations which performs 
the task of encrypting and decrypting the data. 
PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 44 Oaico Publishing 
House, 1998). 

175 Keys are special numbers which help to initialize the algorithm. Different keys 
used with same algorithm will produce different versions of encrypted text 
The quality of security is dependent on the size of the key. Encryption keys 
are used by the encryption algorithm to determine how data is encrypted or 
decrypted. Encryption keys are similar to computer password. When a piece 
of information is encrypted, one needs to specify the correct key to access it 
again. But unlike a password programme, an encryption programme does not 
compare the key one provides with the key one originally used to encrypt the 
file and grant access if the two keys match. Instead, an encryption programme 
uses key to transform the cipher text back into the plain text. If one provides 
the correct key, one gets back his original message. If one tries to decrypt a file 
with a wrong key, one gets irrelevant and unreadable message. 
PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 44 Oaico Publishing 
House, 1998). 
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I<::""'«}:~'" with the sender's public key and the result should match 

. In practice, digital 
the whole For 

that no one except intended recipient can open the message. So 

encryption most practical and way to protect 

information. Encryption has various role to play.176 Encryption can 

to digital Digital signatures are used to 

can 

176 a) can information stored on the computer from 
unauthorised access, even from people who have otherwise access to the 
computer. 

b) Encryption can protect information while it is in transit one 
computer system to another. 

c) Encryption used to deter and detect or intentional 
alteration in 

d) Encryption can be used to verify author of a document. 
Cyber law Department of Electorates Website, 
URL: <http://www.doe.gov.in>. 

177 Digital Signatures prOVide a higher degree of authentication by allowing 
resolution of dispute. Although it is to 

symmetric cipher but most interest centers on 
cipher, known as public-key 

digital 

ciphers use a pair of keys, one to encrypt and to decrypt, in contrast to 
symmetric ciphers in which the same key is used for both the operations. Each 

of keys, one of which is kept private and the other is 
of system rests on authenticity of the 

key. In principle, to 
it with 

versions to the 
intended receiver. receiver can validate the by on the 

the signing operation depends 
so it is impossible for anyone to sign 

in name. can validate such Signed message, since the 
validation depends on the sender's public 
sign shorter d rather than 

based on public-key systems, 
"hashing" algorithm to create a condensed digest" from the 

With the commercial Riveat-Shamir-Adleman (RSA) the 
is created by the message digest using the 

private key. As in the RSA system, each key is the inverse of the 
other, the can use the public to decrypt the signature 
and recover the original The compares with the one 
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authenticate message. 17R It also supports non repudiation.179 Another, use 

of encryption is to create digital certificateYl() Application of 

he or she has calculated using the same hashing function, if they are identical, 
then the message has been received exactly as sent and furthermore, the 
message did come from the supposed sender. 
Information Security and Privacy in Network, Office of Technology Assessment, 
Congress of The US., 1994, at 124-125. 

178 	 Message authentication techniques based on cryptography can be used to 
ensure the integrity of the message (that it has been received exactly as it was 
sent) and the authenticity of its origin (that it comes from the stated source). 
The oldest and simplest form of message authentication use "secret" 
authentication parameters known only to the sender and intended recipient to 
generate "message authentication codes". 50 long the secret authentication 
parameters is kept secret from all other parties, these techniques protect the 
sender and receiver from alteration or forgery of a message by all such third 
parties. As because the same secret information is used by the sender to 
generate the message authentication code and the receiver to validate it, these 
techniques cannot settle "dispute" between the sender and receiver as to what 
message was sent. 
Information Security and Privacy in Network, Office of Technology Assessment, 
Congress of The US., 1994, at 124. 

179 	 It is a legal term which means that sender of a message with digital signature 
cannot later deny having created the message and repudiate any terms or 
agreements contained in the message. Normal electronic mail is deniable, 
since it is relatively easily forged and easily modified. Electronic mail that has 
been digitally signed, is non repudiable. 

180 	 A digital certificate is like a digitallD card. It proves that one is who he claims 
to be and contains the digital signature of a Trusted Third Tarty to back up his 
claim. Digital certificate and digital signature play an important part in secure 
credit card transactions on the Net. Most digital certificates used in Internet 
credit card transactions come from a company called Verisign 
(www.verisign.com). A merchant requesting a Verisign certificate must prove 
its identity and pay $300. 
VINCE EMERY, How TO GROW YOUR BUSINESS ON THE INTERNET 197 (Coriolis 
Group Books, 1996). 
The digital certificates which are currently in circulation, come with sweeping 
disclaimer of liability. Both the 40 and 128 bit Netscape S5L encryption that are 
used for secure web connections rely in part on digital signature to identify the 
server and the browser to each other. No one actually guarantees the server's 
public key. All that the user gets is the practical assurance that if the response 
back is the same each time one longs on, it is unlikely that he is communicating 
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cryptography have evolved along with cryptographic techniques. 

Cryptography was originally used to protect the confidentiality of 

communications, encryption is now also used to protect the 

confidentiality of information stored in electronic form and to protect the 

integrity and authenticity of both transmitted and stored information.l81 

With the advent of public key technique,l82 cryptography came into use 

for digital signature which is used as a means of or electronically 

authenticating and signing commercial transactions like purchase orders, 

tax returns and fund transfer, as well as ensuring that unauthorised 

changes are detected.l83 

with importer. But no body is accepting liability for the user who is being 

misled. The same situation applies with other current Internet based 

certificates, including the "authenticode" certificates used to identify the 

authors of Java Active X programs. 

Steward A. Baker, International Developments Affecting Digital Signatures, 

October 1997, 

URL: <http://www.steptoe.com/webdoc.nst/law+&+The+Net-All/ AU>. 


181 The necessity for authentication can be realised from the following illustration ­
• 	 A and B are two acquaintances who communicate bye-mail on occasion. 
• 	 C, impersonating A, sends a forged piece of e-mail to B, requesting a secure 

communication channel using public key encryption. 
• 	 C's public key was included in this forged message. 
• 	 B receives the message and encrypts a reply using what he believes as A's 

public key but which is actually C's public key. 
• 	 C receives the message, decrypts it with his private key and is able to 

communicate with B while pretending as A. 

182 For further discussion, see §IV.3. 

1&3 Supra note 168 at 113. 
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IV.3. KINDS OF ENCRYPTION 

To ensure the privacy of message, encryption can be offered in two 

different forms, private key and public key. Private or symmetric key 

encryption is based on a key being shared between two parties. The same 

key both encrypts and decrypts the message (Fig-38). Data Encryption 

Standard (DES) follows the private key encryption tedmology,184 

Secret Key (Symmetric) Encryption 
A B 

A encrypts her messages to B B decrypts message from A 

with the ir shared secret key with the same secret key 

A B 

A decrypts B ' s messages B sends message back to A 

with their shared secret key with the same secret key 

ource : Information Security and Privacy in Network Environment. 

Fig-38 

Cyberlaw Series, Department of Electronics Website, 
URL: <http://www.doe.gov.in>. 
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Here both the sending and receiving parties must know the secret 

key that they will use to communicate. A private key mechanism is 

relatively simple method of encryption. The main problem is in sharing 

the key, that is, how to transmit the key used for security over an 

unsecured network. The secret key becomes difficult to manage because 

it requires courier, registered mail or other secure means for distributing 

the key. The difficulties involved in generating, storing, transmitting 

keys can limit private key system over Intemet.185 

In a public key encryption186 there are two keys - a private key and 

a public key. Private key is to encrypt a message and it is kept in secret. 

Public key is to decrypt a message and it is made public. This system is 

also known as Asymmetric crypto-system (Fig.39).187 

185 	 Supra note 168 at 39. 

186 	 In 1976, two computer scientists, Whitfield Diffic and Martin Hellman, 
developed a theory of public-key encryption that offered a solution to the 
problem of transferring private key. Later, RSA Data Security Inc., created an 
algorithm to make public key cryptography commercially viable. 
VINCE EMERY, How TO GROW YOUR BUSINESS ON THE INTERNET at 197 
(Coriolis Group Books, 1996). 

187 	 Supra note 184. 
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Public-Key (Asymmetric) Encr)'IJtion 
B C 

A, B, C and D post their public keys and keep their private keys secret 

A's Public Key 

A', Public Key I=ill 

A', Public Key I=ill 

~ j'SPnvar~:ey.-~;;;;~__ B's Public Key 
4­

B's Pnva ---­
C's Private Key .------­
D's Private Key 

B, C and 0 decrypt A's message 

C's Public Key 

D's Public Key 

-

A decripts these 

A replies to 
messages using 
each recipient ' s 

public ke 

using their individual private keys 

ce : Information Security and Privacy in Network Environment. 


Fig-39 
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The initiator needs to protect the confidentiality and integrity of his 

or her private key and the other key can be distributed more freely. 

These keys are mathematically related. The name comes from the fact 

that the encryption key can be made public without compromising the 

secrecy of the message. l88 The main advantage offered by public key 

encryption is increased security. Although slower than private key 

system, public key encryption generally is more suitable for electronic 

189commerce.

The third type of encryption is called Hybrid crypto-system, which 

IS also known as one-time symmetric key system or one-way hash 

algorithm. One-time symmetric key is generated for each transaction. 

The sender first encrypts the message by using one-time symmetric key. 

1bis key is then encrypted, using recipient's public key. Thus it can be 

decrypted only with recipient's private key and it is now safe for 

transmission over Internet. When the message arrives, the recipient 

decrypts the one-time symmetric key, with his or her own private key 

188 Supra note 168 at 39. 
189 a) It is more sealable to very large systems. 

b) It has a more flexible means of authentication. 
c) It can support digital signature. 
d) It enables non-repudiation. 
Information Security and Privacy in Network, Office of Technology Assessment, 
Congress of The U.s., 1994, at 39. 
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and then by using the symmetric key, the recipient decrypts the 

message. l90 

Example of a Hashing and Digital Signature Scheme 

A 1 2 4 
A generates text A uses a hash A "signs" the message A 

a Igorithm to generate digest using her text a d signed 
a message digest private key dige t to B 

B uses the samc hash algorithm Oil the B separates 

text he received and generates another the text and 

message digest signed digest 

7 5 

8 

B compares the tw 0 


digests . Any difference 

indicates that the text was 


altered 


6 


B verifies A' s signature 

using her public key and 


recovers her message 

digcst 


Source: Information Security and Privacy in Network Environment. 

Fig-40 

Supra note 184. 
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The message is processed with hashing algorithm which produces 

a shorter message digest. As the hashing method is one-way, so the 

message digest can not be reversed to obtain the message. The message 

and message digest is sent. The recipient processes the message with 

hashing algorithm and compares the message digest with message digest 

which came along with message. If the message was altered in any way 

during the transit, the message digests will be different which reveals the 

alteration (Fig-40).191 

IV.4. BREAKING OF ENCRYPTION 

Encryption scheme is vulnerable on several fronts. Encrypted text 

can be analysed for word and character frequencies to find out what the 

encryption algorithm is. Cryptographers accept that all ciphers are 

vulnerable to brute force attack. Security depends on the cipher key 

size.l92 A researcher at Lucent Technologies Inc., has discovered a 

191 	 Supra note 168 at 39. 
192 	 A Cipher key can be compared with a combination lock. If one has the correct 

key, he or she can unlock the message. The three digit combination lock often 
found in luggage offer minimum protection, as there are only 1000 different 
options. Sometimes right combination can be hit after few attempts. Generally 
after trying half of the total possibilities, lock can be broke open. If per 
combination takes one second, then brief-case can be opened in eight minutes 
or at the most in seventeen minutes. Adding another digit to the lock increases 
the number of possible combination by a factor of ten, doubling the number of 
digits to six, increases the number of possible combination to one million. A 
brute-force attack at a six digit combination takes almost six to eleven days. If 
two more digits are added, it will take over a year and a half to break in. 
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software flaw that could allow a well-equipped computer hacker to break 

the encryption software code used for electronic commerce.l93 

IV.S. KEY MANAGEMENT 

If there is the relevant key, the message can be read. One major 

weakness of the process is that, there has to be a dependable way to pass 

keys around to the people who need it. Key is to treated with same care 

which is given to the message. Losing a message is harmful but losing 

key means losing all messages. To send a secure message to a group, 

either to rely on every one involved, keeping a single key for all of them 

or to assign a separate key to each individual. On line commerce requires 

that message is to be exchanged securely with anyone. Key solutions are 

available but by and large they require some degree of trust either in the 

parties exchanging the message or in some intermediary agency with 

access to both parties' secret key.l94 

One major problem with public key encryption is, that whether one 

correspondent has the right key for the other correspondent. If two 

individuals have secure channel over which they can pass a key, for 

PETE LOSHIN, PAUL MURPHY, ELECTRONIC COMMERCE, 45 Uaico Publishing 
House, 1998). 

193 	 Reuters, E-commerce open to hackers, finds study, THE ECONOMIC TIMES, 
Bangalore, June 17, 1998 at 8. 

194 	 Supra note 101 at 47. 
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example, by sealing a pIece of paper or diskette in an envelope' and 

sending it through mail, then they can communicate in confidence. But if 

they want to rely on electronic media, there is no such secure channel. 

No one can trust an e-mail message containing public key because the 

message itself can corne from an eavesdropper. The problem arises when 

two people who do not previously know each other, wish to 

communicate. The solution may be possible through Trusted Third 

Party.195 The Certification Authority can also solve the problem.1% 

Under Key Escrow, a copy of decryption key for each user is placed 

in a secure location of one or more trusted parties and is made available if 

warrant is issued for it. The concept of key splitting is used for escrowing 

195 	 Trusted Third Party may be the solution that allows an initial contact to be 
made. If two correspondents are known by any intermediary and both entrust 
it with their public keys then each can obtain other's public key from this 
intermediary and start communication. For worldwide communication, the 
Trusted Third Party will probably be a large organisation with same public 
visibility, quality control, sense of responsibility as a bank. 
MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND 
PRACTICE, 135 (Sweet and Maxwell, London, 1999). 

196 	 A bank may wish to issue digital signature to its best commercial customers to 
represent that the customer maintained a substantial credit balance in its 
account over the last year. If a customer wants to do business on-line with 
another person, customer sends order to that person, signed with his bank 
issued digital signature. The person who receives the order, gets the reliable 
proof of the identity of the customer, on the basis of which, he can decide 
whether to do business with the customer. These type of banks are special 
kind of Trusted Third Party and are called Certification Authority. it should 
have license to show that it is conforming the procedural and technical 
standard. 
MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND 
PRACTICE, 135 (Sweet and Maxwell, London, 199?). 
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of keys. Under this, key is splitted into several parts using appropriate 

algorithms and each part so spliLted is deposited with several trusted 

parties. For decryption, all the splitted parts are to be combinedYll 

Companies are likely to demand, as part of their employment term, that 

any employee has to place in escrow with the company, any private 

encryption key he may use in personal correspondence, as there would be 

a risk that an employee could pass confidential information and trade 

secrets to rivals secure in the knowledge that encryptography would hide 

the infamy from the employer. 198 

If any person uses cryptography confidential communication, he or 

she will be required to hand over his or her private key as receipt of a 

judicial warrant or a warrant issued by Secretary of State. Most 

customers will not generate their own encryption key but will obtain 

them from a special type of Trusted Third Party called Key Recovery 

AgentY)9 A major reason why Key Escrow schemes are necessary in the 

197 	 Supra note 184. 

198 	 MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND 
PRACTICE, 135 (Sweet and Maxwell, London, 1999). 

199 	 Key Recovery Agent will keep in escrow a copy of the customer's private key. 
He will be required to hand over a copy of it's customer's private encryption 
key within one hour of the receipt of judicial warrant or a warrant issued by 
Secretary of State. 
MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND 
PRACTICE, 136 (Sweet and Maxwell, London, 1999). 
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200 

commercial world is recovery of information, when a private key has 

been lost, stolen or hidden. 

IV.6. ENCRYPTION STANDARD 

One of the most widely used encryption system is Data Encryption 

System (DES).2°O Automatic Teller Machine network uses DES to encrypt 

Consumer's Personal Identification Number when they are transmitted 

through shared network. DES can be implemented efficiently for bulk 

encryption like that required by electronic commerce applications. 

IV.7. LIABILITY 

When a digital signature is incorporated in a document, it'signs 

every single part of it and links the authority of the signer with every 

single comma and colon. Digital signature, unlike a physical signature 

does not come from a human hand but from an artifact. Unauthorised 

DES was invented by IBM in 1970s. It was endorsed by US Government and 
was adopted as American National Standard. It is basically a bit permutation, 
substitution and recombination function performed on block of 64 bits of data 
and 56 bits of key. The 64 bits of input are permitted initially and then input to 
a function using static tables of permutation and substitution. The bits are 
permuted in combination with 48 bits of the key in each round. This process is 
interacted 16 times, each time with a different set of tables and different bits 
from the key. The algorithm then performs a final permutation and 64 bits of 
output are provided. 
Cyber law series, Department of Electronics website, 
URL: <http://www.doe.gov.in>. 
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access to this artifact can lead to the production of signed contrachtal 

document and payment order which are the same as the genuine articles. 

The obvious way of controlling such abuse is to make the holder of the 

digital signature liable for all signatures generated by the artifact unless 

and until the key holder has revoked the digital signature's authority 

with Certifying Authority.201 

IV.B. GOVERNMENT REGULATION 

The main problems regarding regulation of cryptography is 

balancing between privacy and free trade on one hand and national 

security and law enforcement on the other. Many governments are 

concerned about widespread use of cryptographYJ thinking that strong 

encryption is used by criminals and terrorists and encryption interferes 

with law enforcement and intelligence gathering. 

The U.K. Government in 1996 announced its support for key 

escrow in the form of a system of Trusted TIrird Party. This was aimed at 

protecting commercial sector, giving authorities some ability to obtain 

decryption where deemed necessary. 202 In 1998J through a White Paper, 

201 Supra note 193 at 137. 


202 URL: http://www.coi.gov.uk/ coil depts/GTI/ coi9303b.ok. 
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and 

Government proposed a new legislative framework for strategic export 

control and export licensing with particular emphasis on export of 

military equipment technology.203 

The Wassenaar 	 controls the export of cryptography 

as a dual-use good, that one that both military and 

application. According to it, software containing cryptography may be 

subject to control but it provides exemption from export control for mass 

market software. 

United States, pnor to 1997, jurisdiction over export of 

encryption software was split between State 

Department. But from 1997, it carne completely under control of 

Commerce Department without liberalizing the level of contro1.205 

203 note 193 at 
204 	 Coordinating on Multilateral Export Control was 

Wassenaar Agreement in which has up by 
Australia, Belgium, Republic, Denmark, 

Hungary, Italy, JapaJl, 
Luxembourg, Netherlands, New Norway, Poland, Portugal, Republic 
of Korea, Romania, Republic, Sweden, 
Switzerland, Ukraine, United United 

205 	 n .•. because the increasingly widespread use of encryption products for 
legitimate protection of privacy of data communications in non-military 

. contexts, of the to US economic of market for 
encryption products and because can 
accomplished without compromising US national 

Memorandum, Encryption Policy, 15 November, 1996. 
interests." 



new rule make it a condition of obtaining export approval of strong 

encryption products.206 

IV.9. INTERNATIONAL SCENARIO 

Group of 7 countries have jointly identified that data security and 

privacy are one of the key principle, on which Global Information 

Infrastructure must be built.2(J7 The Organisation for Economic 

Cooperation and Development (OECD) has adopted a set of guidelines 

for cryptography policy.2OB 

206 	 Under the new regulation, low level encryption products - those with an 
algorithm with a key length of 40 bits or less - are eligible for export after one 
time review by commerce. Export of Recoverable products (Key escrow 
products) at any encryption item containing 56 bit key length data encryption 
standard may be eligible if it provides commerce, a business and marketing 
plan to develop, prod uce or market encryption item with recoverable feature. 
Foreign-origin encryption item can be imported freely to United States. 
Jeffrey L. Synder, U.s. Export Control on Encryption Software, 771e Journal of 
World Intellectual Property, No.I, 1998, pp.37-44. 

207 The paper proposed by G-7 countries suggests ­
a) That government, industry and users must agree on the cryptographic 

technique to be used in the Global Information Infrastructure. 
b) 	 That agreed technique must be made public. 
c) 	 That agreed technique must be based on private-sector led, voluntary, 

consensus, international standard. 
d) 	 That product implementing agreed technique should not be subject to 

import control and restriction. 
e) 	 That product implementing agreed technique' should be exportable to all 

countries. 
Cyber law series, Department of Electronics website, 
URL: <http://www.doe.gov.in>. 

208 a) Cryptographic method should be trustworthy. 
b) Users should have right to choose cryptographic method. 
c) Market-driven development of cryptographic method. 
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CHAPTER V 


LEGAL ISSUES IN _ELECTRONIC COMMERCE 

Laws develop in response to society's needs. They evolve in the 

context of the culture, business practices and contemporary technologies. 

The law currently governing commercial transactions was largely 

developed at a time when telegraphs and typewriters were commonly 

used office technologies and business was conducted with paper 

documents and by mail Technologies and business practices have 

dramatically changed but the law has been slower to adopt. 210 

Computers, electronic networks and information systems are now used 

commonly to process business transactions, store and transmit digital 

data in the commercial field. As the speed of use of information 

technology in the business world has quickened, the failure of current 

laws both substantive and procedural to meet the needs of trade, 

commerce and industry has become apparent. 211 

Electronic commerce has opened a new way of doing business. A 

variety of new challenges have come up for those who use Internet for 

210 	 Information Security And Privacy , In Network Environment, Office of 
Technology Assessment Congress of the U.S. 1994, p .69. 

211 	 Id. 

129 



business purposes. A new stream of law - Cyberlaw has emerged. 

Activities in cyberspace have influenced almost all branches of law, like 

Commercial law, Banking law, Intellectual Property law, Evidence law 

and others. Unique situations has been created due to tremendous 

growth of Internet use. While legal system of different countries are 

grappling with the question of developing Cyberlaw by applying existing 

law with the need arose out of technological growth or through 

innovations designed to meet the novel challenges posed by the Internet, 

time alone can tell whether the progress will be adequate to meet the 

evolving business needs of the global community.212 

V.l. WEBVERTISEMENT 

Trade or business begins with marketing or advertisement. It is 

same in the case of electronic commerce. Here it is called 

webvertisement. More and more companies are advertising on the Net, 

as it provides global audience at a low cost. 

Advertising on the world wide web has received a real break 

through with phenomenal growth of Internet users. Business have 

different opportunities in on-line advertisement.213 Theoretically, 

212 P.P. Kanthan, Challenges to Transacting Business on the Net, BUSINESS LINE, 

August 4, 1998. 
213 On-line publication, barmer advertising, website advertising incorporating 

advertiser's brand name, linking a website with an e-maiL spamming. 
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webvert is subject to laws of every country in which it is accessed by 

Internet users but the problem arises when electronic commerce system 

apply national framework of law to something which is disseminated to 

the world at large. 

In U.K., webvertiser have to comply with number of legislations.214 

Jurisdiction is the most important matter in webvertising. The initial 

question that is raised is whether the content of a website is subject to' law 

of the country of origin of advertisement or is it subject to every foreign 

law where advertisement is capable of being accessed and downloaded. 

Generally laws of the country of "publication" will apply. Technically, 

advertisement should not violate the law of the country where it is 

published. But in the context of Internet, the publication is made to the 

entire world without any control.215lf an advertisement.is not intended to 

generate business in particular country, then a statement to that effect 

should be included in the advertisement. When advertisement of some 

214 	 Trade Description Act 1968, Consumer Protection Act 1987, Control of 
Misleading Advertisements Regulations 1988, Prices Act 1974, Unsolicited 
Goods and Services Act 1971, Trade Marks Act 1994, Copyright, Designs and 
Patents Act 1988, Data Protection Act 1984, Defamation Act 1952 and 1996, 
Obscene Publications Acts 1959 and 1964, Lotteries and Amusements Act 1976. 

215 	 When a US securities firm offered its financial service through website, U.K. 
Regulatory Authority served a notice to the U.s. securities firm for offering 
financial service in U.K. without license. 
LILIAN EDWARDS & CHARLOTTE WAELDE, LAW AND THE INTERNET, 48 (HART 
Publishing, Oxford, 1997). 
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product or serVICe 15 illegal in certain jurisdiction, like grunbling or 

pornography, an appropriate notice or disclaimer should be included on 

the website. 216 

Unauthorised hyperlink to web was held to constitute breach of 

copyright, trademark and business reputation. 217 There being no 

consensus among countries regarding regulations on webvertisement and 

as there is no case law in this direction, an international convention in this 

regard, protecting interest of the m.ajority is desirable. 

V.2. WEBVERTISEMENT: OFFER OR INVITATION TO OFFER 

Generally speaking websites advertise products and services but 

sometimes it assists supplier to complete the sale. Websites can be 

216 	 Sec. 292(2) - Indian Penal Code, 1860 - Whoever, sells, lets to hire, distributes, 
publicly exhibits or in any manner puts into circulation or for the purpose of 
sale, hire, distribution, public exhibition or circulation, makes, produces or has 
in his possession any obscene book, pamphlet, paper, draWing, painting, 
representation or figure or any other obscene object whatsoever, or import, 
export or conveys any obscene object for any of the purposes aforesaid or 
knowing or having reason to believe that such object will be sold, let to hire, 
distributed or _publicly exhibited or in any manner_put into circulation ... shall 
be punished..... 
Council Recommendation on the Protection of Minors and Human Dignity in 
Audio-visual and Information Service had aim to prOVide _guidance on issues 
like parental control and development of self regulation. European Council 
adopted in 1998. 
Tobacco Advertising Directive proposed a ban on all forms of advertising and 
sponsorship. Directive 98/43. 

217 	 Shetland Times Limited v. Wills (1997) FS.R. 604. 
Ticket Master v. Microsoft (1997) U.s. Case No.97, 
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designed to advertise the features of a product and to allow a viewer to 

examine the product in a restricted form.218 

The display of articles with pnce in a shop window is an 

"invitation to treat" and when customer approaches the shop, it is an 

offer to buy. The shop has option to accept it and complete the contract or 

to return it. Website is electronic equivalent to shop window. Websites 

can have disclaimer that it is an offer to treat and not an offer by itself, so 

that electronic commerce business can select the customer and manage 

the supply of goOds. 219 Electronic commerce is based on highly 

automation of process. Now the question which is to be addressed is 

whether. a computer can accept an offer and make the contract! 

Generally, action of a machine is attributed to the person who instruct it 

to execute a particular routine work. 220 In State Farm Mutual Auto. Ins. 

218 	 Software can be downloaded from a website in a crippled form, like a word 
processor, but may be prevented from printing or saving. It provides a test 
drive. if the user is happy with the product, he may re-access the website to 
form a contract and receive the uncrippling key_ 

219 	 Supra Note 198 at 8. 

220 	 In Thornton v. Shoe Lane Parking Ltd. [(1971) 1 All E.R. 686], Court held that 
customer contracted with a car park machine, when he fed his money and 
received a claim ticket. "The customer was committed at the very moment 
when he put his money into the machine. The contract was concluded at that 
time. It can be translated into offer and acceptance in this way: the offer is 
made when the proprietor of the machine holds it out as being ready to receive 
the money. The acceptance takes place when the customer puts his money into 
plot." 
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Co. v. Brockhurst,221 court held that since the computer only operated as 

programmed by the insurance company, it was bound by the contract So 

Websites can be regarded an agent of the on-line business and can make 

both offers and accept offer to create a contract.222 

Generally contracts are bilateral where both the parties are bound. 

In on-line contract also merchant promises to send the goods and in 

exchange, the consumer promises to pay. Sometimes on-line 

advertisement can create unilateral contract where only advertiser is 

bound. 223 On-line advertisement has to be carefully drafted so that 

consumers interpret them as advertisement or invitation to offer but not 

an offer or unilateral contract. Theoretically, on-line contracts should be 

subjected to only specified terms. But Court in J. Evans & Son 

(Portsmouth) Ltd. v. Andrea Merzario Ltd.,224 ruled that on-line 

statements made bye-mail or on web pages prior to contract formation 

may be interpreted as express contractual terms, despite their absence 

from the actual contract written or otherwise.225 On-line merchants do 

221 453 F 2d. 53 (10th Cir. 1972). 

222 Supra note 193 at 70, 

223 See 12, Restatement of Contract (1932). 

224 (1976) 1 W.L.R. 1078 at 1083. 

?25 "The court is entitled to look at and should look at all the evidences from start 


to finish in order to see what the bargain was that was struck between the 
parties." 
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not want to sell goods or serVICes to every one - there may be trade 

restrictions and embargoes, there may be prohibition to sell certain goods 

to minor~.226 But the problem is for electronic commerce organisation to 

know whether the other party has authority to buy or transact? Digital 

signature, smart card can provide solution for this. Any lapse in these 

regards may compell electronic commerce organisation to face some legal 

hazards. 227 On-line merchants should regulate access to their sites and 

excludes users from unwarranted jurisdiction.228 

The owner of the website can state that it will not be bound by any 

communication from the viewer but the site owner will inform him if it 

r. Evans & Sons (Portsmouth) Ltd. v. Andrea Merzario Ltd. (1976) 1 W.L.R. 
1078 at 1083. 

226 	 Many products like encryption software are subject to export restriction. U.S. 
Department of Agriculture regulates import of fruits and vegetables. Some 
businessmen like to avoid some countries to deal with because of poor public 
relation. On-line business sometimes want to avoid some countries because of 
their consumer protection law is unfavourable to foreign merchants. Some on­
line activities like financial service,gambling, pornography which may be legal 
in some places and illegal in some other places. 

227 	 A number of Minnesota residents accused the Website advertiSing a 
forthcoming international gambling site. Minnesota court held that Granite 
Gate Resorts purposefully availed themselves of privilege of conducting 
commercial activities in Minnesota. v. Granite Gate Resorts, 568 N.W. 2d 715. 

228 	 Electronic Commerce organisers can do server check for preliminary 
verification. Although it is not foolproof as customer's country of origin can 
only be marked. Site disclaimer can exclude unwarranted jurisdiction as it 
expressly mentions that it is intended for whom. 
MICHAEL CHISSICK AND AusTAIR KELMAN, ELECTRONIC COMMERCE, LAW 

AND PRACT1CE, 62 (Sweet and Maxwell, London, 1999). 
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accepts the communication. This creates two factors in favour of website 

owner. First, it prevents any reasonable person from thinking that owner 

has made an offer. Second, it provides evidence that the site owner did 

not intend to make offer. 229 

V.3. OFFER 

Formation of contract requires offer, acceptance, consideration 

and intention to create legal relation. Offer can be made using any 

medium post, tax, telex, telephone, electronic mail and World Wide Web. 

VA. AT WHAT POINT OF TIME AN OFFER IS MADE 

A contract can only be formed by accepting an offer. An offer can 

be revoked at any time before acceptance. The issue to be discussed is 

when is at what point of time an offer is made. Sometimes, offer gets 

delayed in course of transmission, so it is very important to decide at 

what point of time an offer is made. Court has a choice that either offer 

may be deemed to be made at the time of sending or at the time of 

receipt. In Adams v. Lindsell,230 court held that delayed offer is valid. 

Despite the teclmology, e-mails can get delayed.231 Further teclmological 

229 CLIVE GRlNGRAS, THE LAWS OF THE INTERNET, 15 (Butterworths, London, 1997). 
230 (1818)1 B & A 681 . 
231 E-mail is not instantaneous. An e-mail message is sent to a Service Provide 

who tries to deliver it as quickly and as accurately as possible. E-mails can 
arrive inconsistent, late or even not arrive at all. E-mails are passed between 
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adv<l!lcement can come for help sometimes.232 Offer through e-mail can 

be made subject to a date on which the offer will lapse. Court can 

assume time of offer at the time it should have arrived or a reasonable 

period after that. 

V.S. ACCEPTANCE 

Acceptance must unequivocally express assent to all the terms of 

the offer.233 Acceptance can be made via any communication method. 

Generally it should be sufficient to receive the offer by same means by 

which it was originally communicated. Offer can even be accepted by 

"click-wrap".234 On-line supplies can accept by sending the ordered 

goods, by transmitting data. 

many carriers to arrive at the final destination. Some e-mails are delivered to 
an eledronic pigeon hole, called 'in-box' for collection. Many users of e-mail 
must dial their Service Provider to check about the arrival of e-mail. Often 
users must collect e-maiL it is not delivered to them. On arrival, recipient must 
act to retrieve e-mail. E-mails can be lost, delayed by server or router without 
any fault of sendee 
CLIVE 	GRINGRAS, THE LAWS OF THE INTERNET, 18 (Butterworths, London, 
1997). 

232 	 In some e-mail system, on arrival of e-mail, 'read' and 'receive' receipt is sent 
to sender, where' receive' receipt indicates e-mail has not been received by the 
addressee, rather it has been received by the service provider and 'read' receipt 
indicates that it has been received by the addressee. 
CLIVE GRINGRAS, THE LAWS OF THE INTERNET, 18 (Butterworths, London, 
1997). 

233 So in case e-mail, "read" or "receive" receipt will not constitute acceptance of 
an e-mailed offer. 

234 A 'click-wrap' is where the contract is presented in a window on-line and the 
customer is asked to click an "offer" or "1 accept" button. U.S. District Court 
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V.6. TIMING OF ACCEPTANCE 

Acceptance of valido£fer results in valid contract. Depending 

upon the context, like inter praesentis (when the contracting parties are 

face to face with each other) or inter absentes (when the contracting parties 

are not face to face each other), communication of acceptance becomes 

very significant.235 In electronic commerce, generally acceptance.is made 

bye-mail or by pressing the "Accept" or "Buy" buttons. Here the 

question ,that would arise is: when has the acceptance been conveyed. 

• 	 when the e-mail was sent or 

• 	 when it was received by the addressee or 

• 	 when it reaches the 'host computer' which provides the e-mail facility 

to the addresse.e. 

When acceptance is made over the Internet by clicking"Accept" or 

"Buy" button, the question - where did the offeror actually receive 

acceptance? still remains open. Would the acceptance be deemed to have 

been communicated at the place where the offeree clicks the button or 

--------------------------------------------------~~ 
held it enforceable in Hot mail Corporation v. Van Money Pic Inc. et aI, C98­
20064 (N.D. Cal., April 20, 1998). 

Vaibhav Parikh, Legal Issues in Electronic commerce with Special Reference to India, 
6 (A paper presented in Electronic commerce Seminar, organised by 
Confederation of Indian Industries; February 19-20, 1998). 
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would it be deemed to have been communicated where the server is 

located or would it be the place where the offeror actually reads the 

acceptance on his computer. 

The instant of acceptance is the instant of contract creation. In 

Byrne v. Van Tienhoven236 court used the Postal Rule (Expedition 

Theory) which was initiated in Adams v. Lindsel1.237 The Court has used 

the Receipt Rule (Information Theory) in case where both the parties have 

continuous communication, for example, over telephone and in these 

cases contract is created when the offeror hears the acceptance. This rule 

has been psed .in case of telex.238 

Even 	as an offer has to be communicated, acceptance also should 

be communicated.239 When by agreement, course of conduct, usage of 

236 	 "It may be taken as settled that, where an offer is made and accepted by letters 
sent through the post, the contract is completed the moment the letter 
accepting the offer is posted, even though it never reaches the destination. 
Byrne v. Van Tienhoven, (1880) 5 C.P.D. 344 at 348. 

237 	 (1818) 1 B & A 681. 
238 	 Entores Ltd. v. Miles Far East (1955) 2 QB 327. This ruling was confirmed in 

Brinkibon v. Stahag Stahl. undo Stahlwar en handels gese llschaft mbH (1983) 2 
7

AC. 34 where it was decided that if both parties are in continuous. 
communication during acceptance, then burden of notification falls on 
accepting party as he has immediate feedback regarding transmission. If it is 
faulty, he can resend the message. 

239 	 Sec.4 - Indian Contract Act, 1872 - The communication of a proposal is 
complete when it comes to the knowledge of the person to whom it is made. 
The communication of an acceptance is complete as against the proposer, when 
it is put in a course of transmission to him so as to be out of the power of the 
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trade, acceptance by post or telegram is authorised, the bargain is struck 

and the contract is completed as soon as the acceptance is put into the 

course of communication by the offeree by posting a letter or sending a 

telegram. 240 

Where a contract is made through the telephone, the place where 

the acceptance of the offer is communicated is the place where the 

contract is made. 241 Strictly speaking, a consensus does arise, the moment 

an acceptor decides to accept but law carmot take note of the status of 

mind as such, unless as expressed. So it is necessary that this fact of 

acceptance should come to the knowledge of the offeror. Such 

communication is for the benefit of the offeror, it is open to him to waive 

the communication or to prescribe some act instead which if complied 

with would be sufficient to give rise to a contract. On this principle, 

where an offeror asks the acceptor to send his reply by post, it has been 

held that it is sufficient if the acceptor posts his letter and the contract 

would be concluded as from that moment. 242 This is so irrespective of 

whether letter of acceptance reaches the offeror late or never reaches him 

acceptor, as against the acceptor, when it comes to the knowledge of the 
proposer. 

240 Bhagwandas v. GirdharilaI and Co. AIR 1966 SC 543. 

241 Id. 

242 Adams v. Lindsell (1818) 106 E.R. 750. 
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at all. If the offeror to whom several methods of communication are 

equally open, starts his negotiation by post, it has been construed to be an 

implied authority for the acceptor to post his acceptance243 and such 

acceptance concludes the contract irrespective of whether the letter 

reaches the offeror or not. 244 According to the ordinary habits of society 

or according to the usage of mankind, the post is likely to be resorted to 

as a method of communication in which case posting a latter would 

conclude the contract. 245 But where the offeror prescribes a method 

different from posting, mere posting of acceptance would not be 

sufficient.246 

The Contract Act was passed in 1872 when the law had not been 

completely settled in England as to whether a letter which is posted but 

which does not reach the offeror and is altogether lost in transit would 

conclude a contract or not. So authors of Indian Contract Act thought it 

prudent to provide for a dual effect in case of letter of acceptance.247 

243 Dunlop v. Higgins (1848) 9 E.R. 805. 

244 Household Fire Insurance Co. v. Grant (1889) 4 Ex.D 216. 

245 Hinthan v. Fraser (1892) 2 Ch.27. 

246 Eliason v. Henslaw (1819) 4 Wheaton 225. 

247 An acceptance concludes into contract when it is put in transmission as against 


offeror. However an acceptance binds when it reaches offeror. This gives 
acceptor a chance to revoke his acceptance. But due to this acceptor gets 
double advantage - once he puts the letter he is freed from further 
responsibility and at the same time gets an opportunity to revoke the 
acceptance. 
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V.7. ACCEPTANCE BY E-MAIL 


E-mail is not like the post and it is certainly not like instantaneous 

communication by the telephone.248 It is best for the offer to contain as 

much detail as possible about the acceptance which is sought. The offer 

should be explicit on how acceptance must be communicated, where it is 

to be received and when it must be in the place of receipt.249 

In case of electronic mail, once offeree clicks the 'send' button, 

control over the message is lost. The electronic mail is sent off to the 

Internet and goes through various computers, before it reaches its 

VENKATESH lYER, INDIAN CONTRACT ACT, 68 (Asian Law Book House, 
Hyderabad,1982). 

248 	 In case of e-mail.thereisnodirectconnectionbetweensenderandreceiver.ln 
telephone call, it is possible to check that the intended recipient has heard the 
acceptance but in case of e-mail.this is next to impossible. E-mails are send 
using protocols, which allow one computer to pass on information accurately 
to another. But sometimes these protocols are used incorrectly and e-mail may 
arrive entirely inconsistent or missing. Some e-mail user are permanently 
connected to their Service Provider, as soon as an e-mail arrives for them, they 
are notified and can immediately view the message. What is more common is 
that when a user's e-mail arrives to a server, the user must contact server to 
access any message. These connections are not permanent. These users will 
not be notified that an e-mail awaits them. An e-mail acceptance will not be 
received if the recipient does not retrieve it. This may be because the person 
does not check e-mail in-box. In this situation e-mail will constitute acceptance 
because offeror's recklessness will not prevent the contract formation. Fax 
machine reports if a fax cannot be sent with sufficient quality but if an e-mail is 
inconsistent, it is impossible for offeree to know before it is too late. 
CLIVE CRINGRAS, THE LAWS OF THE INTERNET, 23-25 (Butterworths, London, 
1997). 

249 	 Supra note 229 at 25. 
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destination. Now the issue to be discussed is when the acceptance 

through electronic mail is effective - whether at the time of sending or at 

the time of receipt. According to Postal Rule,250 on-line contract would 

form when offeree send the message of acceptance. So when the 

merchant sends the electronic mail acceptance, the contract is formed 

within merchant's jurisdiction. In cyberspace, electronic mail can get lost 

and rejected by firewalls. 251 Sometimes electronic mail is received in so 

incoherent manner that it goes beyond the comprehension of receiver. 

Because of increased risk of non-delivery and less reliability, of electronic 

mail, the Postal Rule creates undue burden on offerer. According to 

Receipt Rule,252 the contract would form at offeror's place. In Schelde 

Delta Shipping B.V. v. Astrate Shipping Ltd.,253 court decided the time of 

receipt of acceptance depending on expected time of receipt. Receipt will 

usually occur when the offerer downloads the message. Alternatively, 

2SO 	 Supra note 235. 

251 	 The function of firewall is to control traffic entering or leaving their network. It 
acts as an intermediary between internal network and Internet. An external 
viewer will not have an access to see internal source addresses because the 
firewall system appears as the source for all client requestS. When an 
organisation embraces the Internet and Extract paradigms, it becomes 
imperative to proVide some form of network and usage protection. That is the 
primary reason of using firewalls in networked environment today. 
Pragya Bharati, Of Firewalls And Security, EXPRESS COMPUTER, June 29, 1998. 

252 Supra note 235. 

253 (1995) 2 Lloyd's Rep . 249. 
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receipt occurs when it arrives at a computer under offerer's contro1.254 

According to Receipt Rule, contract is formed when acceptance reaches to 

offeror's place, i.e., when customer receives merchant's acceptance. So 

contract is formed in customer's jurisdiction. On-line merchant does not 

welcome this prospect of forming and enforcing contract in scattered 

jurisdiction throughout the world. 255 

V.S. ACCEPTANCE OVER WORLD WIDE WEB 

Unlike e-mail communication, on the World Wide Web the client 

and server are in simultaneous communication for most purposes.· The 

communication between the two has the quality of a telephone 

conversation but between computers rather than human beings. Either 

party will be immediately aware if the other party goes off line. If the 

client loses contact with server, the server will know of this situation 

within seconds and "received data" will not arrive. If the server loses 

contact, message will arrive that "server not responding". 

"knowledge of non-transmission" is determining factor in law. Lord 

Denning's hypothetical case throws some light in this regard.256 

254 Trystan CG. Tether, "Contracting on the Internet", IBC Conference, January 28, 
1998. 

255 Supra note 198 at 75. 
256 When one person, in the earshot of another, shouts an offer to the other 

person. The person hears the offer and replies but his reply is drowned by 
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In Germany, judicial practice has established that a message sent 

bye-mail is deemed to be received when it reaches the host computer of 

the addressee. 257 

In South Africa, when the acceptance is by way of post, contract 

will be concluded at the time when and at the place from where the 

acceptance is posted, and where the acceptance by means of fax or 

telegram, the contract is concluded at the time and place where offeror 

learns of the acceptance and the same rule applies in case of acceptance 

via e-mail.258 

In India, the communication of acceptance is complete as against 

the offeror, when it is put in the course of transmission, the 

communication of acceptance is complete as against the offeree, when it 

reaches the knowledge of offeror.259 The Supreme Court held that in case 

noise from an aircraft flying overhead. There is no contract at the moment of 
reply. The accepting person must wait until the noise has gone and repeat the 
acceptance so the other can hear it. Again when a contract has been attempted 
to be made over telephone, an offer is made and in the middle of reply of 
acceptance, the line goes dead, so no contract at this point as the acceptor 
knows that the conservation has abruptly been taken off. In case of telex also, 
if the Line goes dead in the middle of the sentence of acceptance, teleprinter 
motor will stop and the person sending the acceptance will know that it has 
not been received. 
Entore Ltd. v. Miles Far East Corpn. (1955) Q.B. 327. 

257 Dr. Alexander Loos, Electronic Contracting with Suppliers under German Law, p.5. 
258 Werksmans Attorneys, The South African Business Guide to Internet Law, p.26. 
259 SecA, Indian Contract Act, 1872. 
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of oral communication or by telex or by phone, an acceptance is 

communicated when it is actually received by the offeror.260 It is to be 

seen how Indian judiciary treats acceptance through e-mail and Internet. 

V.9. CONSIDERATION 

Consideration creates no threat for on-line contracts. The goods, 

service, digitised service provided by merchant and payment made by 

the customer form consideration. But in case of free software where a 

click-wrap agreement wants customer to agree to certain terms before 

down-loading the software, what forms consideration is to be 

addressed. 261 

U a click-wrap contract is properly constructed, it seems there is a 

consideration to form a binding contract with the viewer. The 

programmer of the web is required to create a set of mutual promise that 

will form the consideration of the contract. It can actually prevent a 

viewer who does not click "I agree" button, and viewer will also promise 

to abide by the terms of license.262 

260 Bhagwandas v. Ghirdharilal and Co. (1966) 1 S.C:R. 656. 


261 Supra note 198 at 79. 


262 Supra note 229 at 28. 
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V.IO. INTENTION 

Generally in on-line contract, there will be intention to create legal 

relation. But when a website which displays product and provide"save" 

and "download" button but does not provide any purchasing 

information, customer will think that it is free website and there is no 

intention to create contract. Afterwards merchant cannot demand any 

payment for digitised service on the ground that there was intention to 

create legal relation.263 

In Thornton v. Shoe Lane Parking264 it was held that the automatic 

reaction of the car park, turning a light from red to green and thrusting a 

ticket was enough to create a contract. It is of no legal consequence that 

the contract was physically completed by a machine and it is also of no 

legal consequence that a computer program completes the contract over 

Internet.265 

V.ll. PAYMENT 

After offer and acceptance, payment is another vital factor in 

electronic commerce. Payment in electronic commerce, is generally done 

263 Supra note 198 at 80. 
264 (1971) 2 Q. B. 163. 
265 Supra note 229 at 29. 
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by credit card and digital cash. The risk involved in these type of 

payment is that passing payment information through different 

computers on their way to destination is unsafe and as digital cash 

consists of zeros and ones in a long string, there is every possibility of 

getting duplicate of it. 

Issues like how should one pay for the goods or services and what 

happens if that payment does not arrive, are to be discussed. Customer 

knows his obligation under the contract is over by using his credit card. 

Here a further contract comes into existence between card company and 

the user to pay to the card company the full sum under the vendor's 

contract. 266 If the card company does not pay the vendor, although the 

card is valid, vendor's right of action is against the card company and not 

the individua1. 267 The best way to receive payment over Internet is to 

insist on receiving payment and validating of it before supplying goods 

or serVICes. 

Digital cash is of two types - in one case sum is withdrawn from 

user's account and transferred to vendor's account. This is known as 

Third Party Digital Cash. In other case, digital cash provider allows the 

266 Supra note 229 at 31. 

267 Re Charge Card Services Ltd. (1988) 3 All E. R. 702. 
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customer t send encrypted message which represents money to vendor. 

Vendor can reuse it or can ask the issuing bank to exchange it into cash. 268 

In case of Third party digital cash, although court regards issuing 

company liable for payment rather than user in case of payment dispute 

but court also held that merely because third party has agreed to make 

payment to a vendor does not automatically mean that the risk of non 

payment is removed from user.269 In case of pure digital cash, if digital 

cash is intercepted or lost, vendor will claim that payment has not been 

made as in case of sending bank note by post, if it does not reach, it will 

not constitute payment.270 But if the vendor permits the payment by 

digital 'cash and customer follows that then he will not be liable for the 

consequence. So it should be stipulated in the terms of the contract that 

the contract will be honoured only after receipt of digital cash.271 

Payment may be complete272 ­

(1) When payer's instruction is transmitted by transferring bank. 

(2) When instruction reaches recipient bank. 

268 Supra note 229 at 31. 

269 Supra note 253 at 707. 

270 Luttges v. Sherwood (1895) 11 TLR 233. 

271 Supra note 229 at 32. 

272 EDWARD L. RUBIN & ROBERT COOTER, THE PAYMENT SYSTEM: CASES, MATERIAL 


AND lSSUES 790 (American Casebook Series, West Publishing Co., 1989). 
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(3) When recipient bank sets into motion the internal machinery for 

creditmg payee's account. 

(4) When payee's account is credited with amount. 

(5) When payee is notified of receipt of fund. 

In Fedwire transaction, execution by Switch results in transfer of 

funds, between Federal Reserve account of sending and receiving bank. 

Judicial pronouncement like Delbrueck and Co. v. Manufacturers 

Hanover Trust,?73 provides that EFT payment is final when the order hits 

Switch. 

V.12. JURISDICTION 

Every contract may form the basis of a dispute. Effectiveness of a 

legal system is limited by its political and geographical boundaries. But 

cyberspace is unconstrained by such limits. Internet allows an owner of a 

website to form contract with customer from anywhere on the planet. 

The lack of balance between limitlessness of cyberspace and limited 

jurisdiction of legal system has exposed the ineffectiveness of national 

legal system to tackle the issue of jurisdiction. The issue of jurisdiction 

seems always to have connection with place of contracting, place of 

U.s. Court of Appeal, 2nd Circuit 1979, 609. 
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negotiation, place of performance, location of subject matter, domicile, 

residence, nationality, place of incorporation, place of business. So the 

question remains, which country is going to hear the dispute, resolve it 

and enforce contractual terms? 

V.13. INTERNATIONAL CONVENTION 

In U.K., Brussels Convention on Jurisdiction and the Enforcement 

of judgments in Civil and Commercial Matters, 1968274 governs 

jurisdictional matters. The determination of jurisdiction depends on the 

factor whether party to the contract is domiciled in a contracting state or 

not. So key determinant for jurisdiction is domicile. 275 According to 

Brussels Convention, jurisdiction will usually lie in the court of 

defendant's domicile. The ownership, contro~ or access to a website any 

where in the world is wholly irrelevant for the purposes of jurisdiction 

274 	 This convention is implemented by Civil Jurisdiction and Judgments Act, 1982. 

275 	 Brussels Convention leaves rules framing of regarding domicile to domestic 
law. Under English law, Sec.41-46, Civil Jurisdiction and Judgments Act, 1982 
defines domicile. A person is domiciled in U.K. if he is resident of U.K. and 
the nature of residence shows a "substantial connection" with U.K. [Sec.41(2)]. 
It is presumed that being resident for last three months will constitute requisite 
substantial connection [Sec.41(6)]. Corporation's domicile is dependent on seat 
of corporation. The seat of corporation is in U.K. if it is incorporated under 
U.K. law or its central management and control is exercised in U.K. If the 
corporation is not domicile of contracting state, then its jurisdiction will be 
guided according to common Jaw. 
MICHAEL CHISSICK & ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND 
PRACTICE, 103 (Sweet and Maxwell London, 1999). 
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over an individual under the Convention. So if a customer wants t9 sue 

other 	party domiciled in France, French court will have jurisdiction. It 

has certain exceptions.276 Expected place of performance is another 

exception to the general rule. 277 Consumer contracts offers another 

exemption to the defendant's domicile rule. 

V.14. 	CONSUMER CONTRACT 

According to the convention consumer may sue defendant 

merchant in either defendant's domicile or consumer's own domicile but 

consumer can be sued only in his own domicile.278 But the question 

remains what is consumer contract?279 

276 	 It does not apply to contracts on insurance, land, intellectual property. Art.7­
12, 16, Convention on Jurisdiction and the Enforcement of Judgments in Civil 
and Commercial Matters (1968). 

277 	 Another exception to defendant's domicile rule is that defendant may be sued 
in the place of performance of the obligation in question. Dispute involves the 
fact that defendant has failed to perform his contractual obligation that is either 
the merchant has not delivered the goods or has delivered defective goods or 
the customer has not paid for the goods. When a customer pays on-line 
merchant, the place of performance is merchants' place. So when a customer 
has not paid, he can be sued in merchant's place. In Johnson v. Taylor (1920) 
A.c. 144, court held that when merchant has failed to deliver goods, place of 
performance is not customer's place because substantive part of performance 
occurs in merchant's place where it ships the goods and thus merchant cannot 
be sued in customer's place. 

278 	 Art.14, Convention on Jurisdiction and the Enforcement of Judgment in Civil 
and Commercial Matters (1968). 

279 Consumer contract includes contract for sale but it also includes contract for 
supply of service if merchant has solicited in customer's domicile and customer 
has completed contract formation there [Art.13(3)(a)]. Now what constitutes 
solicitation. E-mail solicitation can be considered as it is specific invitation but 
web pages are not directed to any particular jurisdiction, rather it is spread all 
over the world . 
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Many contracts made over the Internet are not for the supply of 

goods or services, they are licences in which it is expressly stated that no 

sale is taking place.28o According to the Convention, consumer contract 

includes only contract for sale of goods or supply of service.281 So 

although the download of digital material is a consumer contract in wide 

sense of the term, in the strict sense contract in dispute may not be 

consumer contract for the Convention.282 So if web-wrap licence over 

digital material is not consumer contract, then for its jurisdictional 

dispute, general rule of Brussels Convention will apply and consumer in 

this cas~ will loose the protection provided by Brussels Convention. If a 

website owner wants to sue a consumer domiciled in U.K., English court 

will have jurisdiction and if a consumer wants to sue a website owner not 

domiciled in U.K., consumer shall have to move to website owner's place 

to start litigation. In case of consumer contract, even specific mention of 

MICHAEL CHlSSICK & A LISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND 
PRACTICE, 103 (Sweet and Maxwell, London, 1999). 

280 A web-wrap licence passes to the consumer only rights over the digital 
materials and never title to it. So licence is not a contract for sale of goods. The 
computer program is not goods as per definition. So transfer of program over 
Internet does not constitute transfer of goods and it is not contract for sale of 
goods. 
St. Alban's City and District Council v. International Computers Ltd. (1998) 4 
All E.R. 81. 

281 	 Art.13(1) . The Brussels Convention on Jurisdiction and Enforcement of 
Judgment in Civil and Commercial Matters, 1968. 

282 	 Supra note 229 at 39. 
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jurisdiction in contract itself cannot affect the protection given to 

consumers.283 

V.IS. 	COMMON LAW 

When the defendant's domicile is not in contracting state, Brussels 

Convention will not apply and common law will guide the jurisdiction 

matter. 2B4 If the, defendant can be physically served with a writ in 

England then English Court can claim jurisdiction. If any individual 

conducts business in England, writ may be moved at the place of 

business in England. In case of partnership, firm, corporation, writ can be 

served at the place of business in England. 285 

In case of individual, the person must be physically present ~t the 

time of service of writ and in case of corporation place of business can be 

either registered office or other place of business. 

Now whether writ can be moved to web serve taking it as place of 

business is to be discussed. 286 

283 Art.17(1). The Brussels Convention on, Jurisdiction and Enforcement of 
Judgment in Civil and Commercial Matters, 1968. 

284 Art.4. The Brussels Convention on Jurisdiction and Enforcement of Judgement 
in Civil and Conunercial Matters, 1968. 

285 	 "We have only to see whether the corporation is "here", if it is, it can be 
proved." South India Shipping Co. Ltd. v. Export-Import Bank of Korea, 
(1985). All E.R. 219. 

286 	 If a foreign company set up a web server physically based in England and 
directed at English customers, server might constitute place of business 
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Re Oriel Ltd. 287 provides different notion. There are certain 

businessmen operating on World Wide Web who has nothing more than 

a server to conduct business, they advertise, take order, deliver service 

through that server. So server can be a place of business. To make a 

place of business, what is required is to have "local habitation of its own 

at or from which it carries on business" .288 The writ can be served to the 

server through e-mail, addressing it to the web controller of the web site. 

If possible, e-mail can be sent with"deliver" and "read" receipt for better 

proof of defendant's knowledge. 289 

V.16. STAYING 

In the interest of justice, proceeding can be stayed whenever it is 

necessary.290 

because advertising and business transaction take place here. The real issue of 
jurisdiction is to find out applicable forum to maximise justice for both the 
parties. Companies set web server to facilitate Internet access. So to treat web 
server as place of business would not be justifiable. 

287 	 (1985) 3 All E.R. 216. 

288 	 Id. 

289 	 Supra note 229 at 118. 

290 	 liThe basic principle is that a stay will only be granted on the ground of forum 
non convenient where the court is satisfied that there is some other available 
forum, having competent jurisdiction, which is appropriate forum for the trial 
of the action, i.e., in which the case may be more suitably for the interest of all 
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V.17. CHOICE OF LAW 


Jurisdiction deals with issues of forum where as applicable law 

deals with what legal principles that forum applies. The issue of 

applicable law is governed by the Rome Convention, 1980 which has 

been implemented in U.K. by Contracts (Applicable Law) Act 1990. The 

Convention covers almost all contracts.291 Before it, disputes regarding 

applicable law was decided according to common law principles. 

Determining applicable law is very important because it governs some 

very relevant issues.292 Even if applicable law governs interpretation and 

parties and the end of justice." Spiliada Maritime Co. v. Consulex Ltd. (1987) A 
C 460 at 476. 

291 	 The Convention is not applicable in case of legal capacity, land, family matters, 
trusts, procedural law, proprietary right, issues of intellectual property. Art 
1(2), Rome Convention 1980~ 

292 • 	 Material Validity - Court, using applicable law, will examine validity of 
the contract. Areas like mistake, misrepresentation, contract formations 
are looked at. 

• 	 Public policy - According to applicable law, the contract becomes 
unenforceable if it is against public policy. 

• 	 Formal validity - Applicable law will look into the formal requirements 
like writing, signature. 

• 	 Capacity - Applicable law is required to note legal capacity of minor, 
natural persons etc. 

• 	 Performance - Applicable law determines condition for performance, 
that is, diligence required, place, reasonable time etc. 

• 	 Damages - Applicable law has to provide quantification of damages, 
limitations of damages, principles used in measuring damages. 

• 	 Presumption of law - Applicable law will govern presumption of law 
and burden of proof in case of contractual dispute. 

• 	 Illegality - Court will not enforce a contract if it is illegal tmder 
applicable law. 


Art 8,9, 10, 11, 14 Rome Convention, 1980. 
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enforcement of contract, court may refuse to accept it. Court will not 

enforce a contract, even if it is valid, if it is illegal in country of 

performance. 293 The Rome Convention allows freedom of choice ill 

selecting applicable law.294 The standard law should expressly mention 

the law which governs the contract. The selected law need not necessarily 

have 	connection with the contract per se and with the place where 

contract was created.295 In case where there is no explicit choice of law, 

the implied choice of law can be inferred from the circumstances if it is 

demonstrated with reasonable certainty.296 Rome Convention does not 

allow 	to infer a choice of law if the parties had no intention to choose.297 

To infer intended choice of law, pre contractual circumstances can be 

looked into but not the post contractual circumstances.298 In the absence 

of a choice of law, contract is governed by law of the country most closely 

293 	 Ralli Bros v. Compania Naviera Sota Y Anzar (1920) 2 KB. 287. 
294 	 A contract shall be governed by the law chosen by the parties. The choice must 

be expressed or demonstrated with reasonable certainty by the terms of the 
contract or circumstance of the case. Art 3(1), Rome Convention, 1980. 

295 	 Vita Food Products Inc. v. Unus Shipping Co. Ltd. (1939) A.C. 277 at 290. 
296 	 Art 3(1), Rome Convention, 1980. 
297 	 In the following cases intended choice may be more apparent ­

• 	 In case of standard form of contract when applicable law is known. 
• 	 When choice of law for previous contract is known. 
• 	 Where contract grants jurisdiction to a specific forum. 
• If a contract makes reference to a particular country's legal system. 
MICHAEL CHISSICK & ALISTAIR KELMAN, ELECTRONIC COMMERCE: LAW AND 
PRACTICE, 116 (Sweet and Maxwell, London, 1999). 

298 	 Whitworth Street Estates (Manchester) Ltd. v. lames Miller and Partner Ltd. 
(1970), AC. 583. 
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cormected to the contract;299 barring some exception.300 To illustrate a 

country which is closely cormected, a presumption has been used in 

Rome Convention.301 In on-line contract, characteristic performance 

includes delivery of goods, supply of service, digitised service when 

these 	goods and services constitute issuance of contract. When vendor 

executes characteristic performance, applicable law will be law of his 

country, not customer's. When all elements of contractual situation is 

related to one country but the practice to the contract have chosen a 

foreign law 	as applicable law, the contract will be subject to mandatory 

rules of that country alsO.302 Consumers get protection of mandatory rules 

if it satisfies 	these conditions.303 In case of on-line contract, if judgement 

299 	 Art 4(1), Rome Convention 1980. 
300 	 In case of consumer contract, if there is no choice of law, contract wiil be 

governed by the rule of the country, where consumer is habitually resident. 
Art. 5(3) Rome Convention, 1980. 

301 	 It shall be presumed that the contract is most closely connected with the 
country when the party who is to effect the performance which is characteristic 
of the contract has, at the time of conclusion of the contract, his habitual 
residence or in the case of a body corporate or unincorporate, its control 
administration. Art.4(2) Rome Convention, 1980. 

301 	 Choice of law made by the Parties shall not have the result of depriving the 
consumers of the protection offered to him by mandatory rules of the law of 
the country in which he has his habitual residence." Art.5(2), Rome 
Convention, 1990. 

302 	 Art.7(2) of Rome Convention, 1980. 
303 • 	 First condition - Consumer contract was solicited by the Vendor in 

consumer's domicile and consumer completed all contract formation 
steps there. 

• 	 Second condition - Vendor received the consumer's order through an 
agent in consumer's country. 

• 	 Third condition - Cross border excursion for the purchase of goods. 
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is obtained in one country and it will be required to enforce in another 

country, Brussels Convention comes in rescue for it.304 Enforcing court 

cannot review the merit of the case and enforcement can be denied if it is 

contrary to the public policy. In countries outside the scope of Brussels 

Convention, the enforcement depends on reciprocal enforcement 

agreement. 

V.IB. SALE OF GOODS OR SERVICE 

On-line contract is basically concerned with sale of goods and 

supply of services and digitized services. Goods are defined as all 

personal chattels other than things in action or money.305 Electronic sale 

of consumer goods involve ordering over Internet and e-mail and 

shipment of goods by port or courier to the purchaser. Service is where 

the substance of the contract is the skill and labour which have been 

MICHAEL CHlSSICK & A LISTAIR KELMAN, ELECTRONIC COMMERCE: LAWAND 
PRACTICE, 116 (Sweet and Maxwell, London, 1999). 

304 A 	judgement given in a contracting state and enforceable in that State shall be 
enforced in another contracting state when, on the application of an interested 
party, the order for its enforcement has been issued there. 
Art 31, Brussels Convention on Jurisdiction and Enforcement of Judgement in 
Civil and Commercial matters, 1968. 

305 	 Sec 61(1), Sale of Goods Act, 1979. 
Sec. 18, Supply of Goods and Services Act, 1982. 
Sec. 14, Torts (Interphase with Goods) Act,1977. 
Indian Sale of Goods Act, 1930 - See 2(7) - goods means every kind of workable 
property other than actionable claim and money and includes stocks, shares, 
growing crops, grass and things attached to or forming part of the land which 
are agreed to be severed before sale or under the contract of sale. 
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exercised. Purchasing a standard software from a shop is a sale of goods 

whereas contract with a firm to write a particular programme is sale of 

service. Services includes on-line banking, financial service, on-line travel 

agency etc., these are governed by Supply of Goods and Services Act, 

1982.306 Now the question to be considered is whether sale of a digital 

product through Internet is sale of goods or sale of services? In Beta 

Computer (Europe) Ltd. v. Adobe Systems (Europe) Ltd.,307 court 

regarded contract for standard, non-customized software as sui­

generis.308 In St. Albans City and District Council v. Internation 

Computers Ltd.,309 Court of Appeal decided that while a Computer 

program on a disk clearly falls within the definition of "goods", a 

computer program per se does not. 310 TIlls leads to a peculiar situation 

where an identical digital product falls under different category merely 

because they are sold using a different medium. Computer program sold 

306 Supra note 198 at 55. 

307 1996 S.L.T. 604. 

308 "It was not an order for the supply of disk as such. On the other hand, it was 


not an order for the supply of information as such. The subject of the contract 
was a complex product comprising the medium and the manifestation within 
it or on it of the intellectual property of the author." Beta Computers (Europe) 
Ltd. v. Adole Systems (Europe) Ltd., 1996, SLT 608. 

309 	 (1966) 4 All E.R. at 493. 
310 	 "In both the Sale of Goods Act 1979, Sec. 61 and the Supply of Goods and 

Services Act 1982, Sec.18, the definition of goods includes 'all personal chattels 
other than things in action and money'. Clearly, a disk is withm this 
definition. Equally clearly, a program, of itself, is not." St. Albans City and 
District Council v. International Computers Ltd. (1996),4 All E.R. at 493. 
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to the licensee on a floppy disk would be good" whereas program 

transmitted directly over Internet would constitute service. The U.s. 

Court of 	Appeal for the Third Circuit viewed software as goods in 

Advent Systems Limited v. Unisys Corroration.311 Conceptually placing 

software into digital form is equivalent to placing it in compact disk. So 

intellectual property available in digital package can also be regarded as 

merchantable commodity ,312 

V.19. FORMALITY 

Generally 	contracts can be formed quite informally. Writing and 

signature is not necessary. Only in few cases, statutes require it to be in 

writing and signed.313 

311 	 (1991) 925, F.2d 670, U.S. CA, Third Circle, LEXIS 2396. 
312 	 "Computer Programme are the products of an intellectual process but once 

implanted in a medium, are widely distributed to computer owners ..... 
SirniJarly, when a professor delivers a lecture, it is not a good but when 
transcribed as a book, it becomes good." Advent Systems Limited v. Unisys 
Corporation (1991) 925~ F:Ld67Qr US CAt Third Ci.rcle,.LEXlS 239.6. 

313. 	 A contract for the sale or other disposition of an interest in land can only 
be made in writing and only by incorporating all the terms which the 
parties have expressly agreed in one document Qr where contracts are 
exchanged, in cash. 
Sec.2(1), Law of Property (Miscellaneous Provisions) Act, 1989. 

• 	 Lease for over three years. 

Sect.52, Law of Property Act, 1925. 


• 	 An unconditional order any form of notation or code whether by hand by 
the person giving it.... Sec.l, Bill of Exchange Act, 1882. 

• 	 An insurance policy must be signed by the insurer. 

S.22-24, Marine Insurance Act, 1906. 
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So most of the electronic commerce will not be affected. Writing is 

required to reduce dispute, to make parties aware of consequences, to 

enable third party reliance. 

• In United States, writing and signature requires for sale of· goods over 
$500 and contract lasting over a year. 

" ... a contract for the sale of goods for a price of $500 or more is not enforceable 
by way of action of defence unless there is some writing sufficient to indicate 
that a contract for sale has been made between the parties and signed by the 
party against whom enforcement is sought..." Sec.2-201(2) Uniform 
Commercial Code. 

Uniform Commercial Code - Sec.S-l04 - A credit must be in writing and 
signed by the issuer and a confirmation must be in writing and signed by the 
confirming bank.... A telegram may be sufficiently signed and writing if it 
identifies its sender by an authorised authentication. 

Indian Evidence Act 1872 - Sec.91 - When the terms of a contract or of a 
grant, or of any other disposition of property, have been reduced to the form of 
a document, and in all cases ill which any matter is required by law to be 
reduced to the form of a document, no evidence shall be given in proof the 
terms of such contract, grant or other disposition of property or of such matter, 
except the document itself or secondary evidence of its content in cases in 
which secondary evidence is admissible under the provisions herein before 
contained. 

The Limitation Act, 1963 - Sec.18 - Where before the expiration of the 
prescribed period for a suit or application, in respect of any property or right, 
an acknowledgement of liability in respect of such property or right has been 
made in writing signed by the party against whom such property or right is 
claimed or by any person through whom he derives its title or liability, a fresh 
period of limitation shall be computed from the· time when the 
acknowledgement was so Signed. 

Indian Sale of Goods Act, 1930 - Sec. 5 <2) - Subject to the provisions of 
any law for the time being in force, a contract of sale may be made in writing or 
by word of mouth or partly in writing and partly by word of mouth or may be 
implied from the conduct of the parties. 

Companies Act, 1956 - Sec.46(1) - (a) a contract which, if made between 
private persons, would by law be required to be in writing, signed by the 
parties to be charged therewith, may be made on behalf of the company, in 
writing signed by any person acting under its authority, express or implied 
and may in the same manner be varied or discharged. 
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, Writing 	is defined as typing, printing, lithography, photography 

and other modes of representing or reproducing words in a visible 

form. 314 	 Whether recording and transmission of electronic impulses 

within a data communication system falls within the definition of writing 

is to be found out. Now digital contract displayed on a computer screen 

is in visible form but neither tangible nor permanent.315 In :recent times, 

there is a move to expand the definition of writing so as to include digital 

documents.316 The expression "under the hand of" can be regarded to 

314 	 Sch.l, Interpretation Act, 1978. 
315 	 "There is a document whenever there is writing or printing capable of being 

read, no matter what the material may be upon which it is impressed or 
inscribed" - this was held in R. v. Daye (1908) 77 LJKB 659 at 661. 

316 • 	 Documents not necessarily has to be original (in writing) in order to be 
admissible. 
Sec.8, Civil Evidence Act, 1995. 

• 	 Writing includes any form of notation or code whether by hand or 
otherwise and regardless of the method by which or medium in or on 
which it is recorded. 
Sec.178, Copyright, Design and Patent Act, 1988. 

• 	 The database so far as it contains information capable of being retrieved 
and converted into readable form is a document. 
Derby & Co. Ltd. v. Weldon (Wo.9) (1991) 1 W.L.R. 652 at 654. 

• 	 Writing includes printing, typewriting or any other intentional reduction 
to tangible form. 
Sec. 1-201 (46) Uniform Commercial Code. 

• 	 Technologies such as telexes and faxes were held to be writing. 
Basak International Co. v. Mast Industries Inc. 73 NY 2d Ill, 7 UCC Rep. 
Serv. 2d 1380 (1989). 

• 	 In today's paperless society of computer generated information, the court 
is not prepared, in the absence of some legislative prOVision or otherwise, 
to find that a computer floppy diskette would not constitute a writing 
within the meaning of the Statute. 
Clyburn v. Allstate, 826 F. Supp. 955. 
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denote use of signature.317 In English law, there IS no formal legal 

definition of signature.318 

The concept of signature has been broadened.319 In case of 

electronic mail, signature can be done by typing the name of the sender at 

317 	 General Clauses Act 1897 - Sec.3(56) - Sign with its grammatical variations and 
cognate expressions, shall with reference to a person who is unable to write his 
name include mark with its grammatical variations and cognate expression. 

318 	 Bills of Exchange Act 1882 - Sec.91 - Signature - (1) Where by this Act, any 
instrument or writing is required to be signed by any person, it is not 
necessary that he should sign it with his own hand but it is sufficient if his 
signature is written there on by some other person by Or under his authority. 
(2) In the case of a corporation where, by this Act, any instrument or writing be 
sealed with the corporate seal. But nothing in this section shall be construed as 
requiring the bill or note of a corporation to be under seal. 
Uniform Commercial Code - Sec.3-401 - A signature is made by use of any 
name, including any trade or assumed name, upon an instrument or by any 
word or mark used in lieu of a written signature. 
Companies Act, 1956 - Sec.229 - Only the person appointed as auditor of the 
company or where a firm is so appointed in pursuance of the proviso to sub­
section (1) of Sec.226, only a partner in the firm practising in India may sign the 
auditor's report or sign or authenticate any other document of the company 
required by law to be signed or authenticate by the auditor. 

319 	 • Where an Act of Parliament requires that any particular document be 
signed by a person, then prima facie, the requirement of the Act is 
satisfied if the person himself places on the document an engraved 
representation of his signature by means of rubber stamp... The essential 
requirement of signing is the affixing in same way, whether by writing 
with a pen or pencil or by otherwise impressing upon the document, one's 
name or signature so as personally to authenticate the clocumenl 
Goodman v. [. Eban Ltd. (1954) 1 Q.B. 550. 

• 	 Fax copy of a signature satisfies relevant statutory signature requirement. 
• 	 If a signature is digitised and then appended to the fax, the document 

should be regarded as signed. 
Re a Debtor (No.2021 of 1995) (1996) 2 All E.R. 345. 

• 	 The signature... may be in handwriting, printed Qr facsimile, perforated, 
stamped, in symbols or made by any other mechanical or electronic 
means, if not inconsistent with the law of the country where... the 
document is issued. 
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the end of the mail or by appending the signature file with the mail. As it 

can be easily exposed to the fraud, technologies like digital signature can 

come for help. In case of web contract, customer accepts contract by 

clicking button which is no way equivalent to signature. The on-line 

contract form has input boxes in which customer types namet address, e-

mail address which can be construed as signature.32o Though signed 

contract is not generally required by law, it is used for greater legal 

weight.321 UNCITRAL Model Law on Electronic commerce have tried to 

remove writing and signature requirement to facilitate on-line contract 

and electronic commerce.322 

Art.14(3), United Nations Conventions on the Carriage of Goods by Sea, 
1978. i 

320 	 If the name of the party to be changed in printed or written on a document 
intended to be a memorandum of the contract, either by himself or his 
authorised agent, it is his signaturet whether i.t is at the beginning or middle or 
foot of the document. 
Durrell v. Evans (1862) 1 H & C 174 at 191. 

321 	 "When a document containing contractual terms is signed, then, in the absence 
of fraud .... the party signing it is bound and it is immaterial whether he has 
read the document or not". 
L'Estrange v. Graucob (1934) 2 K.B. 394. 

322 • 	 It has developed concept of 'data message' which is electronic equivalent 
to written document which includes EDIt E-mailr telex. 
Art.2(a), UNCITRAL Model Law on Electronic Commerce. 

• 	 "Where the law requires information to be in writing, that requirement is 
met by a data message if the information contained there in accessible so 
as to be usable for subsequent reference." 
Art.6(1), UNClTRAL Model Law on Electronic Commerce. 
"Where the law requires a signature of a person, that requirement is met• 
in relation to a data message if: 
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In India digital signature is so far not valid. Signature has not been 

defined under Indian Law. The General Clauses Act 1897 does not define 

the term sign but extends its meaning with reference to a person who is 

unable to write his name to include a mark with its grammatical 

variations and cognate expressions.323 So if a mark or thumb expression 

has been affixed to a document by a person who is able to write his name, 

it would not be considered as signature.324 If name were inserted into a 

document of acknowledgement in such a way as to signify that the 

acknowledgement was intended to be his own, such a name whether 

written or printed would constitute his signature.325 Many countries like 

several States of US, Germany, Australia, Singapore have enacted law on 

digital signature which validate digital signature and articulate role of 

Certification Authority. India's Information Teclmology Bill speaks about 

digital signature.326 

(a) 	 a method is used to identify that person and to indicate that person's 
approval of the information contained in the data message, and 

(b) 	 that method is as reliable as was appropriate for the purpose for 
which the data message was generated or communicated, in the light 
of all circumstances, including any relevant agreement". 

Art.7(1), UNCITRAL Model Law on Electronic Commerce. 
• 	 "Contracts shall not be denied validity or enforceability on the sole ground 

that a data message was used for that purpose." 
Art.ll(l), UNClTRAL Model on Electronic Commerce. 

323 Sec.3(56) of General Clauses Act, 1897. 

324 Raghubir Singh v. Thakwain Sukhraj Kaur, AIR 1936 Oudh 96. 

325 Sec.18, Limitation Act, 1963. 

326 Sec.3, Information Technology Bill, 1998. 
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V.20. DEMATERIALISATION OF BILL OF LADING 


One of the most difficult areas to replicate in an electronic 

environment is the function that paper-based document does in 

commercial context. Physical possession of a document confers certain 

legal rights. These legal documents are used for international trade 

transaction, many transmission and securities within financial 

arrangement. For dematerialisation of these documents electronically, 

following steps are required.327 

(a) Amendment of relevant legislation (b) Establishment of electronic 

procedure which replicates symbolic function (c) Encourage commercial 

practice to change. 

Bill of lading is a quasi-negotiable instrument and it can be seen to 

perform three functions328 ­

(1) Evidence of condition of goods at the time of shipment signed by the 

career as evidence for any future dispute, (2) terms oj the contract of 

carriage, (3) document of title. 

327 	 ELECTRONIC TRANSACTION §5.1. 
328 	 Negotiable instruments have three distinct features - (1) full legal title is passed 

upon delivery of instrument, (2) no notice of transfer is required to be given to 
the issuer of the instrument, (3) title is passed unfettered. But in case of bill of 
lading title remains subject to the prior claim from third parties. So it is 
classified as quasi negotiable instrument. 
ELECTRONIC TRANSACTION §5.1. 
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329 

In modern international trade, its use creates significant obstacle. 

Developments in transportation like containerisation has created a 

situation where goods move faster than associated paper document. This 

happens if bill of lading has been traded several times during 

transportation. Such problems have compelled international trader to 

resort to other teclmiques designed to overcome delay but this seriously 

undermines legal validity of the bill of lading. The break down in the 

reality of bill of lading as a secure legal instrument has encouraged the 

drafting of scheme designed to dematerialise bill of lading.329 Art.17(1) of 

The first attempt to establish a practical electronic trading system for bill of 
lading was set up by INTERTANKO through SEA DOCS scheme. Under this 
scheme, the Chase Manhattan Bank was to act as central registry for the bill of 
lading and acting as an agent for all parties, would transfer ownership under 
electronic notification. In 1990, Comite Maritime International (CMl) decided 
to formulate an alternative electronic communication procedure and published 
a set of rules that can be contractually adopted between internationally trading 
partners to permit the electronification of the bill of lading. These rules 
operated on the basis that bill of lading is held by carrier who transfers the 
registered ownership of the bill upon electronic notification. Here the parties 
agree that electronic message shall have the same effect as paper bill of lading, 
they waive the right to raise the defence that bill of lading is not in writing. In 
U.K., the Carriage of Goods by Sea Act 1991, in Commercial.1(5) provides ­
"The Secretary of States may by regulation make provision for application of 
this Act to cases where a telecommunication system or any other information 
technology is used for effecting transactions corresponding to - (a) the issue of 
a document to which this Act applies, (b) the endorsement, delivery or other 
transfer of such a document, (c) doing of anything else in relation to such a 
document". In 1990, ICC's INCOTERM - CIF (Cost, Insurance, Freight) has 
recognised the use of electronic mode of communication - "Where the seller 
and buyer have agreed to communicate electronically the document may be 
replaced by an equivalent electronic interchange message". 
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330 

UNCITRAL Model Law on Electronic Commerce, 1996 provides that 

subject to paragraph (3) where the law requires that any action referred to 

in Art.16 be carried out in writing or by using a paper document, that 

requirement is met if the action is carried out by using one or more data 

message. 

V.21. DOMAIN NAME 

Trade mark is very important in business and commerce. 

Goodwill built up under a brand is extremely valuable. When commerce 

is done through Internet domain name330 becomes equally important. 

Gronfers, The Paperless Transfer of Transport Information and Legal Functions, 
SCHMITHOFF & GOODE (ed.), INTERNATIONAL CARRIAGE OF GooDS: SOME 

LEGAL PROBLEMS AND POSSIBLE SOLUTIONS, 1998. 
Todd P., The Effect of Letters of Credit of New Documentation and the Introduction of 
Electronic and Paperless Transactions (A paper submitted to IBC's International 
Letter of Credit Conference, July 3, 1990). 
Rule I, 4, 5, 10, CMI Rules. 
A domain name is an easier alternative to Internet Protocol address which is a 
collection of some numbers like 211.526.60.66 and which is used by the 
webservers to identify each other on the Internet. Usually these domain names 
start with the prefix "www" and end with two or three letter suffix that 
indicates which type of organisation owns the website. For example, the 
website of The Times, "www.thetimes.co.uk" indicates that the owner of the 
website is a company registered in United Kingdom. these suffix can be "org", 
/I gOY', "com" representing organisation, government, company, respectively. 
The corresponding Internet Protocol number of the domain name represents 
the computer that stores digital materials. If these materials are moved to 
other computer, that number will be changed but the domain name will 
remain the same. Because of the global reach of the Internet, domain name can 
reach every part of the world and it can be accessed from every part of the 
world. Domain name can be received through registration and it is allocated 
on first come first served basis, without checking whether the applicant has 
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Though domain name can be owned by only one entity in the world and 

it has global presence but trade mark can be owned by two companies in 

respect of different products and is protected within a defined territory. 

This leads to the situation where two users of the same trade mark in 

different countries, fighting for same domain name.331 The most common 

form of dispute is where a person with a legal right to a trade mark seeks 

to use it within a domain name but discovers that some one already has 

registered that name as domain name.332 In One in a Million decision, the 

issue of cybersquatting was settled and trade mark holders were assured 

right to use the name. One domain name can be owned by one entity at a 
time. This loads to the domain name controversy. 
MICHAEL CHISSICK AND ALISTAIR KELMAN, ELECTRONIC COMMERCE, LAW 
AND PRACTICE, 18 (Sweet and Maxwell, London, 1999). 
CLIVE 	GRlNGRAS, THE LAWS OF THE INTERNET, 128 (Butterworths, London, 
1997). 

331 	 Supra note 229 at 130. 
332 	 Prince PIc v. Prince Sportswear Group Inc. CH-1997-PNo.2355 Uuly 18, 1997) 

demonstrates an example for domain name dispute. Here Prince Sportswear 
Group Inc . complained against Prince Pic, U.K based information technology 
company that it had infringed the name "prince.com" as the sports group had 
number of PRINCE trade mark registration, although the information 
technology company had genuine registration of domain name. National 
Standard Institute of U.s issued Domain Name Resolution Policy by which any 
u.s federal trade mark holder or holder of a foreign trade mark can preempt 
the right of pre-registered genuine domain name holders. The losing of 
domain name can be stopped if the company has U.S federal trade mark 
registration or foreign trade mark registration or has commenced proceeding 
in a court of appropriate jurisdiction to protect domain name. Prince PIc could 
not show any of these but, according to NSl's direction Prince PIc filed suit in 
High Court in London alleging that, statement made by Prince Sportswear 
Group Inc., that Prince PIc was infringing its trade mark, constituted 
groundless threats. Court granted injunction and Prince Pic continues to have 
"prince.com" domain name. 
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of protecting their rights on Intemet.333 Recently WIPO has taken a 

decision to take measures to prevf'nt cybersquatting. In MTV Networks 

v. Adam Curry,334 the only right \\ !llch the defendant had over the site 

was a technical one, he was the owner of the domain name and he was 

not owner of any legal right to use the name MTV in relation to his 

business. According to English law, assuming "MTV" as registered trade 

mark, this case would have become a case for infringement of trade 

333 	 Marks and Spencer PIc, Stainsbury PIc, Vergin Enterprises Ltd., British 
Telecommunication PIc alleged that One in a Million Ltd. was passing off and 
infringing their trade mark. Actually One in a Million Ltd. has registered the 
trade names such as Marks and Spencer, Stainsbury, British Telecom as 
domain name like marksandspencer.co.uk, stainsbury.com, virgin.org, 
britishtelecom.com. The intention of One in a Million Ltd. in registering these 
domains was to make a profit by selling them to the owner of the goodwill and 
thus pleaded tha,t it did not amount to passing off. The Court of Appeal held 
that the registering of distinction name as domain name made false 
representation to the people who consulted the register to find out connection 
between the person who got registration and the name registered. Court also 
held that after registration, any realistic use of those name would lead to 
passing off. Court granted permanent injunction against One in a Million Ltd. 
Court observed that the systematic registration of popular trade marks as 
domain names were actually blocking the registration by the trade mark owner 
and were process to extract money from trade mark owner by exploiting their 
goodwill. The judgment stopped the abusing trade marks by domain name 
pirates. It reassures that domain names act as trade mark and trade mark 
owners can expect that their rights will be protected on the Internet. 
Marks and Spencers PIc. and Others v. One in a Million ~tq., Court of Appeal, 
July 23, 1998. 

334 	 Adam Curry registered a website with the domain name ..www.mtv.com.. 
before August 1993. This site provided information about the music business. 
MTV eventually realised the potential of the Internet and sought to acquire the 
domain name owned by Adam Curry in 1994. MTV Networks v. Adam Curry 
(867 F. Supp. 202, SDNY 1994). 
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335 

mark.335 Some protective measures can be taken to avoid this dispute, 

like to make a search whether any other party is using the intended 

domain name, to enquire from Registering Authority whether the 

intended domain name has been already registered or not, to take trade 

mark registration of the domain name. Trade and Merchandise Act of 

India is to be amended to include service mark within its ambit so that 

domain name of all organisations dealing with service or digitised service 

can be registered as trade mark. A convention is required to be convened 

by major concerned countries to make a framework for global protection 

of trade mark. 

V.22. HYPERLINKS 

Hyperlink is another topic which has much relevance in electronic 

commerce world. It allows link to different pages at the same or different 

Adam Curry was offering service under the sign ..www.mtv.com.. where www 
and corn are generic and not part of the name. So the similar sign has been 
used in the course of trade by Adam Curry, which was registered trade mark 
of MTV Networks. After a prima facie case of infringement is established, as 
remedies in case of domain name, MTV would prefer to ask Adam Curry stop 
using the domain name and allow MTV to take over the domain name. If the 
case is not fit for trademark infringement then, common law right - passing off 
claim can be used. Adam Curry's using of domain name "www.mtv.com f' can 
be shown as using existing goodwill in the name MTV and potential customers 
will be mislead by thinking it as under control or licence of MTV Networks. 
The damage suffered by MTV Networks is not regarding lost sale rather it is 
dilution of the distinctness of the name "MTV". 
CLIVE GRlNGRAS, THE LAWS OF TI-IE INTERNET, 136-150 (Butterworths, London, 
1997). 
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websites. Shetland Times v. Dr. Ionathan Wills & The Shetland New~. 

Ltd.336 provides that there is copyright in a link to one's site. although 

unexpectedly, it was held in this case that there is copyright in 

newspaper headline and it is infringement to copy it in electronic form or 

to incorporate in cable program. The valid position is that a page of a text 

on a website will be protected by copyright as a literary work. To 

infringe copyright, the whole or substantial part of the work is to be 

copied. One line or link does not constitute substantial part. A link is 

like a reference to other material. There cannot be copyright to a link as it 

does not require skill, labour and judgment to create it.337 

V.23. FRAMING 

Framing is a technique by which multiple wind-ows <::an be created 

.on computer screen \-",here each -wifldowis independent and information 

336 	 Shetland News has website. It provides its readers access to webpages of other 
sites by including links to those pages. These included link to CNN's website 
and websites of other major newspapers. The website of Shetland news does 
not provide copies of articles rather it simply provides links as series of 
headlines from other websites. Like this, it has included some headlines 
appeared in Shetland Times' website. Headlines of Shetland Times' website 
were identical to those of Shetland News' list of links. The Shetland News did 
neither copy nor provide the copy of relevant article. The Shetland Times 
sought for declaration that Shetland News's action constitute infringement of 
copyright in the headlines. 
Shetland Times Ltd. v. Dr. Jonathan Wills & Shetland News Ltd. (Scottish 
Court of Session, 24 October, 1996). 

337 	 Supra note 229 at 179. 
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can be downloaded from one window without affecting the other. This 

framing sometimes create a situation where it appears that copyright is 

getting infringed.338 Technically and legally, no copyright violation case 

emerges out of these situations. 

V.24. ON-LINE BANKING 

With 	the emergence of Internet as highly potential medium for 

conducting business, banks have also started with on-line operations. 

Internet is affecting banking activities by sending payment instruction, 

receiving bank statements and transferring funds electronically. Now the 

question is whether institutions who are offering financial service on the 

Internet are bank or not.339 

338 	 In a practical fact situation, company ABC has an website which has two 
frames, one is containing the company's logo and other is containing hyperlink 
to some copyrighted article of company XYZ. Now if one user, browsing 
through the website of Company ABC and if clicks the hyperlink, he will reach 
the copyrighted article of Company XYZ. In this particular moment, Company 
ABC's logo is on the screen of the user's computer and comp'any XYZ's 
copyrighted article is also on the screen of the user's computer. This create 
situation where the hyperlinked article appears to belong to Company ABC. It 
prompts Company XYZ to charge Company ABC for infringing its copyright. 
Vaibhav Parikh, Legal Issues in E-Commerce with Special Reference to India, 17-18 
(A paper presented in E-Commerce Seminar and Exposition, conducted by 
Confederation of Indian industries, 19-20 February, 1998). 

339 	 Bankers' Book Evidence Act, 1891 - Sec.2(2) - bank means any company 
carrying on business of banking. 
Banking Regulation Act, 1949 - Sec.5(b) - "banking" means the accepting, for 
the purpose of sending or investment, of deposits of money from the public, 
repayable on demand or otherwise and withdrawable by cheque, draft, order 
or otherwise. 
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Only an authorised institution can accept deposit and for this if has 

to be licenced and it will come under strict regulations of Banking laws.340 

So by avoiding accepting deposit,institutions offeringfinandal service on 

the-tnfemet can escape from stringent regulations under BanKing laws. 

This technical escaping is to-be checked. 

V.2S. ELECTRONIC MONEY 

Money is medium of exchange -having purchasing power.~l 

Companies like Digitar-Cash lnc. and' -Cyber-Cash1m::.have come out 

340 	 "No person shall accept a deposit in the course of carrying on (whether or 
elsewhere) a business which for the purposes of [the Banking Act] is a deposit ­
taking business unless that person is an institution for the time being 
authorised by the Bank of England under the following provisions of .. . [the 
Banking Act]". 
Sec.3, Banking Act 1987. 
• II A deposit is a sum of money (whether denominated in a currency or in 

EeUs) paid on terms­
(a) 	 under which it will be repaid, with or without interest or a premium 

and either on demand or at a time or in circumstances agreed by or on 
behalf of the person making the payment and the person making the 
payment and the person receiving it, and 

(b) 	 which are not referable to the provisions of property or service for the 
giving of security." 


Sec.S, Banking Act, 1987. 

• "A business is deposit taking business if 
(a) 	 in the course of business money received by way of deposit is lent to 

others, or 
(b) 	 any other activity of the business is financed, wholly or to any material 

extent, out of the capital of or the interest on money received by way of 
deposit." 

341 	 The Dictionary of Finance defines money as a means of facilitating exchange of 
goods and accumulation of financial wealth, commonly recognisable as bank 
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with 	electronic cash. Although electronic cash has been treated like 

physical cash but it has not received the status of legal tender.342 

It 	is neither included within the definition of 'deposit' not it is 

regarded as "negotiable instrument".343 Digital cheque and electronic 

fund 	transfer has also not been recognised by the existing legal frame 

work.344 	 This electronic cash has tremendous impact on total monetary 

------_.-.. - - ... .. -- ..- . 

notes, coins, bank deposits and (i) a medium of exchange, (ii) a unit of value 
(iii) a store of wealth. 

342 	 Foreign Exchange Regulation Act, 1973 - Sec.2(f) - Currency includes all coins, 
currency notes, bank notes, postal notes, postal orders, money ord.e.rs,.cheques, 
drafts, traveller's cheque, letters of credit, bill of exchange, promissory notes. 

343 • 	 Negotiable Instrument Act 1881 - Sec.13(1) - A negotiable instrument 
means a promissory note, bill of exchange or cheque~ payable either to 
order or to bearer. 

• 	 Reserve Bank of India Act 1934 - Sec.451(bb) - 'deposit' shall include and 
shall be deemed always to have included any money received by a non­
banking institution by way of deposit or loan or in any other form but shall 
not include amount raised, by way of share capital or contributed as capital 
by partners of a firm. 

• 	 Companies Act 1956 - Sec.58A - Explanation - For the purpose of this 
section deposit' means any deposit of money with and includes anyI 

amount borrowed by a company but shall not include such categories of 
amounts as may be prescribed in consultation with Reserve Bank of India. 

344 	 Reserve Bank of India had set-u.p-K's;.£Rere- Committee to formulate guidelines 
for framing law on electronic fund transfer. The Shere Committee presented 
its report in 1996. The report examines the different types of EFT, existing 
technology, existing legal provision for EFT in India and different legis~ation 
relating to EFT in various countries. The Committee has provided proposed 
amendment to RBI Act, proposed amendment to Bankers Book Evidence Act. 
With the implementation of this report, shortcomings of existing legal 
framework will be removed and transfer of fund via electronic medium will be 
boosted. 
Vaibhav Parikh, Legal Issues in E-Commerce with Special Reference to India, 19 (A 
paper presented in E-Commerce Seminar and Exposition, conducted by 
Confederation of Indian industries, 19-20 February, 1998). 
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system of a country. Electronic cash is issued by institutions who are not 

so called "Bank" and does not come under strict regulations of Banking 

laws, which requires sufficient capital adequacy and liquidity for the sake 

of customer's interest.345 The unrestricted issuing power of these 

institutions will snatch the control of central bank over monetary 

system.346 Electronic cash will be issued by depositing hard cash. Then 

electronic cash will be exchanged by the merchant and consumers and 

the hard cash also will be put into circulation by the issuing institution. 

So total amount of cash which is in circulation in the market will increase 

so much that it will lead to inflation.347 The central bank will not be in a 

position to control the monetary condition of the country. As the 

electronic cash can be changed into any currency I so it will affect foreign 

exchange regulation and Foreign Exchange Regulation Act is not efficient 

in tackling the issue.348 Huge amount of cash can flow across the border 

345 	 Supra note 235 at 17-18. 
346 	 The Coinage Act 1906 - Sec.6(l) - Coins may be coined at the Mint for issue 

under the authority of the Central Government of such denomination not 
higher than one thousand rupees, of such dimensions and designs and of such 
metals or mixed metals of such composition as the Central Government may 
by notification in the Official Gazette determine. 

347 	 Supra note 163 at 72. 
348 	 Foreign Exchange Regulation Act, 1973 - Sec.13(l) - The central bank may by 

notification in official gazette, order that subject to such exemption, if any, as 
may be specified in the notification, no person shall except with general or 
special provision of the Reserve Bank and on payment of fee, in any, 
prescribed, bring or send into India any foreign exchange or any Indian 
currency. 
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through electronic cash which can collapse any country's economy any 

time.349 Cross border movement of cash as supported by electronic cash 

can help tax evasion, money laundering, etc. A legislative initiative is 

required to adopt electronic cash and for that purpose necessary 

amendments are to be made in Negotiable Insbument Act and Banking 

Regula tion Act. 

V.26. ELECTRONIC MINT 

Institutions which are issuing electronic cash are equivalent to 

electronic mint. It is a threat for the existence of government issuing 

currency. Electronic cash has potential to become global currency. The 

institutions issuing electronic cash are required to come under same kind 

of strict regulatory measure as conventional banks, so far as capital 

adequacy and liquidity are concerned. More over these institutions are 

required to be cormected to central banks so that central banks remain in 

a position to control the monetary system of a country.350 If these 

electronic mints (Digital Cash Inc., Cyber Cash Inc.) and electronic cash 

continues to run like today without any regulatory mechanism and legal 

frame work, the fact of running two parallel currency side by side can 

349 Supra note 152 at 48. 

350 Supra note 152. 
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lead to a situation where in one point of time hard currency may lose its 

validity and relevancy which can be a disaster to the economy of the 

world. 

V.27. ENCRYPTION SOFfWARE 

The problem faced by encryption software is problem of balancing 

between privacy and free trade on one hand and national security and 

law enforcement on the other.351 According to National Research 

Council, encryption has four major uses - ensuring data integrity, 

authenticating users, facilitating non repudiation and maintaining 

confidentiality.352 In U.s., prior to 1 January, 1997, jurisdiction over 

export of encryption software was split between State Department and 

Comm rce Department and from that day Commerce Department was in 

sole charge of it.353 The reason for shift from military to commercial 

control is " ... because of the increasingly widespread use of encryption 

products for legitimate protection of the privacy of data and 

communications in non-military context, because of the importance to 

351 	 Jeffrey L. Snyder, U.S. Expert Controls on Encryption Software, THE JOURNAL OF 
WORLD INTELLECTUAL PROPERTY, p.37. 

352 	 National Research Council, National Academy of Sciences, Cryptography's Role 
in Securing the Information Society (1996). 

353 	 Supra note 229. 
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U.S. economIC interest of the market for encryption product".354 

According to the present condition, export approval is to be obtained in 

case of strong encryption product and low level encryption product ­

algorithm with a key length of 40 bits or less are eligible for export after 

one time review by Commerce Deparbnent.355 In Bernstein v. the United 

States356 it was held, " ... the Export Administration Regulations, 15 C.F.R. 

part 730 .... (1977) and all rules, policies and practices promulgated or 

pursued thereunder in so far as they apply to or require licensing for 

encryption and decryption software and related devices and technology 

are in violation of the First Amendment on the grounds of prior restraint 

and are therefore unconstitutional...".357 The enforcement of this order 

was stayed on an emergency basis.358 

354 	 White House Memorandum, Encryption Export Policy, 15 November 1996. 

355 	 61 Fed. Reg at 68573. 

356 	 Bernstein developed an encryption algorithm called "snuffle" which he 
describes as a IIzero-delay private-key encryption system. He has also written 
a paper, The Snuffle Encryption System" and has generated source code in the 
C programming language for both encryption and decryption. Bernstein 
sought classification of the export control status of his work. The Department 
of State determined that the source code was controlled as a munition and 
therefore was restricted under IT AR. Bernstein then sued the Department of 
State claiming that IT AR Control Violated First Amendment because they 
limited his ability to teach. 

357 	 Bernstein v. the United States, 974 F. Supp. 1288. 

358 	 Order No.97-16686, 22 September, 1997. 
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V.28. EVIDENCE 


The system of commerce depends on the fact that agreements 

between the parties are documented. These documents containing terms 

of agreement are used as evidence. In case of electronic commerce, the 

problem is that the documents are computer generated. Computer 

generated documentary evidences are of three types. The first type is real 

evidence which are calculations and analysis generated by computer 

itself through running a software and receipt of information from other 

devices. For example, when bank automatically calculates bank charges 

due from a customer depending on tariffs, transactions on account and 

credit balance, it is a real evidence. Finger prints, DNA samples, blood 

stains are real evidences. The second type of computer generated 

evidence is hearsay evidence which are copies made by computer of 

information supplied to the computers by human beings. Cheques drawn 

and paying-in-slips are hearsay evidence. The third type of computer 

generated evidence is derived evidence which combine both real 

evidence and information supplied to the computer by human being. For 

example, daily balance column of a bank statement is derived 

evidence.359 

Supra note 229. 
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The fundamental difference between a paper based payment 

system and a paper less payment system lies in the absence of any 

written record of the transactions in later case. In the paper based 

transactions, at present in India, the counterfoil normally serves as 

evidence. In the U.s., by law, system or service providers are required to 

give written records of transactions. When EFT is introduced in India, 

especially EFTPOS and other card based transactions like A TMs, a 

provision requiring service providers to ensure furnishing authenticated 

records of transactions need to be made.360 The United Nations 

Commission on International Trade Law had made a survey which 

showed that in most countries records kept in computer can be used as 

evidence in case of litigation subject to proponent of record establishing 

certain facts about the record and ~omputer system. The proponent will 

have to establish that the system was properly designed and sufficiently 

well managed and the possibility that the data stored in the record being 

incorrect, was reduced to minimum.361 In U.K. subject to certain 

conditions, a statement contained in a document produced by computer 

360 	 Report of the Committee for Proposing Legislations on Electronic Fund 
Transfer and other Electronic Payments, Reserve Bank of India, January 1996, 
p.50. 

361 Id. at 51. 
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will be admissible as evidence in civil proceeding.362 Apart from this, a 

document produced by computer print out will be admissible as 

evidence in any proceeding if it is shown that the statement is reasonably 

accurate and that the computer was working properly at the relevant 

time.363 

R v. Wood364 also held that computer printouts are admissible as 

real evidence if the computer has worked as calculator. In R. V. Spiby365 

telephone printout from PBX computer was admissible as real evidence. 

The only negative side of computer evidence is that there is possibility 

that aggregation of small errors can make high probabilities of error. Civil 

Evidence Act, 1995 gives a major break through to computer generated 

evidence.366 In case where computerised data-base which contain details 

of transactions, court held that computer data base which forms part of 

362 	 Sec.5, Civil Evidence Act, 1968. 
363 	 Sec.69, Police and Criminal Evidence Act 1984. 
364 	 (1982) 76 Cr. App. Rep. 23. 
365 	 (1990) 91 Cr. App. Rep. 186. 
366 	 Sec 8(1) - where a statement contained in a document is admissible as evidence 

in civil proceedings, it may be proved ­
(a) by the production of the document, or 
(b) whether or not that document is still in exi~tence, by the production of a 
copy of that document or of the material part of it authenticated in such 
manner as the court may approve... 
Sec. 12 - 'document' means anything in which information of any description is 
recorded . . 

'copy' in relation to a document, means anything onto which 
information recorded in the document has been copied, by whatever means 
and whether directly or indirectly. 

183 



the business records of a company, in so far as it contains inform;ltion 

capable 	of being retrieved and converted into readable form, is a 

document.367 Technology has created new ways of keeping business 

records other than bound books. Legislation has also made a way for 

it.368 If an accounting record has been digitally signed, company needs to 

be able to associate the digital signature with a particular person. A smart 

card or PIN is unlikely to solve this problem as the signing will be done 

by artifact and it can sign unauthorised accounting records if it IS ill 

wrong hand.369 

In India, 	although the Evidence Act which generally governs the 

proof in 	civil and criminal proceeding has not yet adopted itself to the 

computer age.370 

367 Derby & Co. Ltd. v. Weldon (1991) 2 All E.R. 901. 
368 Companies Act 1985 -

Sec. 722(1) - Any register, index, minute book or accounting records 
required by the Companies Act to be kept by a company may be kept 
either by making entries in bound books or by recording the matters in 
question in any other manner. 
Sec 722 (2) - Where any such register, index, minute book or accounting 
records is not kept by making entries in a bound book but by some 
other means, adequate precautions shall be taken for guarding against 
fabrication and facilitating its discovery. 

369 Supra note 198 at 159. 
370 • 	 Indian Evidence Act 1872 - Sec.3 - document means any matter expressed 

or described upon any substance by means of letters, figures or marks or 
by more than one of these means, intended to be used, or which may be 
used for the purpose of recording that matter. 
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Records kept in disk, microfilm and other electronic memory 

system are made admissible as evidence in Customs and Excise Laws.371 

The issues relating to amending the Banker's Books Evidence Act so as to 

make computer printouts used in banking transactions, replacing the 

traditional ledgers as primary evidence and including the banker's record 

stored in electronic media within the definition of Bankers Books 

Evidence Act had been examined by the Reserve Bank and the proposals 

• 	 Under the term 1/ document" are properly included all material substances 
on which the thoughts of men are represented by writing or any other 
species of conventional mark or symbol. ­
RATANLAL & DHlRAZLAL, THE LAW OF EVIDENCE (Wadhwa and Company, 
19th ed. 1997). 

• 	 Indian Penal Code - Sec. 29 - The word 'document' denotes any matter 
expressed or described upon any substance by means of letters, figures or 
marks or by more than one of those means, intended to be used or which 
may be used as evidence of that matter. 

• 	 General Clauses Art 1897 - Sec 3(18) - document shall include, any matter 
written, expressed or described upon any substance, by means of letters, 
figures or marks or by more than one of those means, which is intended to 
be used or which may be used for the purpose of recording that matter. 

• 	 The Commercial Documents Evidence Act 1939 - certain commercial 
documents of various kinds are by the practice of merchants accepted as 
evidence and taken as prima facie correct but in a court of law they cannot 
in the absence of consent by the parties, be admitted in evidence without 
testimony as to their genuineness or the correctness of the statement made 
therein. Such documents are not admissible in evidence u/ s 32 or any other 
provision of Evidence Act without further proof. So a party desirous of 
delaying the proceeding can insists on the other side getting commissions 
issued to take evidence as to fact which are for all practical purposes 
sufficiently established by the documents in question. This Act is to 
provide that commercial documents which are accepted as prima facie 
correct in commercial circles may be admitted in evidence without formal 
proof. 

371 	 The Customs and Central Excise Laws (Amendment) Act 1988 - Sec. 138 
Customs Act 1962, Sec.36B Central Excise and Salt Act, 1944. 
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made by Reserve Bank for amending Bankers Books Evidence Act is 

under consideration of Government of India.372 Books, accounts and 

other documents as well as instruments handled by Banks, apart from 

their evidentiary value, have special significance from supervisory 

angle.373 

The legal issues which have emerged due to introduction of 

electronic commerce, reflects the urgency in adopting new laws and 

modifying existing laws and for which revIewIng legislations of other 

countries are utmost necessary. 

372 Supra note 360 at 52. 

373 • 	 Records have to be kept for six years by public company and three years by 
private company. 
Sec. 222, Companies Act 1985. 

• 	 Central Government, through promulgation, prescribed that banking 
companies are required to preserve specified ledgers, registers and other 
records for a period of five to eight years. 

• 	 Banking Companies (Period of Preservation of Records) Rules, 1985. 
• 	 Companies Act, 1956 - Sec 209 (4A) - The Books of account of every 

company relating to a period of not less than eight years immediately 
preceeding the current year, together with the vouchers relevant to any 
entry in such books of account shall be preserved in good order. 
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CHAPTER VI 

LEGISLATIVE INITIATIVES 

With the exploding popularity of the Internet, it is almost a 

requirement that a business have a presence on the Internet. The Internet 

has made electronic commerce one of the most effective and reliable 

methods for conducting business. The emerging information and 

communications network is likely to have an important impact on 

economic development and world trade. The users of inform a tion 

technology must have trust in the security of information and 

communications infrastructures, networks and systems regarding the 

confidentiality, integrity and availability of data on them and in the 

ability to prove the origin and receipt of data. The data is vulnerable to 

sophisticated threats to its security. Ensuring security of data through 

legal, procedural and technical means is fundamentally import national 

and international information infrastructure to exploit their full potential. 

There is need for varied legislative initiatives to manage issues like entry 

to cyberspace, access to cyberspace, hardware and software which 

enables people to access cyberspace or use their own computers to go IIon 

line" and enter cyberspace. Some of the key players in this area includes 

187 




phone companies, regulatory agencies, personal computer companies, 

software companies, Internet service providers, schools, colleges, 

universities, all persons and companies that have established their 

presence on the Internet. 

Existing legal regime is based on paper transaction. Authenticities 

of these transactions are established through signature. In electronic 

environment, when paper and signature have been replaced, legal rules 

are required to define under what circumstances a person can be bound 

in respect of an electronic instruction issued to him. In electronic 

medium, authentication is achieved through safety procedures which are 

based on identification number, call back procedures, encryption, etc. 

From legal perspective, these security procedures are required to be 

recognised by law as substitute for signature. Data integrity, non­

repudiation, evidentiary standards, choice of technology, liability 

standards, contractual freedom, consumer protection, cross border 

recognition of electronically signed documents are some of the issues 

related to electronic authentication which are required to be addressed. 

Most of the electronic and digital signature initiative fall into three 

categories - perspective, signature enabling and criteria based.374 

Based on material downloaded from the website http://www.doe.gov.in. 
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Perspective approach - It seeks to enable and facilitate electronic 

commerce with the recognition of digital signature through a specific 

regulatory framework. It provides licensing scheme, allocates duties 

between contracting parties, prescribes liability standard, creates 

eVidentiary presumption and standard for signature or document 

authentication. 18 states in U.s.A. have considered digital signature law. 

Criteria based approach - It provides broader criteria which may apply to 

digital signature. 11 states in U.s.A. have incorporated the criteria-based 

approach, among whom California, Indiana, Illinois, New Hampshere, 

Rhodes Island, Virginia are some whose name can be mentioned. 

Signature enabling approach - It permits any electronic mark that is 

intended to authenticate a writing to satisfy a signature requirement. 

Massachusetts is representative of this approach. 

VI.l. ARIZONA - Arizona Session Laws 1996 provides that Secretary of 

State shall approve for use by all other state agencies and accept digital 

signature for document filed with the office of the Secretary of State.375 

VI.2. CALIFORNIA - California has adopted legislation on digital 

signature which provides that digital signature shall have the same effect 

as manual signature, it 

Supra note 374. 
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(1) 	 it is unique to the person using it 

(2) 	 it is capable of verification 

(3) 	 it is under the sole control of persons using it 

(4) 	 it is linked to data in such a manner that if the data are changed, 

the digital signature is invalidated. 

(5) 	 it conforms to regulations adopted by Secretary of State. 

Secretary of State shall license Certification Authorities only for 

State agencies, State employees and for individuals who will be 

submitting digitally signed documents to the State.376 

VI.3. CONNECTICUT - General Statutes of COImecticut has provided 

direction to Commission of Public Health and Addiction Services to 

adopt regulation for the use of electronic signature for certain medical 

records.377 

VI.4. DILAWARE - Dilaware enacted legislation in 1996 to allow the use 

of electronic signature with respect to document related to state budget, 

accounting and pay roll policies and procedures.378 

376 Supra note 374. 

377 http://www.mbc.com/legis 

378 Id. 
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VI.S. FLORIDA - Electronic Signature Act 1996 authorises Secretary of 

State to be Certification Authority to verify electronic signature.379 

VI.6. IOWA - It permits electronic signature for voter registration form 

once the State Voter Registration commission shall prescribe by rule the 

technological requirement for guaranteeing the sanity and integrity of 

electronic signature.380 

VI.7. NEW MEXICO- The purpose of Electronic Authentication of 

Documents Act 1996 was to provide a centralised, public electrilnic 

registry for authenticating electronic document by means of private and 

public key system, promote commerce, facilitate electronic information 

and document transaction.381 

VI.S. UTAlI - Utah Digital Signature Act was first to authorise 

commercial use of digital signature. It governs the use of public-private 

key encryption and Certification Authorities. Certification Authorities 

are to be licensed by Utah Department of Commerce. The legislation also 

protects subscriber's private key as property. Utah Senate Bill 1996 

provides certification requirements, procedures, duties, performance, 

379 Supra note 377. 

380 Supra note 374. 

381 Supra note 377. 
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audit, investigation, outlines enforcement responsibilities, provides for 

warranties and obligation of Certification Authorities, specifies signature 

requirements and presumption in adjudication.382 

VI.9. VIRGINIA - Trade, Commerce and Digital Signatures 1996 

establishes regulatory framework for the use of digitized signature. It 

provides basis by which individuals and businesses can electronically 

authenticate business contracts and other agreements exchanged over 

computer network.383 

VI.IO. WASHINGTON - The object of Washington Digital Signature Act 

was to facilitate commerce by means of reliable electronic messages, to 

minimize incidence of forged digital signature and fraud in electronic 

commerce.384 

VI.ll. GERMAN DIGITAL SIGNATURE LAW, 1997385 

The Digital Signature Law is a technical law. It does not deal with 

legal validity of digital signature rather its purpose is to provide 

condition for secure infrastructure for the use of digital signature in 

Germany. 

382 Supra note 377. 
383 Supra note 374. 
384 Supra note 377. 
385 Supra note 377. 
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The purpose of this law is to create general condition for digital 

signature under which they may be deemed secure and forgeries of 

digital signature can be ascertained.386 

The Act defines digital signahrre as a seal on digital data created 

with private signature key, which seal allows to ascertain the owner of 

the signature key and the unforged character of data by using associated 

public key.387 

According to the Act, certificate means a digital attestation 

concerning the attribution of a public signature key to a natural person to 

which a digital signature is affixed.388 

The Act provides that certifier requires license from the authority 

to operate. The license shall be denied if the applicant does not posses 

reliability. The reliability depends on the guarantee that it will comply as 

license-holder with relevant legal requirement. The Authority issues 

certificate for signature key that are used to sign certificates.389 

For issuing certificate, the certifier shall reliably identify the person 

who apply for certificate. It confirms attribution of public signature key 

386 Sec.l, German Digital Signature Law 1997. 

387 Sec.2, German Digital Signature Law 1997. 

388 Supra note 387. 

389 Sec.4, German Digital Signature Law 1997. 
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to an identified person by a signature key certificate. Certifier records 

information regarding applicant's power of representation for third party. 

The certifies takes measures so that data for certificate can not be 

forged.390 

The Act provides that a signature key certificate shall contain name 

of the signature key owner, attributed public signature key, algorithm 

with which public key of signature key owner as well as public key of the 

certifier can be used, number of certificate, beginning and end of 

certifica te' s v alidity, name of the certifier.391 

A certifier can block a certificate if requested by signature key 

owner if certificate was issued based on false information. A certifier 

shall affix a time stamp to digital data upon request.392 

The Act provides that cer'tifier can collect personal data only from 

the concerned person and only if it is necessary for the purpose of 

certificate. This data can be used for other purposes only if it is permitted 

by this law or other law.393 

390 Sec.5, German Digital Signature Law 1997. 

391 Sec.7, German Digital Signature Law 1997. 

392 Sec.8, 9, German Digital Signature Law 1997. 

393 Sec.12, German Digital Signature Law 1997. 
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The Authority can take steps with regard to certifier for ensuring 

compliance with the law. Non compliance with the duty arising under 

law can be ground for refusing license. The validity of certificate shall be 

unaffected by withdrawal of a license.394 

The Federal Government is empowered to promulgate ordinance 

for necessary implementation of the digital signature system.395 

VI.12. UTAll DIGITAL SIGNATURE ACT396 

This Act is to minimize the incidence of forged digital signature, to 

provide reliable authentication of computer based information, to enable 

verification of digital signature on compute based document, to facilitate 

commerce by means of computerised communication.397 

The Act defines Digital Signature as a sequence of bits which a 

person intending to sign creates in relation to a clearly delimited message 

by running the message through a one-way function, then encrypting the 

resulting message digest using an asymmetrical cryptosystem and the 

person's private key.398 

394 Sec.13, German Digital Signature Law 1997. 

395 Sec.16, German Digital Signature Law 1997. 

396 Supra note 377. 

397 Sec.46-3-102, Utah Digital Signature Act. 

398 Sec.46-3-103(10), Utah Digital Signature Act. 
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The Act provides that following presumptions are established by 

digi tal signature399 ­

1) A certificate is presumed to be an acknowledgement of any digital 

signature verified using the public key listed in the certificate if the 

certificate is in the repository and the certificate was not revoked or 

suspended or expired. 

2) A digital signature verified using a public key is presumed to have 

been affixed with the intention of the subscriber to authenticate the 

message and to be bound by the content of the message if the public key 

is listed in a certificate and the certificate was not revoked, suspended or 

expired. 

3) If a signature is time stamped by the division or a recognised 

repository and unless the message otherwise provides, the time stamp is 

prima facie evidence that the time stamped signature took effect as of the 

date and time indicated in the time stamp. 

Regarding the effect of digital signature, the Act has provided that 

a digitally signed document is as valid as if it had been written on 

paper.400 

399 Sec.46-3-101, Utah Digital Signature Act. 
400 Sec 46-3-402, Utah Digital Signature Act. 
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The Act also provides that a digital signature which would make a 

negotiable instrument payable to bearer is void unless the digital 

signature effectuates either a fund transfer or a transaction between 

banks or other financial institutions.401 

According to this Act, a licensed certification authority may issue a 

certificate to a subscriber if402 

(1) 	 the Certification Authority has received a signed request for 

issuance of certificate by the prospective subscriber, and 

(2) 	 the Certification Authority confinns that the prospective subscriber 

is the person identified in the request, he bears a distinguished 

name and he rightfully holds the private key corresponding to the 

public key to be listed in the certificate. 

(3) 	 The Certification Authority confinns that the prospective 

subscribers hold a key pair capable of fixing a digital signature by 

the private key corresponding to public key listed in the certificate. 

The Act provides that, by accepting certificate, issued by a licensed 

Certification Authority, the subscriber identified in the certificate .\ 

401 	 Sec.46-3-403, Utah Digital Signature Act. 
402 Sec.46-3-302, Utah Digital Signature Act. 
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assume the duty to exercise reasonable care in retaining control of 

the private key and keeping it confidentially.403 

The Act provides duty of the licensed Certification Authori ty in 

issuing Certificate.404 By issuing certificate, a licensed Certification 

Authority warrant subscriber named in the certificate that certificate 

contains no information known to the Certification Authority to be false. 

Licensed Certiiication Authority, in absence of contract to the contrary, 

can suspend certificate for 48 hours.405 It can also revoke certificate after 

reviewing the request of revocation by the subscriber.406 A certificate 

expires on the date mentioned in the certificate which is generally three 

years from the date of issuance.407 

VI.13.GEORGIA ELECTRONIC RECORDS AND SIGNATURE ACT, 

1998408 

This Act is to promote the development of electronic government 

and electronic commerce. 

403 Sec.46-3-303, Utah Digital Signature Act. 
404 Sec.46-3-304, Utah Digital Signature Act. 
405 Sec.46-3-305, Utah Digital Signature Act. 
406 Sec.46-3-306, Utah Digital Signature Act. 
407 Sec.46-3-307, Utah Digital Signature Act. 
408 Supra note 377. 
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The Act defines electronic signa ture as electronic or digital method 

executed or adopted by a party with the intend to be bound by or to 

authenticate a record which is unique to the person using it, is capable of 

verification, is under the sole control of the person using it and is linked 

to data in such a manner that if the data are changed, electronic signature 

is invalidated. 

lbis Act also provides that where a person or other entity accepts 

or agrees to be bound by an electronic record, then any rule of law which 

requires a record of that type to be in writing shall be deemed satisfied 

and any rule of law which requires a signature shall be deemed satisfied. 

According to this Act, a person whose electronic signature is used 

in an unauthorised fashion, may recover or obtain any or all of the 

following against the person who engaged in such unauthorised use 

provided the use of such electronic signature is an unauthorised fashion 

was negligent, reckless or intentional - (1) actual damages, (2) equitable 

relief, (3) punitive damages, (4) reasonable attorney's fee and expenses, 

(5) any other relief which the court deems proper. 
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VI.14. SINGAPORE ELECTRONIC TRANSACTION ACT, 1998409 

This Act provides a framework for the legal recognition and usage 

of electronic signature, digital signature, electronic records. This is to 

facilitate electronic commerce, electronic filing of document with 

government agencies, minimize fraud and forgery in electronic record 

and to promote the use of electronic signature to give authority to 

electronically transmitted document. This Act is modelled on UNCITRAL 

MODEL Law on Electronic Commerce, Illinois Electronic Commerce 

Security Act and Utah Digital Signature Act. 

The Act has defined Electronic signature as any letters, characters, 

numbers or other symbols in digital form attached to or logically 

associated with an electronic record and executed or adopted with the 

intention of authenticating or approving the electronic record. 

Regarding the effort of electronic signature, the Act provides that 

when the law requires a signature or provides for certain consequences if 

a document is not signed, electronic signature satisfies that rule of law. 

However, it also provides that electronic signature is not valid for use in 

wills, negotiable instruments, transactions involving immovable property 

interest or document of title. 

Supra note 377. 
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According to this Act, Certification Authorities are to be regulated 

by an appointed Controller of Certification Authorities who will be 

responding for licensing, certifying, monitoring certification activities. If 

a licensed Certification Authority conforms to the requirement of the Act, 

it shall not be liable for any loss due to reliance on a false or forged digital 

signature and shall not be liable for any amount in excess of the 

recommended reliance limit. 

VI.lS. UNCITRAL MODEL LAW ON ELECTRONIC COMMERCE410 

This law is a step towards providing a broader idea of legislation 

on electronic commerce - the area which desperately needs a legal regime 

because the existing legal framework is unable to adopt electronic 

commerce system. 

Interestingly, this Law clearly mentions the area of its application. 

It provides that the law applies to any kind of information in the form of 

data message used in commercial activities.411 Here the expression 

"commercial" as matters arising from all relationship of commercial 

nature, whether contractual or not. Relations of commercial nature 

includes but not limited to the following transactions - any trade 

410 Full text of the Mddel Law is given in ANNEXURE-I. 
411 Art.1, UNCITRAL Model Law on Electronic Commerce. 
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transaction for the supply of or exchange of goods or services, 

distribution agreement, commercial representation or agency, factoring, 

leasing, invesbnent, financing, banking, insurance, exploitation 

agreement, joint venture and other forms of industrial or business 

corporation, carriage of goods or passengers by air, sea, rail or road. 

The law defines 'data message' as information generated, sent, 

received, stored by electronic, optical or similar means including but not 

limited to ED!, e-mail, telegram, telex and telecopy.412 

This law serves a very positive role for facilitating electronic 

commerce by removing the uncertainty caused by electronic medium of 

communication. It provides that information shall not be denied legal 

validity, solely on the ground that it is in the form of data message.413 

The requirement of existing legal regime to be of certain things in 

writing, signed and original which stand as obstacle for implementation 

of electronic commerce are satisfied by this law, if they are in data 

message form.414 

412 Art.2, UNCITRAL Model Law on Electronic Commerce. 

413 Art.5, UNCITRAL Model Law on Electronic Commerce. 

414 Art.6, 7, 8, UNCITRAL Model Law on Electronic Commerce. 
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This law also facilitates electronic commerce by recognising 

evidential weightage of data message and validity of contract, formed by 

means of data message.415 

This law provides that despatch of data message occurs when it 

enters information system outside the control of originator. The receipt 

of data message takes place, if addressee has designated an information 

system then at the time data message enters designated information 

system, if data message is sent to an information system which is not 

designated by addressee then at the time when data message is retrieved 

by addressee, if addressee has not designated an information system then 

at the time when data message enters information system of ' the 

-- addressee.416 

To facilitate electronic commerce, the Law recoglses that any 

transport document in case contract on carriage of goods can be in the 

form of data message.417 

415 Art.9, 11, UNCITRAL Model Law on Electronic Commerce. 

416 Art.IS, UNCITRAL Model Law on Electronic Commerce. 

417 Art.17, UNCITRAL Model Law on Electronic Commerce. 
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VI.16. INFORMATION TECHNOLOGY BILL, 1998418 

The object of the Bill is to provide provisions for the security and 

use of electronic transaction. 

The Bill defines electronic signature" as any letters, characters, U 

number, other symbols in digital form attached to or logically associated 

with the intention of authenticating or approving the electronic record.419 

The Bill also defines /I digital signature" as electronic signature 

consisting of a transformation of an electronic record using an 

asymmetric cryptosystem and a hash function such that a person having 

the initial untransformed electronic record and the signer's public key, 

can accurately determine (a) whether transformation was created using 

the private key that corresponds to the signer's publiC key and (b) 

whether initial electronic record has been altered since the transformation 

was made.420 

The Bill provides that provisions regarding electronic records, 

signature and electronic contract will not apply in case of will, negotiable 

418 Full text of the Bill is given in ANNEXURE-J. 

419 Sec.2, Information Technology Bill, 1998. 

420 Sec.3, Information Technology Bill, 1998. 
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instrument, contract for sale of immovable property and interest in such 

property, conveyance of immovable property, document of title.421 

According to the Bill, information shall not be denied legal effect, 

valiq.ity or enforceability solely on the ground that it is in the form of 

electronic record. A duplicate of a computer program or computer data 

file which is produced by the same impression or in the same matrix or 

by mechanical or electrical recording, shall be admissible in evidence as 

original.422 

The Bill provides that where law requires information to be in 

writing or signed. This requirement is satisfied by electronic document 

and electronic signature. Even where law requires certain documents be 

retained, such requirement can be satisfied by retaining them in 

electronic form if the document is accessible for subsequent reference and 

if it is retained in the format in which it was originally generated and if it 

identifies origin and destination of electronic record and data and time 

when it was sent and received.423 

421 Sec.4, Information Technology Bill, 1998. 

422 Sec.6, Information Technology Bill, 1998. 

423 Sec.7, 8, 9, Information Technology Bill, 1998. 
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According to this Bill, network service provider shall not have civil 

or criminal liability for any material in electronic form to which it has 

only provided access if the liability is based on making, publication, 

dissemination, distribution of such material.424 This will not affect 

obligation based on contract or license. 

The Bill provides that where electronic record is used in formation 

of contract, that contract shall not be denied legal validity or 

enforceability on the sole ground that electronic record is used for thiS.425 

The Bill also contains prOVISIOns regarding acknowledgement of 

recei pt. 426 

Regarding time and place of despatch and receipt, the Bill provides 

that, in absence of contract to contrary, despatch of electronic record 

occurs when the electronic record enters information system outside the 

control of originator. Receipt of electronic record takes place, in case 

addressee has designation information system, when electronic record 

enters that designated information system and if the record is sent to 

other information system which is not designated then receipt occurs 

424 Sec.l0, Information Technology Bill, 1998. 

425 Sec.11, Information Technology Bill, 1998. 

426 Sec.14, Information Technology Bill, 1998. 
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when the addressee retrieves it and if the addressee has no designated 

information system, receipt occurs when electronic record enters 

information system of addressee. Unless there is contract otherwise, 

electronic record is deemed to be despatched and received at a place 

where the originator and addressee has place of business respectively.427 

The Bill provides a presumption that in absence of contrary 

evidence, information listed in a certificate provided by licensed Certified 

Authority is correct.428 

According to the Bill, in absence of contrary agreement, if a person 

relies on digitally signed electronic record, he assumes the risk that 

digital signature is invalid as a signature to authenticate the content of 

electronic record if reliance on digital signature is not reasonable.429 . 

The Bill prOVides punishment in terms of fine and imprisonment 

for publishing certificate for fraudulent purpose or making false request 

for certificate or suspension, revocation of it.43o 

As per the terms of the Bill, a Certification Authority may issue 

certificate to a prospective subscriber if it has received a request for 

427 Sec.15, Information Technology Bill, 1998. 
428 Sec.21, Information Technology Bill, 1998. 
429 Sec.22, Information Technology Bill, 1998. 
430 Sec.25, 26, Information Technology Bill, 1998. 
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msurance and certification practice statement, complying with all 

procedures and practices. It also provides for revocation and suspension 

of certificate by Certificate Authority.431 

The Bill provides that by accepting certificate issued by 

Certification Authority, the subscriber assumes a duty to exercise 

reasonable care to retain control of private key, corresponding to public 

key listed in the certificate.432 

The Central Government shall appoint Controller of Certification 

Authority for the purpose of licensing, certifying, monitoring, overseeing 

activities of Certification Authority. The Central Government may make 

regulations for the purpose of ensuring quality of repository and the 

service they provide.433 

The Bill provides that any department or ministry of Central 

Government, State Government, statutory corporation under Central and 

State Govermnent which accepts filing of document, issue permit or 

license, provides for method and manner of payment, may do all these in 

electronic forrn. 434 

431 Sec.29, 31, 32, Information Technology Bill, 1~ 
432 Sec.39, Information Technology Bill, 1998. 
433 Sec.46, Information Technology Bill, 1998. 
434 Sec.47, Information Technology Bill, 1998. 
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The Bill also confers power to Controller of Certificate Authority to 

give direction for compliance with the provision of the Act, to investigate 

and to access to data and computers.435 

District Court of Magistrate shall have jurisdiction to hear and 

determine all offences under this Bill and to impose full penalty or 

punislunent.436 

The Bill, in detail provides situations which amount to computer 

crime and provides for the punislunent for that.437 

Interestingly, the bill provides that the provisions regarding 

computer crime shall apply to every body irrespective of nationality, 

citizenship, place of occurrence of crime whether within India or 

outside.438 

The Bill has removed legal impediment regarding evidential 

weightage of computer output by providing that computer output shall 

be admissible as evidence if there is no reasonable ground to believe that 

the computer output is incorrect because of improper case of computer 

435 Sec.51, 52, 53, Information Technology Bill, 1998. 
436 Sec.58, Information Teclmology Bill, 1998. 
437 Sec.63-66, Information Teclmology Bill, 1998. 
438 Sec.67, Information Teclmology Bill, 1998. 
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and computer was all along working property.439 Any certificate 

identifying computer output and describing the manner in which it was 

produced, shall also be admitted as evidence.44o 

Proposed amendment in Evidence Act ­

- new Sec.67(2) - this section shall not apply in case of electronic 

record and electronic signature under LT. Bill. 

- new Sec.3(f) - Electronic Document/Data/Record/Data Message 

information generated, sent, received, stored by 

electronic, optical, computer or similar means 

including but not limited to EDI, e-mail, telegram, 

telex or telecopy. 

Thls same explanation IS to be inserted after 

Sec.63(5) and Sec.74(1)(iii) of Evidence Act441 and 

after Sec.29 of Indian Penal Code,442 Sec.3(18) of 

General Clauses Act.443 

439 Sec.70, Information Technology Bill, 1998. 
440 Sec.71, Information Technology Bill, 1998. 
441 Sec.74, Information Technology Bill, 1998. 
442 Sec.75, Information Technology Bill, 1998. 
443 Sec.76, Information Technology Bill, 1998. 
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The Bill provides for detailed provision for amendment in Reserve 

Bank of India Act to implement Electronic Fund Transfer System.444 

Proposed amendment in Bankers' Book Evidence Act 1891.445 

Sec.2(3) - bankers' book includes ledgers, day books, 

account books and other records used in ordinary 

business of bank whether records are kept in 

written form or in micro film, magnetic tape, any 

other form of mechanical or electronic data 

retrieval mechanism. 

Sec.4(2) - Any entry in Bankers' book shall be deemed to be 

primary evidence of such entry and such bankers' 

book is document under Sec.62 of Evidence Act. 

A notification IS required under Sec.58 of R.B.!. Act for EFT 

system.446 

The Bill provides for Regulation for Reserve Bank EFT system. 
I 

These foreign legislations and India Bill reflect features of law in 

digital age. 

444 Sec.77, Information Technology Bill, 1998. 
445 Sec.78, Information Technology Bill, 1998. 
446 Sec.79, Information Technology Bill, 1998. 

" 
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The rapid development of electronic commerce is making a new 

era of global communication and trade. Electronic commerce has 

implications for many facets of economic and social life because it has the 

potential to fundamentally change the way commercial transactions, 

business of government, delivery of services and host of other 

interactions conducted. How these changes will impact upon law is to be 

addressed. The extent to which existing laws needed to be updated to 

adopt electronic commerce is to be pointed out. 
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CONCLUSION 


The virtues of the Internet revolution have been widely 

documented in the popular press. Through widely recognized success 

stories, it is readily exhaled that businesses of every kind have found that 

communicating through the World Wide Web is a great way to get 

information to customers/consumers, suppliers, associates or investors. 

More recently, the focus has been on Internet technology applied 

internally to organizations. These so-called "intranets" promise to 

dramatically improve the inner-workings of an organization and 

fundamentally transform it. To keep pace with competitors, they are now 

faced with a significantly more complex world of computing processing 

power and global communications which implies potential new business 

opportunities and a shifting business paradigm. 

To compete in the global marketplace, it is essential for firms to 

pipeline partners (a concept known as business-to-business marketing) as 

well as end-use consumers known as consumer-direct or business-to­

consumer marketing. 

Electronic commerce, an emerging business tool, provides genuine 

opportunities for both marketing objectives. It is defined as the use of 
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telecommunications networks for the purpose of linking organizations 

and/ or individuals who engage in some form of computer-mediated 

commercial trading relationship. Electronic commerce has made major 

break through in governmental activities through e-governance. The 

business community is convinced of the importance of this technology as 

an indispensable tool, but it is also apprehensive about the technology. It 

needs to better understand how the Internet will impact its market, 

industry and company and how it can be used as a business tool. 

Electronic commerce takes place in a marketplace where all parties 

involved in a transaction can satisfy their needs electronically. In the past, 

some technically savvy organizations linked their computer systems with 

others through private or commercial networks and conducted business 

electronically. However, this would not qualify as electronic commerce 

since the electronic business capability was limited to a select group in 

the market place. 

The Internet is making true electronic commerce a reality. It 

provides an open, ubiquitous, and affordable means to carry out business 

electronically for all participants in the market. For instance, the Web has 

embraced into the electronic marketplace many organizations and 

individuals with little or no technical knowledge and with very limited 
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resources. An increasing number of companies are establishing a 

on the Web. 

Informational use of the Web is the most widely implemented 

Internet application. Studies indicate that over 90 of companies 

with a Web use it to provide product and marketing information. 

Companies can use Web to provide a variety of information: 

marketing, public relations, annual reports, stockholder 

information and even position announcements. Unlike traditional 

information media, companies can easily change the content or adjust the 

level of depth and brandwidth of information at a moment's 

Using the Web to provide product and marketing information 

only transitory and companies eventually want to sell products and 

directly to customers over the network 

Business community slowly corning out of the reluctancy of 

using Internet for money or payment information. 

development in cryptography and companies Digicash Inc. and 

Cybercash who offer secured digital cash are mainly 

responsible this transform a tion. 
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Transactional Webs support customer-direct dealings and other 

activities that ultimately result in the transfer of money. 

Technical concerns, such as the perceived lack of security and 

arduous cormectivity to corporate databases, have only recently been 

replaced with confidence in electronic commerce proponents. Security 

had been considered the most troublesome issue for on-line transactions. 

A great deal of technical progress, such as encryption algorithms, 

firewalls and electronic fingerprints, has taken place to make the 

electronic marketplace a safe place to buy and sell. 

Certain, unambiguous and well settled legal regime always act as 

impetus to the growth of business activities. Electronic commerce poses 

real threat to the existing legal regime as the age-old legal system is no 

way in a position to adopt electronic commerce. It is high time to realise 

the implication of electronic commerce on existing legal regime and give 

a face lift to it by amending the inconsistent laws and enacting new laws. 

While rapid development time and low entry cost are the most 

common lure for initially going on-line, companies should expect and be 

prepared for changes and impacts that electronic commerce will 

eventually bring to the market place. The open and global nature of the 
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(7) To harmonise law governing electronic commerce. 

(8) To facilitate cross-border recognition and enforcement of electronic 

transactions and signatures. 

C. RECOMMENDATION 

(1) 	 A data message should satisfy any requirement for information to 

be in writing. 

(2) 	 Legislation should give legal effect to electronic signature subject 

to certain minimum standard. 

(3) 	 A provision allowing data message to satisfy requirement for an 

original should be enacted subject to the requirement about 

integrity of data message. 

(4) 	 A provision is required to deal with admissibility and evidential 

weight of electronic document. 

(5) 	 Record retention requirement should be same for information in 

paper or electronic form. 

(6) 	 Legislation should contain a provision that removes uncertainty 

regarding the use and validity of data message in contract 

formation. 

(7) 	 The time of dispatch of data message should be the time when the 

data message entering an information. 
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(8) 	 For facilitating implementation of electronic commerce, 

UNCITRAL Model Law on Electronic Commerce should be 

implemented with immediate effect. 

D. TASK AHEAD 

1. 	 Steps to transform Information Technology Bill into an Act, as it 

gives effect to substantial part of UNCITRAL Model Law on 

Electronic Commerce. 

2. 	 Information Technology Bill needs amendment as it is not 

applicable to negotiable instrument and thus creating obstacle for 

digitalisation of negotiable instrument. 

3. 	 Electronic Document/Data/Record/Data Message - information 

generated, sent, received, stored by electronic, optical, computer or 

similar means including but not limited to EDI, e-mail, telegram, 

telex or telecopy. This same explanation is to be inserted after 

Sec.63(5) and Sec.74(1)(iii) of Evidence Act and after Sec.29 of 

Indian Penal Code, Sec.3(18) of General Clauses Act. 

4. 	 Bankers' book includes ledgers, day books, account books and 

other records used in ordinary business of bank whether records 
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are kept in written form or in micro film, magnetic tape, any other 

form of mechanical or electronic data retrieval mechanism. This 

change is required in Sec.2 of Bankers' Book Evidence Act. 

5. 	 Any entry in Bankers' book shall be deemed to be primary 

evidence of such entry and such bankers' book should be regarded 

as document under Sec.62 of Evidence Act. 

6. 	 Sec.4 of Proposed Electronic Fund Transfer Act is required to be 

brought into force immediately as it prohibits organising, 

promoting and operating EFT system without prior authorisation 

of RBI. 

7. 	 Sections dealing with consumer protection of Proposed tlectronic 

Fund Transfer Act are required to be enacted. 

8. 	 To give effect to following draft bills provided by Shere 

Committee. 

(a) Draft EFT Act (ANNEXURE - K) 

(b) Draft Amendment to RBI Act (ANNEXURE - L) 

(c) Draft Amendment to Bankers' Book Evidence Act 

(ANNEXURE - M) 


(d) Draft RBI (EFT) Regulation. (ANNEXURE - N) 
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9. 	 Amend RBI Act to bring organisations issuing e-cash under control 

of RBI by asking them to keep an account with RBI so that RBI can 

keep track of their activity and to make e-cash legal tender. 

10. 	 Amend Negotiable Instrument Act to make e-cash negotiable 

instrument. 

11. 	 Amend Trade and Merchandise Marks Act to include service mark. 

12. 	 Trade and Merchandise Marks Act needs amendment so that 

Trademark holder shall get pre-emptive right over domain name. 

13. 	 Copyright Act needs overhauling reappearance to control 

copyright violation over Internet. 

14. 	 Indian Telegraph Act needs amendment to implement encryption 

system as a tool for security and confidentiality. 

E. FURTHER SCOPE OF RESEARCH 

Implication of Electronic Commerce on other laws like a) Insurance 

law, b) Data Protection law, c) Securities Transaction law, d) Tax law, 

specially VAT, e) Competition Law, f) Criminal Law provides further 

scope of research. 
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43) 	 Mid-America Payment Exchange, http://www.mpx.org 
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http://www.napanic.org/index.html 

45) 	 Price Waterhouse Predicts Explosive E-Commerce Growth, 
http://www.intemetnews.com/ec-news/1998/03/2601-pw.html 

46) Software Publishers Association, http://www.spa.org 

47) 	 Special Issue on Electronic Commerce, 
http://www.usc.edu/dept/arminberg/vol1/issue 3/ 

vol 1 no 3.html 


48) 	 Steward A. Baker, International Developments Afficting Digital 
Signatures, October 1997, http://www.steptoc.com/ 
web.doc.nst/ law+s+ The+ Net-All/ All 

49) 	 Telecom Information Resources on the Internet, 
http://www.spp.umich.edu/telecom-info.html%od 

50) 	 The American Telemedicine Association, 
http://www.atmeda.org/ index.html 
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http://www.acepii.com 
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63) 	 U.S. Department ofCommerce ­
http://www.doc.gov/ecommerce 
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Commerce) 
http://www.ntia.doc.gov (National Telecommunication and 
Information Administration) 
http://www.uspto.gov (Patent and Trade Mark Office). 

64) 	 U.S. Government Statistics, http://www.fedstats.gov 

65) 	 U.S. International Trade Statistics, http://www.census.gov/ 
foreign-trade 

66) 	 Uniform Code Council, Inc., http://www.uc-council.org 

67) 	 United Nations Commission on International Trade Law, 
http://www.un.or.at/uncitral 

68) United States Trade Representative, http://www.ustr.gov 

69) Utah Digital Signature Development Program, 
http://www.commerce.state.ut.us/webcommerce/ digsig/ 
dsmain.htm 

70) 	 Web Commerce: A Tempting Target for Tax Collectors, 
http://www.house.gov/cox/Nettax/web.commerce.htm 

71. 	 World Trade Organisation, http://www.wto.org. 
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Table 2: Access to the Teleco,nmunication Infrastructure, Selected Countries, 19961 

Country Telephones Fax Cable TV Personal Internet 
per 100 
Inhejbitants 

per 100 
Inhabitants 

her 100 
ouseholds 

c0mputers 
per 100 

hosts 
per 100 

Inhabitants Inhabitants 
Industrialized countries: 

Australia 4r) " 2.5 ~1.2 2.81 
Canada 5" -. , 2.4 19 .0 2.01 
Finland 5S ': 2.4 27 .0 18.1 5.52 

France 5L! / 2.7 3.0 15.1 0.42 

Germany 
~ 42~ 1.8 31.0 18.2 0.87 

Italy 
/ 

./ 41.') 2.2 9.2 0.26 

Japan 47.8 6.8 12.8 0.59 

Netherlands 50 .9 2.9 84 .1 23 .2 1.74 

Sweden I 68.1 3.4 43.0 21.3 2.61 

United Kingdom 48.9 2.4 2.0 18.0 1.00 

United States 59.5 7.3 59.0 36.4 3.80 

Developing and transition countries: 

Argentina 14 .1 0.1 2.4 0.04 

Brazil 7.·1 1.8 0.05 

Chile 11.1) 3.7 0.10 

China 2.3 0.0 
\ 

\ 0.3 0.00 

Hong Kong, China 54 () 4.3 15.1 0.78 

India 1 I 0.0 0.2 0.00 

Indonesia 1.3 0.0 OS 0.01 

Korea (Rep. of) , 30 :i 0.8 13.2 0.15 

Mexico r. 2 2.9 0.03 

Poland 1) i 0.1 3.6 0.14 

Russia 16 2 0.0 2.4 0.05 

Singapore 45.5 21 .7 0.95 

South Africa 9.1 0.2 3.9 0.24 

Turkey 20. 1 1.4 0.02 

Selected country groups: 

EU 47.6 2.2 20.5 15.1 0.79 

OECD 44 .6 3.5 18.1 1.43 

Non-OECD 0.8 0.02 

WORLD I' S 0.7 4.3 0.28 

I Or closest year available. 
501lfCC5,' ITU, "ChilllenCJes for the Netwol~ " 1997il; OECD, "Iniormiltioll lnlrilsllllctures : Their Impilct ilnd l1eu"ldtory Rl'CJllirerncnt s", 1997~; lJNDP, "UN 
Ilullliln Dcvelopment Reporl", 1997. 
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Table 1.1. Technical Innovations Very Likely 1967-2000 

Inexpensive design nnd procurement of "one of a kind" items through usc of 
computerized analysis and automnted production [mass customization!] 

Extensive and intensive centralizntion (or automntic interconnection) of current and 
past personal and business information in high-speed data processors 
[databases/legacy systems!] 

Automatcd universal (realtime) credit, audit and hanking systems IATMs'] 

Simple inexpensive home video recording and playing 

Inexpensive high-capacity, worldwide, regional, and local (home and business) 
communication (perhaps using satellites, lasers, and light pipes) (fiber optics'] 

Practical home and business usc of "wired" video communication for both telephone 
and TV (possibly including retrieval of taped material from libraries or other 
sources) and rapid transmission and reception of facsimiles (possibly including 
news, library material, commercial announcements, instantaneous mail delivery, 
other printouts, and so on) 

Pervasive business use of computers for the storage, processing, and retrieval of 
information 

Shared time (public and interconnected?) computers generally available to home and 
business on a metered basis 

Other widespread usc of computers for intellectual and professional assistance 
(translation, teaching. literature search, medical diagnosis. traffic control, crime 
detection, computation, design, analysis and to some degree as intellectual 
collaborator generally) 

Personal "pagers" (perhaps even two-way pocket phones) and other personal 
electronic equipment for communication, computing, and data processing [cell 
phones!] 

Direct broadcasts from satellites to home receivers 

Inexpensive (less than $20), long lasting, very small battery operated TV receivers 

Home computers to "run" household and communicate with outside world 

Inexpensive (less than one cent a page), rapid high-quality black and white 
reproduction; followed by color and high-detailed photography reproduction­
pcrhaps for home as well as office use 

Conference TV (both closed circuit and public communication system) 

Source: Adapted from Kahn and Wiener (1967), Tire Year 2000, New York, NY: The 
Macmillan Company, pp. 52-56. 



O'l Table 1: Eledronic Commerce: Features of Main Instruments 
/ 

Elements of commercial transaaion Technical Features Ease of Access 

Elements which One versus multi Type of data "Interaaive" Communication Start-up Operating Start-up Capacity User-
can be conduaed step transaaion 1 transmitted potential potential costs for costs for costs for (band-width) friendly 

"consumers' consumers " producers" problems 

Standard telephone (Produaion), Multi2 Voice3 Yes one-one4 Low (phone Depends on Low (phone) No issue Yes 
advertising, + conneaion phone + conneaion 
purchasing, charge) charges charge) 
payments, 
(distribution) 

rac.simiit:? Aovt:I-,,~ill~, Multi Data/text, ~;o or: ). :~- i,~')derate Depends on Moderate No issue Yes 
purchasing, image (fax machine phone (fax machine 
payments, + conneaion charges + conneaion 
distribution charge) charge) 

Television Advertising, Multi Voice, image No one-many Moderate Low High (studio, No issue Yes 
consumption, (television + equipment. etc.) 
(payments)6 possible 

,,---­
,/ 

conneaion 
charge) 

ATM, credit + Payments Multi Data/text No one-one Low (card) Low (free or Moderate to No issue Yes 
debit cards, smart small fee) high (ATM 
cards machine, agio) 

Elearonic data Advertising, Multi Data/text N08 one-one High (equipment Depends on High (equipment Potential No 
interchange (EDI)? purchasing, one-many + various - line charges + various bottlenecks in 

payments conneaion costs) conneaion costs) combination 
with Internet 

Internet and online Produaion, One or multi Data/text, Yes one-one Moderate (PC, Depends on Significant one-off Potential Not yet 
services advertising, image, voice one-many modem, possible line and service costs for website bottlenecks always 

purchasing, (= multi media) many-many conneaion charge) charges (but typically lower 
r:·:;YiT·2n t.: , ~ than "real" ShOp)10 
distribution 

I Advertising, purchase, payment and distribution possible in one step. 

2 One-step transactions are possible, e.g. in telephone banking. More sophisticated phone applications are emerging, including telephone conferencing, video conferencing and data transmission. 

J Telephone video conference allows image transmission. 

4 Telephone conferences and telephone vid~o co~ferences allow communication from one to many people. 

, Can also be one-many, e.g. via fax mailing lists. "-. ._. - ­

For example, video channels in hotels. 
., AtJNCXUR.E-C 

7 Traditional EDI with own •hub and spoke' network. 
8 But automatic qua;i-interactive transactions possible. 
9 Today mostly in combination with credit card. 
10 Technology integration, e.g., with existing payment systems, in banking, can be costly too. 

.. _ _ .l.... ___ _ --'­



Table 7.1. Electronic Connections between Retailers and Customers: 
Examples by Medium and Type of Customer Connection 

Types of Customer Connections 
Product and Store Answer Refer to Persuasive or Purchase Feedbacle and 

Electronic Medium lnfonnation Customer Queri .. Other Media Image Advertising Transactions Market Research 

- World Wide Web Amazon Books. AA . Powell ' s Bookstore PBS posts Samsung on Yahoo Best Western Commun ications 
(WWW) Delta Airlines transcripts of TV Hotels W..k: on-line 

specials; MSINBC subscription qualif. 
• Oo·tine services Public librari .. Compaq: user BofA cosponsors Many vendors on 

suppon over swtup disk with AOL AOL. Compuserve 
Compuserve 

- Electronic kiosks ; !Ice.. Nordstrom. Mall games refer 
Arcade games Barnes & Noble lo gQJTle reviews 

on WWW 
- Phone/voice-based Radio stations: free 800 numbers AT&T links T elemarkeli ng Phone surveys. 

info servi ces eellular calls WWW and viewer polls 
telephone 

- PagerslBeepers Pepsi 

-eD-ROM Bill Gates' Th. 
Road Ahead refers 
to MS slw products 

- TelevisionlRadio Local video networks W0ta: URL on Almost all retailers 
beamed to food coun ads; NPR 

Music Resource 

- A TM Machines Banks Vis.. MC. Amex 
- Video Phonesl Ne~ 

Conferencing. 
Whiteboards 

- Agents Bargainfinder E-mail surveys 

- E-mail. Usenet. B&Bs Idealist 
Ustservs 

- Vinual Reality Vinual "walle-thru" 
real estate propenies 

- Smart Cards. Phone cards Phone cards . 
Digital debit cards 
Signatures. 
EIC!:iIllcic 'l'lallCl! 

.. _-----	 .--------- ­

Continued 

Types of Customer Connections 

Increased FrequentlPreferred Connect Customers Contestsl Persooal Shopping Ameliorate 
Electronic Medium Selection Buyer Clubs with Each Other lie-ins Services Waiting lime 

KVO ' s 
- World Wide Web Music GM Saturn "Where's 

(WWW) Boulevard Lexus Di vision Pierre" Nordstrom AA. Delta 
• Oo-Hoc services Easy-SABRE 

Valley View Center 
-	 Electronic kiosks; Sman Shoppers 

Arcade games Club (Dallas) 

- Phone/voice-based 
info services 

900 numbers 

- PagersIBeepers 	 Pepsi. Videoland Restaurant.s beep 
beeper giveaways when table is ready 

o CO-ROM 

WIUller. Disney 
o TelevisionIRadio 	 stores 

o A TM Machines 	 All banks 
o 	 Video Phonesl 

Conferencing. 
White boards 

o Agents 

- E-mail. Usenet. 	 Newsgroups for users ~ Ustservs of product X 	 0­

o Vinual Reality 	 n c 
- Smart Cards. '" 0'Digital 	 Phone cards : "No 3Signatures. fumbling for 


Electronic Walleu change" ;;J" 
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---:', - Busy, busy, busy! Here are recent additions to our 
evolving portfolio, Looking for something not so new? 

Tdke a look at the What's New archives, Remember too, that all wines 
get a ten percent discount on twelve or more bottles. 

Pinot Noir is perhaps the most sensual of red wine grapes. This 
sampler includes three fine Pinots, one from Mendocino County, one 
[rom Santa Barbara County and one from, of all places, New Zealand's 
South Island . 2/ 1/99 
• Hcnvcnly Pinot $56.00 

Few wines are as irresistahle as tlte tine dessert willes of the world, 
and I'ew are as seULIctive. This sampler includes three of our current 
favorites, two from France and one ('rolll California. 2/ 1/99 
• Swcct 011 You $55.00 

No wine has been as long associated with romance as Champaglle. 
This sampler includes three fine bubblies, one from Limoux in 
Southern France, one from Champagne, and one from California's 
Sonoma County. 2/1/99 
• Bubble '{our Pleasurc $52.00 

The" lIose" (fancy wine geek word for smell ;» on this lovely, crisp 
white wine reminded me orripe comice or bartlett pears ... 1/29199 
• 1997 Willakcnzic Estate Pinot Gris, Willamctte \/nllcy $14.95 

Bright, red herry Ilavors and modcratc tannins make up the signaturc 
of this dependable red. A real crowd pleaser. 1/29/99 
• 1995 Robert Mondavi "Coastal" Zinfandel. NOl1h Coast $10.50 

Sanvigllon Blancs from Marlborough are famous 1'01' their assertive, 
zippy personality, and this wine is a perfect exemplar of the style. 
1/20/99 
• 19()8 Allan Scott Sauvignon Blanc, Marlborough, Ne\v Zealand 
$13.95 

A medium-bodied, juicy Chardonnay with bright pincapple/citrus 
fruit and a kiss of sweet oak. The quality ofMarlborollgh grapes really 
shines! 1/20/99 
• 19<)7 ;\11,111 Scott Chart!\.lnnav, Marlborough, New Zcalanu $14.95 

1 !!is charming Riesling delivers a mouthful ofstone fruit and lime 
zest navors with a crisp, refreshing finish. Pretty hard to resist! 1120199 
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. "-:. l This guide lets YOll know wh,)l to expect when you place an 
~~8 order and helps you streamline the process. YOLI might want b

to print this pageso that you can refer to it as you are 
ordcring. 

Creating a Personal Account 

You can streamline ordering by creating an account with us. There are 
many benefits to having an account (and it's free): 

• 	 When you sign in to your account hefore placing an order, your 
billing and shipping information will automatically appear on the 
order form. 

• 	 You can keep credit carel information securely on file with us to 
expeditc ordering. 

• 	 You can review your purchase history and cnter your own tasting 
notes for future reference. 

• 	 You can keep a list or friends and husiness associates and thei'r 
addresses on file for easier gift giving . 

Of course, having an account is completely optional; you can still order 
whether you have an account or not. 

Selecting What You Want 

Start by browsing through the Wille Shop, Food Shop, and Gin Shop. 
lfthere is a check hox next to an item or items that you are interested 
in, sclect the boxes and click the Put in Shopping Cart icon. I r therc 
is no check box, just click the Put in Shopping Cart icon. You can 
browse the Wine, Food, and Gift shops as much as you like before you 
placc your ordcr; our soltware will remcmber all orthe itcms that you 
have chosen. When you are ready to order, follow the Shopping Cart 
link at the top or bottom of any page. 

Selecting Shipping Destination 

When you put the first item in your shopping cart, you will be asked to 
choose a shipping dcstination. Allcr you choose the dcstination, you 
may continue shopping or proceed with ordering by clicking Shopping 
Cart at the top or bottom of any page. I f you continue shopping, the 
shipping dcstination will apply to any additional items you select. If 
you need to, you may change the destination later in the ordering 
process . 



Security 

Once you select the ShollJ2iDE-f:tulink, you may be asked if you 
would like to switch to the sccure commerce server. Selecting the 
secure server will allow you to transmit credit card and other 
confidential information in an encrypted form for safety. We guarantee 
ti"e security of your credit card when you make a purchase with us. See 
oLlr security guarantee for details. 

Ordering the Items You've Selected 

After you've selected all the items you might want to huy, you 
complete the order hy clicking the Shopping Cart link at the top or 
bottom of any page. On the Shopping Cart page, you enter quantities 
for the items you've selected, preview your total cost, and select a 
payment method. Subsequent pages ask for your billing and shipping 
information. You can also provide a gift message if your order is a gift. 
You also have the option to sign up for Ollr email newsletter. These 
steps are described in greater detail below . If, at this point, you decide 
that you want additional items not listed, you may back out of the 
ordering process and put the additional items in your shopping cart 
before you continue. 

Selecting Quantity 

On the Shopping Cart page review the quantity for each item. 1 f you 
d :cide that you do not want to order a speci fic item, simply set the 
quantity to zero . Notc tlwt all ordcrs of twelve items or more, mixed or 
from the same producer, receive a ten percent case discount. 

Selecting Delivery Method 

Once you have selected a quantity for each of the items listed, select a 
delivery method. To select the delivery method, scroll down the list of 
delivery methods and select a specific method . Not all delivery. 
methods are available to all areas. 

Delivery Tips 

• 	 All orders placed aller 10 A.M . Pacific tim e are processed the 
following business day . Length of delivery is based on husiness 
(I;tys. Weekcllds and holidays are not illcluded . 

• 	 All deliveries require an adult signature. Someone of legal age 
must be at the shipping address duririg the day to sign for and 
accept the packages. Packages cannot be len without the signature 
of an adult. 

• 	 Deliveries may occasionally be subject to weather holds so that 
your selections are not damaged hy extreme temperatures. Delays 
of up to three additional days may result. 

Changing Destination 

You may change the destination of your shipment any\Vhere on the 
site. To change the destination, lise the link to Cha~5hipping 
Destination Crom the navigation hal' on the left side of the page. Please 

2fSfl)') II: ~ 
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/lole: when you change tIle shipping destination, some of the items in 
your shipping cart may no longer be shippable due to state-specific 
restrictions on wine availability. 

Previewing Cost 

If you have a gill certificate or have been given a promotion code, 
enter the certificate number or promotion code in the labeled box . Then 
calculate your total by clicking Calculate Total on the bottom of the 
page. You will see the price of your order, including any tax and 
shipping. You may change the quantities, if you like, and recalculate 
until you are happy with your order. 

S ~Iecting a Payment Method 

Next, select a payment method. We accept Visa, MasterCard, 
American Express and JCB. If you have an account with us with a 
credit card on file and you have signed in, you will also see Use Card 
On File as a payment option. If you have a gi n certi ficate and there is 
no balance due, simply click the Phone option. 

I f you do not want to use your credit card online, select Phone, which 
allows you to phone or fax ill credit card information. I f you select 
Phone, you will not be promrted for credit card information. Be sure to 
call or fax liS with that information after you have completed the order. 
Note that we do guarantee the security of your credit card when you 
make a purchase using the secure server. See our Security Guarantee 
for details. 

Filling in the Billing and Shipping I nformatiol1 

Selecting the payment method will take you to the next page of the 
order process. On that page you enter your billing and shipping 
ir.forl11ation. If you have an account and you signed in before placing 
your order, YOllr billing and shipping information will bc fillcd in 
automatically, but you can make any changes specific to the current 
order at this time. If you do not have an account, you'll need to provide 
your billing and shipping information. If your billing address and' 
shipping address are the same, fill in only the billing information . 

Sign i ng II p for Email 

The ordcr form providcs you with an opti6n to be placcd on our email 
list. If you would like to receive our email newsletters, please enter an 
enl<lil address in the billing il1ll)l'lll<1tion ,111<'\ click Yes . Ollr cmail 
newsletters are sent out approximately twice a month and are lIsed to 
announce new arrivals, wine and food industry news, etc. 

Ordering a Gift 

If your order is a gin, you can enter a message that will be printed on a 
gill: card and shipped with your purchase. 

Age Veril'ication 

2/5/9') I I: 5.' 
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If you are shipping wine, you must verify that both you and the person 
to whom you are shipping are at least twenty-one years old. 

Receiving Your Confirmation Number 

Once you have filled out all the appropriate inlormation, scroll down to 
the end oCthe p:lge ami click lIere Is My Order. YOll will see a new 
page confirming your order with a confirmation number. Please make 
sure you keep this confirmation number; it is the easiest way for us 
to track your order. 

If you do not see the confirmation number, your order has not been 
placed, In place of the confirmation number you will see an error 
message. Please correct the problem and click Here Is My Order 
agalll. 

Email Con firmation 

You will receive confirmation by email that your order was received. 
After the package has been delivered, you will receive another email 
c\lnfirmation telling yOll when the package was delivered and who 
signed lor it. . 

That's the entire ordering process. It Illay sound complicated but it's 
really pretty simple. Ifyoll have any questions along the way, you can 
always cmail or call us toll II·ce. 

Thank you lor your husiness! 

, : : I " ~ . . '. . .!' 

iVlelllber Sen'ices ~ About Virtual Vinev<lrds ~ Site lleh) - H o-,~DDkl: 

Virtual Vineyards - \Vinc ShoD. - Food Sllop - (,ift Shop - Shopping Cart 

COfJ.1Tighl .~ I 9Y4- I YY9 Virlllal Vil/en/I'ds, Inc, 
( 'r JII1I11CII I,,(fly!'i n II({ I !'iII , cr1/11 
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Table ]. 

Context for EDl use 


Sub-category Concepts Textiles Chemical Tobacco Bank 

Organizational Organization size 

factors 

IT capability 

Senior management 
commitment 

Em'ironmental Industry experience 
factors with ED! 

\"ature of ,uFrliers 

\"alUre of cu, tomers 

Large companies often 
had more resources to 
implement sophisticated ED! 

• Lack of skilled IT staff 

• Relatively old technology 

• Movement 10 outsourcing 

• High degree of commitment 
on the pan of senior executives 
since customers demand it 

• Major user of ED!. 

• Increasing awareness of the 
importance of EDI as a source 
of competitive advantage for 
the industry 

• Big differences in ED! usage 
between large and small 
organizations 

• '.lix of large corporations 
and small " mom and pop 

.. 
shops. many from \\ithin the 
textile industry 

• Retailers . other industrial 
customers 

• Sophisticated EDI 
was more likely 
between trading panners 
who were large corporations 

• Lack of skill sets in IS 

• Lack of stability due 
to recent downsizing 
• Oursourced specialists 

• Medium level of 
commitment with 
increasing awareness of 
the imponance of ED! 

• Diverse user of EDI, 
panicularly between 
large organizations 

• Variety of suppl iers 
from different industries 

• Mainly other industrial 
customers 

• Sophisticated ED! 
more likely berween 
large o~anizations 

• Skilled IT staff 

• Industry leader in 
EDl implementation 

• Extremely commined 

• Deadlines and help 
issued to suppliers to 
become EDI compatible 

• Some customer 
segments (retailing) are 
high depth users of 
ED!. Howe\er. nOl all 
tobacco compmies are 
extensi\"e EDI users. 

• '.Iix of larg<' and 
,mall suprl ia , irom 
different industries 

• '.binly re tailers 

• Sophisticated ED! 
transactions more likely 
at large banks 

• Uses diverse IS products 
and services 

• Leading edge 
technology 

• Large IT investments 

• Skilled IT staff 
• Extremely committed 

• Senior management 
Recognizes electronic 
Products as an important 
source of future growth 

• Many large banks use 
EDI extensively 

• Industry groups working 
towards new electronic 
products and services 

• Individual depositors. other 
financial institutions. and the 
government 

• Individuals. commercial 
customers (largo: and small). 
and other financial institutions 
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Table 6 0­

Consequences of EDI use 

\ 

\ 
\ 

\ 


Sub-categories Concepts Textiles 

Indus~' consequences 

Organizational 
consequences 

Individual 
consequences 

Competitive advantage 

Conflicts 

Financial perfonnance 

Improved customer 

service 

New products/services 

IS personnel 

I\on-[S pasonnel 

• Industry standards 

• Involvement in projects 
w/associations and 
universities 

• Standards 

• Between small versus 
large suppliers 

• Market share 
improvement 

• Cost savings (some 
companies) 

• BeHer infonnation 
availability 

• Quick response to 
changing customer needs 

• Vendor managed 
replenishment 

• Learn new technology 
and business integration 

• Direct interaction with 
customers (especially if 
problem) 

• Problems highly \'isible 
to management 

• Learn new technolofY 

• Auditing concerns 

• UnJer~tand changes 
in business processes 

Chemical 

• Industry standards 

• Standards - different 
requirements from 
different industries they 

suppJy 

• Market share 
improvement 

• Cost savings(inventory, 
paperwork) 

• Better infonnation 
availability 

• Just-in-time for its 
customers 

• Just-in-time with 
ASN 

• Learn new technology 
and business integration 

• Direct interaction with 
customers (especially with 
problems 

• Problems highly visible 
to management 

• Accompany salespersons 
on customer calls 

• Learn new technology 

• More interaction with 
IS (salesforce) 

• Security and auditing 
concerns 

• legal concerns with 
electronic transactions 

Tobacco 

• Industry standards 

• Between small versus 
large suppliers 

• Sustaining market 
share 

• Cost savings (inventory, 
paperwork, people) 

• BeHer infonnation 
availability 

• Vendor managed 
replenishment 

• Learn new technology 
and business integration 

• Direct interaction with 
customers (especially 
I'.--ith problems) 

• Learn new technt)logy 

• More interaction with 
IS (salesforce) 

• Security and auditing 
concerns 

• Legal concern,; \\ ith 
electronic transactions 

• ImDact on iobs 

Bank 

• Industry standards 

• Financial services 
consortium 

• Banks and other financial 
services providers 

0 
:<: 
(J 

~ 
~ 
~ • Market share improvement r­

• Reduce cost for customer r 
"­

• New products/services ­--S·• BeHer infonnation 
availability 

• Innovative services I 
:c. 

• Cash management 	 "> 

f 
• Comprehensive payables 
• Learn new technology i
and business integration :.... 

"'­• Direct interaction with ~ 

customers 	 --c 
-c 
:% 

.. Accompany salespersons 	 '-J 
'-'l 
I 

on customer calls :% 
-c 	 ~ 

~ 
~ 

• Learn new technology 	 ~ 
and 	business uses ~ 

~ • More interaction wi th 
~ 

customers and IS 

• Security and auditing S'-. 

concerns 

• Legal concerns with 
electronic tramactions 
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FOREWARD 

This Model Electronic Data Interchange Trading Partner 
Agreement amI Commentary were prepared by· the Electronic 
Messaging Services Task Force under the auspices of the 
Subcommittee on EleclIonic Corrunerrial Practices of the Uniform 
Comlllercial Code Corrunittee, Section of Business Law, of the 
American Bar Association. 

The Model Agreement and Commentary are to be used by 
attorneys in advising clients who are establishing commercial 
trading practices which implement electronic data interch,mge 
CEDI"). The format of the Model Agreement and Commentary is 
considered an appropriate manner in which to identify the issues 
arising in ED! and to suggest uniform approaches in response. 
However, it is not intended that the Model Agreement represent the 
only form in which those issues may be addressed by counsel 
considering the underlying business relationships. Those reviewing 
the Model Agreement and Commentary are strongly encouraged to 
consider and study their provisions and to use independent judgment 
as 10 the effectiveness of the provisions of the Model Agreement and 
the advisability of their use in particular transactions. 

The Model Agreement and Commentary reflect the views of 
those involved in their preparation; neither the contents of the Model 
Agreement and Commentary, nor the opinions expressed therein, 
represent the views, in whole or in part, of the American Bar 
Association or any part thereof. 

Background 

Beginning in the early 1970's, ED! was introduced as a method 
by which business data could be communicated electrol1ically 
between computers in standardized fonnats in substitution for 
conventional paper-based docwnents. The commercial implemen­
tation of ED! to effect the pm-chase and sale of goods has 
experienced exponential growth, and has begun to Change the 
manner in which contracts are negotiated and created. 

In April 1987, the Subcommittee on the Scope of the Unifonn 
Commercial Code, of the Unifonn Corrunercial Code Committee, 
Section of Business Law, of the American Bar ASSOCiation, through 
the Electronic Messaging Services Task Force, initiated a study 10 

examine the effects of eleclIonic commerce upon fundamental 
p:iIlciples of contract law and related legnl issues. In 1988, 

Eleclronic J)Jla rnl~rchJng(' lVlodcl Agreemenl 1719 

that SubcollJlllittee issued a responsive report, elltitledElectroll,t: 
Messaging (ABA Publication No. 507-0210, 1988) and authorized 
a fm-ther examination of ED! and other electronic messaging 
systems (a) to detemlinc how contract fonnation and related issues 
were being addressed by existing agreements, (b) to identify 
possible uniform approaches to those issues, and (c) to d~velop a 
means of communicating to practicing attorneys the issues which 
should be considered when drafting agreements for parties
conducting business through the use of EDl. 

In July 1989, in recognition of the continued expansion of 
electronic commerce and the legal issues which arise as a result, a 
new Subcommittee on Electronic Commercial Practices was 
organized. In October 1989, the Electronic Messaging Services 
Task Force issued to the Subconunittee on Electronic Commercial 
Practices and to the Subcommittee on the Scope of the Unifonn 
Commercial Code a report entitled The Commercial , Use of 
Electronic Data lnterchange--A Report, 44 Bus. Law. __ 
(June 1990). Counsel is encouraged to review the report in 

connection with the use of the Model Agreement. 
Members of the Task Force responsible for the preparation 

of the Model Agreement and Commentary were: Michael S. 
Bawn (Cambridge, Massachusetts), Philip V. Otero (Rockville, 
Maryland), Jeffrey B. Ritter (Colwnbus, Ohio), Thomas J. McCarthy 
(Wilmington, Delaware) and Amelia H. Boss (Philadelphia, 
Pelllsylvania). The Task Force also wishes to recognize the 
invaluable comments and support provided by PalIicia B. Fry 
(Grand Forks. North Dakota), Chair of the Subcommittee on 
EleclIonic Commercial Practices. 
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USE OF TIIE MODEL AGREEMENT AND COMMENTARY 

The following should be considered by counsel in reviewing 
and implementing the Model Agreement and Commentary: 

1. 	 Provisions of the. Model Agreement contained in 
brackets ([ J) identify options for counsel to consider; in 
several cases, the bracketed language represents alterna­
tives presented within the Model Agreement, while in 
other instances the provisions are themselves presented 
as optional. 

2. 	 The Commentary has the following purposes: 

To explain how the Model Agreement works. the 
purposes of each section and the intended effect 
of certain provisions in the context of existing 
commercial law . 

To provide background technical information 
relating to certain aspects of EDI and prevailing 
general industry practices. 

To provide specific drafting considerations on the 
manner in whkh provisions of the Model Agree­
ment may be utilized or modified in preparing a 
definitive agreement. 

3. 	 The Appendix is an essential component of the Model 
Agreement. The parties should use the Appendix to set 
fonh information essential to the proposed trading 
relationship as well as additional terms and conditions. 
Counsel should not consider the . Appendix merely a 
"technical" item; rather, it is the field upon which 
mutual business decisions which affect the substance of 
the relationship of the parties, as well as the validity and 
enforceability of the underlying transactions, are to be 
specified. For that reason, the fonllat of tlte Appendix is 
a suggested fonnat, but does not represent a required 
structure. Counsel is encouraged to adapt the form and 
content of the Appendix to meet the requirements of any 
particular business . ''Iionship. 

Electronic Data Interchangc ~M odei Agreement 1721 

MODEL 
ELECTRONIC DATA INTERCHANGE 
lRADlNG PARTNER AGREEMENT . 

nns ELECTRONIC DATA INTERCHANGE TRADING 
PARTNER AGREEMENT (the "Agreement") is made as 
of , 19_, by and between ("ABC), 
a corporation, with offices at _____~--.,._ 

and C"XYZ"), a corporation, with 
offices at 

RECITALS 

ABC and XYZ desire to facilitate purchase and sale transactions 
("Transactions") by electronically transmilting and receiving data in 
agreed formats in substitution for conventional paper-based docu­
ments and to assure that such Transactions are not legally invalid ar 
unenforceable as a result of the use of available electronic 
tectUlologies for the mutual benefit of the parties. 

NOW THEREFORE, the parties, intending to be legally bound, 
agree as follows: 

Comment 

1. The scope · and purposes of 
the Agreement are as follows: 

TIle Agreement is to be used 
between commercial trading 
partners; the Agreement is not 
intended for use in consumer 
transactions. 

The Agreement is to be used 
only in connection with do­
mt:stit: purt:ha~e and sale 
transat:tions involving goods, 
as contemplated by Article 2 
of the Uniform Commercial 
Code (the "Code"). Counsel 

m:ly wish to consider the 
Agreement in developing suit­
able provisions for use in 
other types of EDI relation­
ships, such as those which are 
international in scope, or 
which involve the perfoml­
ance of services (including 
trdflsportation and shipping 
activities). 

- The Agreement is inlended 
to facilitate the commercial 
relationship of the trading par­
ties. The Agreement does not 
generally advocate particular 

@J 
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solutions to what are essen­
tially businqs issues: freedom 
of contract is encouraged. 

_ TIle Agreement docs not 
attempt to resolve all aspects 
of commercial trading rela­
tionships which are within the 
scope of Article 2 of the Code. 
Counsel is cautioned to con­
sider the additional issues 
which arise from the under­
lying Transactions (issues 
which are not unique to the 
use of ED!) and to develop 
appropriate responses. 

2. Cenain provisions of the 
Agreement have the effect of 
varying the application of pro­
visions of Article 2. In this respect, 
the Agreement implements two of 
the fUlldamental purposes of the 
Code, namely (a) to simplify, 
clarify and modernize the law 
governing commercial transactions, 
and (b) to permit the continued 
expansion of commercial practices 
t!lrough custom, usage and agree­
ment of the panies . ~ UCC 
§ 1-102(2). In order to accomplish 
these purposes, the Code is to be 
liberally construed and applied. 
See UCC § 1-102(1). This flexibil­
ity is intended to allow tbe 
underlying principles to be devel­
oped in light of unforeseen and new 
circumst;U1ces and practices. See 
UCC § 1- 102, comment 1. Freedom 
of contract is also an important 
principle of the Code. See UCC 
§ 1- 102(3) and § 1-102, comment 
2. Thus, parties are free to vary by 
agreement tbe effect of all provi­
sions of tbe Code, except to tbe 
extent the general obligations of 
gcod faith, diligence, reason­
ableness and care may not be 

displaced. S.es< UCC § 1-102(3) 
and § 1-102, comment 3. 

3. The Recitals set forth the 
mutual intention of the parties for 
valid and enforceable ohligations to 
result from the electronic commu­
nication of data in substitution for 
conventional paper-based docu­
ments . S.tt ~ Sections 1.1, 2 .1 
and 3.3, and the Comments thereto. 
The execution and delivery of the 
Agreement and the performance of 
Transactions, together with the con­
duct of the parties in accordance 
with its terms, should be considered 
sufficient to show the existence of 
contracts for tbe sale of goods. ~ 
UCC § 2-204. 

Drafting Considerations 

1. The Agreement does not 
designate either party as buyer or 
seller. Either party may, therefore, 
purchase or sell goods in accord­
ance with its provisions, unless 
appropriate modifications are made. 
For exampl~, counsel may wish to 
add to the Appendix, as to each 
Document (as defined in Section 
1.1). which party may be the 
"Sender" of that Document. S« 
Sections 1.1 and 3.1, and the Com­
ments and Drafting Considerations 
thereto. 

2. Consider whether either or 
both of the parties are merchants, 
and the implications under the Code 
of that classification on the under­
lying commercial relationship and 
the rules of conduct which are 
defined by the Agreement. ~ 
UCC §§ 2-104(1) and 2-104(3). 
Note that if the parties are not 
corporations, appropriate cbanges 
sbould be made. 
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Section 1. J'rcrequisitcs . 

1.1. ~.w.;nenJs~dards. Each party may electronically 
transmit to or receive from the other party any of the transaction set~ 
listed in the Appendix, [transaction sets which the parties regularly 
transmit] and tr;U1saction sets which (he parties by written agreement 
add to the Appendix (collectively "Documents"). Any transmission 
of data which is not a Document shall have no force or effect 
bet ween the parties unless justifiably relied upon by the receiving 
party. All Documents shall be transmitted in accordance with the 
standards [and the published industry guidelines) set forth in the 
Appendix. 

Comment 

General : 

1. Establishing an ED! trading 
relationship, by necessity, involves 
a series of decisions, primarily 
tedmical in nature, by both partit. 
regarding: (a) the formats in which 
the data will be transmitted, and the 
standards and possible implementa­
tion guidelines to be adopted in 
connection with such formats; (b) 
the possible selection of third-party 
service providers (as well as the 
various business decisions required 
in connection with establishing 
such relationship); and (c) the 
development and maintenance of 
appropriate computer and com­
munication systems and security 
procedures. Section 1 and the 
Appendix provide a framework for 
the parties to mutually structure 
these decisions. Compliance with 
the provisions of Section I will 
confirm their intent to give legal 
significance to the transmissions. 
See Sections 2.1, 2.3 and 3.3.3, and 
the Comments thereto. 

2. Implementing EDI should 
also involve careful evaluation of 

existing internal business pro­
cedures and controls of tbe patties 
relating to paper-based commercial 
practices. and . consideration of lhe 
extent to which such procedures 
and controls should be strengthened 
and/or modified in connection wilh 
the establishment of an electronic 
communication and trading envj. 
ronrnent. For example, authoriza­
tions to release purchase orders or 
approve payments. as well as rules 
regarding securiry and confidenti· 
aliry, should be reviewed. See ;u,'),Q 

Sections 2.1 and 3, and the 
Comments thereto. 

3. This Section contaim (he first 
use of "by written agreement" or 
"in writing" in the Agreement. The 
Agreement provides the flexibility 
to allow notices, modifications. 
amendments or other communica­
tions required or permitted by the 
Agreement to be "in writing" to 
consist of electronic transmissions, 
but only if the transmissions satisfy 
the criteria of the Agreement for 
"Signed Documents" (as defined in 
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Section 3.3.2). Alternatively, the 
Agreement could specify paper­
bllsed writings are required, if the 
pruties consider it appropriate. 

)2ocuments: 

4. "Transaction sets" define the 
types of data which the specified 
Lrnusmission must contain and the 
fomHIl in which tbe data must 
appear. Transaction sets function 
like conventional paper document 
fomls , and include purchase orders, 
requests for quotation, purchase 
order acknowledgements, invoices, 
rem ittance advices and purchase 
order change requests. In addition, 
transaction sets exist in which "free 
text" may be communicated as a 
segment; this type of transaction set 
would be appropriate for notices, 
modiftcations or anlendmenL~ (such 
as those described in Comment 3 
above). 

5. The Agreement generally 
applies only to those transmissions 
of data classified as "Documents" 
unuer Section 1.1. AI a minimum, 
transaction sets listed in the 
Appendix (including subsequent 
additions) are Documents. 

6. The Agreement provides, as 
an option, for transaction sets 
which are not listed in the 
Appeuuixbul which are regularly 
transmitted to be cO!l~idered as 
Documents. No anempt to define 
"regularly transmit" has been made. 
However, ~ Section 3.3.3 (and 
UCC § 2-208). 

7. The "regularly transmit" 
option should be considered when 
both parties wish to give effect to 
new transaction sets without express 

prior agreement. Parties who wish 
to retain tight control over whicb 
transmissions qualify as Docu­
ments under Section 1.1 will 
eliminate the "regulllrly transmit" 
optioo from the Agreement. Note 
that, if the "regularly transmit" 
option is not included, regularly 
transmitted transaction sets may 
still be given effect, though incon­
sistent with the terms of this 
Agreement. ~ VCC §§ 1-103, 
2-208 and 2-209. In addition, such 
parties may wish to eliminate from 
the second sentence of Section 1.1 
the phrase " . .. unless justifiably 
relied upon by the receiving party" 
or make other modifications to , or 
entirely delete, that sentence . Note, 
however, that such changes m<ly 
not effectively prevent a trans­
mission which is not a Document 
from having legal effect , where the 
receiving pany has under the cir­
cumstances, including the language 
in the Agreement, justifiably relied 
on that transmission. ~ Comment 
6 above and Comment 8 below. 

8. The second sentence of 
Section 1.1 is not iutended to alter 
the law of reliance; the provision 
simply prevents a party which has 
transmitted data from avoiding the 
legal effect of the receiving party's 
justifiable reliance merely because 
the format had not been previously 
classified as a Document. However, 
note that the remaining provisions 
of the Agreement relating to Docu­
ments are not applicable in those 
circumstances. lli, for exanlple, 
Sections 1.2.3,2.1,3 .3, and 4.6. 

Standards: 

9. "Standards" are the uniform 
specifications for the electronic 

:H i 
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interchange of business data and 
include provisions of the structure 
and format of data as well as the 
transmission of the formatted data. 
There are also standards, anlQng 
other things, for certain security 
and comm unication procedures. 

10. The selection of applicable 
standards is II matter of some 
flexibility . The parties may mutu­
ally select and utilize one or more 
sets of recognized standards, or, 
within certain technical limits, 
custOlllize those standards 10 their 
mutual benefit. Existing technol­
ogy also permits each party 10 

adopt a different standard for 
trnnsmission of a Document , with 
Providers (as defined in Section 
1.2 .1) subsequently conforming the 
different fonnuts to each party 's 
adopted sttUldard. 

11 . VirtuaUy ail standards for 
ED! include detailed technical 
requirements to facilitate EDI, 
including tran~action sets, data dic­
tionaries, segment dictionaries and 
other uniform controls. Pursuant to 
the provisions of the Appendix, the 
selection by the parties of applic­
able standards acts to incorporate 

,~ 	 by reference these additional re ­
quirements. Should the parties 
desire to exclude or modify any of 
such requirements, such changes 
may be made in the Appendix. 

QyjQ.~: 

J2. "Published industry guide­
lines" contain recommended 
procedures and implementation 
guidelines for the use of EDI within 
particular industry groups (recent 
examples include guidelines of the 

automotive , chemical and pha rma­
ceutical industries).· In con l(.lst to 
standards, which require · compli­
aoce for the effective intelthange 
of data, guidelines generaUy are 
intended to aid implementation 
anlOng trading prutners. TIleAgree­
ment, a~ an option, provides the 
panies the ability 10 requiJt com­
pliance with any guidelines which 
they mutually adopt and speci fy . 

13 . Counsel should carefull y 

evaluate any available guidelmes to 

assure that any conflicts between 

the guidelines and the slalldllrcL~, 

or between different guidelines, 

are understood and .resoivcd . The. 

adoption of certain guidellnCs , for­

exanlple, may affect the process of 

contracl formation in all ulUntcmie(l 
manner, since several current 
guidelines suggest certain proce_ 
dures (e.g., which Docu~lents are 
acceptahle responses to other speci _ 
fied DocumenL~) which may be in 
conflict with what the parties mll­
tually negotiate ,md specify in the 
Appendix. Language in the Appel l­
diJ< has been included to avoid Ihis 
result by subordinaling the Conte nt 
of any selected guideliJ1es to tile 
provisions of the Agreement. 

J4 . Counsel should evalunte 
whether any existing guidelines, 
whether or not adopted, m<ly be 
considered, ill any interpretation of 
the Agreell1ent, as a usage of tr<lde 
to be considered with respect to any 
Transaction. ~ UCC § 1-205(2 ). 

Drafting CQnside~ 

1. The parties should identify 
and list the transaction sets which 
may be transmitted between them 
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as Documents . rhe Appendix is frame in which any such releases 
struclul'ed in nccordance with most must be installed. 
com 111011 methods of identifying 
DOCllmcnls. However, proprietary 3. In completing the Appendix, 
Documentll, not hnsed upon any any trrulsKctlon set listed as 1111 

particular standard, may also be Acceptance Document (pursuant to 
utilized and listed. Section 2.3) should also be listed as 

a Document. ~ Section 2.3, and 
2. In specifying Documents in the Comments thereto. 

the Appendix, it is recommended 
that lhe parties agree that any 4 . The Agreement pennits any 
selected Document be communi­ Document specified in the Appendix 
cated only in the then current to be transmitted by either party. 
release version or the release ver­ If this result is not desired, 
sion immediately preceding the tben appropriate restrictions should be 
current release version. Consistent specified in the Appendix. ~ 
with the' provisions of Section 1.3 , Recitals, Drafting Consideration 1. 
this will require the parties to 
periodically Install new release S. If the panies do not wish 
versions of software corresponding transmissions which are not Docu­
to new revisions of the applicable ments to be given any force or 
standards. See Section 1.3, and the effect, appropriate changes may be 
Comments thereto . Counsel may made. See Comments 7 and 8 
wish to consider establishing a time above . 

12. Third Party Service Providers. 

12.1. Documents will be transmitted electronically to each party 
either, as specified in the Appendix, directly or through any third 
party service provider ("Provider") with which eilher party may 
contract. Either party may modify its election to use, not use or 
change a Provider upon 30 days prior written notice. 

Comment 

1. Section 1.2 provides the 
structure to specify the channel(s) 
of comlllunication to be used in 
transmitting Documents between 
the parties. Transmissions may be 
made directly between the parties 
or through Providers. To the extent 
Providers are selected, Section 
1.2 provides a frame work for 

considering those aspects of the 
trading partners' relatIOnship under 
the Agreement which are related to 
tbe use of Providers. 

2. Among other IhingS, Pro­
viders function as electronic mail 
processing systems md may (a) 
maintain electronic "mailboxes" into 
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which COlIIlllUllicntiollS CIIIl be 5. Notkc of nlly llIodificutlOIl of placed for 'trading partners, and (b) a party's election provides a re;l­
llItercOIUlect with other Providers sonable opportunity for the other 
to ,Perlllit cOl11munication between pall y 10 IlInke correspolldlllg ndjust.
their respective customers. Provid­ menL,> in opertltions. Generally, 30 
ers have become ·· an important days is considered, consistent with 
aspect of general industry practice general industry practice, as a
relating to EDI. 

reasonable notice period; however, 
that period may be adjusted, based 

3. Section 1.2.1 provides maxi­ on what may be reasonable for a 
mum tlexibility for each party to particular relationship. 
choose and maintain the desired 

channel of communication. Deci­
 Drafting ConsideratioIl5
sio[l~ to communicate directly or 

through Providers will be affected 
 I. If the parties elect toby factors such as cost, the nature communicate directly, counsel may 
of available services, the volume of wish to consider specifying in the 
translllissions, the bargaining power Appendix appropriate technical
of the respective parties and infonnation. 
continued evolutions .in technology. 

2. If either party uses one or
4. Counsel should note that more Providers, the names and

Section 1.2.1 requires the parties to related infonnation of such Pro­
have contracted with any Provider viders are to be set forth ill the
specified for them in the Appen­ Appendix. If Providers are to be
dix. This a~sures that each party used for particular services or
has obtained tile availability of each transactions, such indications would such Provider. be appropriate in the Appendix. . 

12.2. Each party shall be responsible for the costs of any 

Provider with which it contracts, unless otherwise set forth in the 

Appendix. 

Comment 

1. Section 1.2.2 pennits the the parties to automatically agree
parties to allocate between them tbe on-line a5 to the allocation of these
various expenses incurred in the use types of expenses.
of Providers. Such expenses relate 
to the basic services of trans­ 2. The Agreement is consistent mission, receipt, data storage, and with the general industry practicedata transhnion as well as addi­ within a paper-based environlllellt
tional services which may be that each party absorb its respective 
offered. Counsel should consider communication costs (i.e., post-
the effect of this Section 1.2.2 wbel. 1ge, courier ·costs, and p~ting
Providers offer a service pennitting expenses). 

® 
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Drafting Considerations provided in Section 1.2.2, such 
allocation may be added in the 

To (he extent the parties allocate Appendix; no change in the 
costs in a manner other than as Agreement is required. 

[1.2.3. Each party sha[l be liable for the acts or omrsslons of its 
Provider while transmitting, receiving, storing or handling 
Documents, or performing related activities, for such party; 
provided, that if both the parties use the same Provider to effect the 
transmission imd receipt of a Document, tbe originating party shall 
be liable for the aClS or omissions of such Provider as lo such 
Documenl.j 

Comment 

I. TIlis optional Section permits 
the panies to establish contractual 
responsibility between them for the 
conduct of their respective Pro­
viders. TIlis Section, if used, has 
tbe effect of providing a clear rule 
within the Agreement for allocating 
the risk of loss between the parties 
arising from the Provider's conduct. 
If this Section is omitted, the parties 
will have no contractual liability to 
each other under the Agreement for 
the conduct of their respective 
Providers, except where such con­
duct is attrihutable to either party 
and causes such party to breach the 
provisions of the Agreement. 

2. The originating party is 
responsible for the acts of a shared 
Provider on the basis that such 
party initiates the final action, with 
respect \U any Document, to use the 
Provider. 

3. The Agreement does not 
address the respective right of 
either party to assert claims against 

any Provider under any applicable 
service contract, nor does the 
Agreement alter the liability of the 
parties to each other, if any, pur­
suant to any applicable legal 
principles. 

Drafting Considerations 

1. Liability arising IInder Section 
1.2.3 is subject to the exclusion of 
damages contained in Section 4.6; 
counsel should consider whether 
this result is appropriate. The 
possible effect of Section 4.5 
(Force Majeure) to relieve a party 
of liahiliry under Section 1.2.3 
should also be evaluated. 

2. Note that Section 1.2.3 does 
not act to allocate liability between 
the parties where a Provider is not 
used. ~ Section 1.2.1. 

3. This Section, if used, may be 
modified to allocate liability in any 
other manner upon which the 
parties agree. 

.~ 
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1.3. Sy~t!!~~ratiQns; Each party, at its own expense, shall. 
provide and maintain the equipment, software, services and testing 
necessary to effectively and reliably transmit and receive Docwnents. 

Comment 

I. TItis Section imposes a 
reciprocal obligation upon the 
parties to support . effective and 
reliable communications, and allo­
cates the related costs. 

2. Consistent with general 
industry practice, the obligation to 
"maintain" is intended lo require 
the parties to update the specified 
items as necessary to assure that 
effective and reliable communica. 
tions are maintained in accordance 
with prevailing commercial prac­
tices and technology. See Section 
1.1, and the Comments thereto. 
Section 1.3 may require, therefore, 
additional hardware or software 
acquisitions by the parties as well 

1.4. S~ty Procedures. Each 

as the possible adoption of new 
securilY procedures satisfying the 
requirements of Section 1.4. 

3. The conduct of the parties in 
establishing allu maintaining effec­
tive and reliable communication 
enhances the reliability of Docu­
ments (including their cOlltent). 
See Sections 2.1, 3.3, and the 
Comments thereto. 

Drafting Considerations 

To the e;octent the panics agree 
upon a different allocation of 
expenses, appropriate changes may 
be made. 

party shall properly use [hose 
security procedures, including those specified in the Appendix, if 
any, which are reasonably sufficient [0 ensure that all transmissions 
of Documents are authorized and [0 protect its business records and 
data frolll improper access. 

Comment 

I. Adequate security procedures 
arc rccogrllzcc1 hy general industry 
practice as critical to the efficacy of 
electrollic communicalion. This 
Section imposes affirmative duties 
to use securiry procedures to ensure 
the reliability of the communica­
tion systems and resulting business 

record~. The use of adequate secu­
rity enhances the reliahility of those 
records and enhances the ability to 
prove the substantive terms of any 
underlying commercial transaction. 
~~ Section 3.3.4, and the Com­
ments thereto. 

(8) 
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2. nus Section imposes two 
obligations. First, ~ach party must 
use scwrity pro<.:eLlurcs wLli<.:icllt to 
"reasonahly" ensure proper authori­
zation of transmissions. if a party 
fails to adequately securc its trans­
mission activities, it may be liable 
for any unauthorized transmissions, 
and the consequences thereof. 
Second, each party must use 
security procedures sufficient to 
"reasonably" protect business 
records and data from impropcr 
access. In this case a failure to 
comply may again result in 
liability . This second obligation, 
when properly performed, also 
gives one party some measure of 
assurance that its own operations 
will not be subject to improper 
access through the systems and 
operatiollS of the other party. A 
party failing to meet this second 
duty would, in addition, likely be 
estopped from submitting its 
records as superior to those of the 
other party, where the other party 
has properly met its own duty under 
Section 1.4. 

3, Security procedures may be 
far-ranging in both sophistication 
and detail. Examples include the 
confidential exchange of Signatures 
(~~ Section 1.5) to authenticate the 
parties and the content of Docu­
ments which are tmnsmitted or 
received, the exchange of encryp­
tion keys (by which the content of 
communications may be scrambled 
and unscrambled only pursuant to 
the exchanged keys), physical 
control of access to equipment and 
facilities, and . the exchange of 
identifying information regarding 
the tenninals from which autho­
rized EDI transmissions may 

OrigInate (which identifying infor­
mation may be contained a~ part of 
thc Ck<':lrulli~ "CIlVc\OP(,'" ill whi~h 
transmissions are exchanged). 

4. Whcther in any circumstance 
procedures which have bccn 
adopted or inlplemented will be 
considered as "reasonable" will 
vary based on the size and relative 
sophistication of the parties, the 
complexity of the operations of 
the par1ie.~, the nature of the 
communications and the underlying 
commercial transactions aud 
additional factors. This Section 
provides an objective but flexihle 
test by which to measure the 
conduct of the parties. Stt UCC 
§ 1-204(2). 

5. Under this Section, the 
parties may specify in the Appendix 
additional security procedures in 
connection with either or both of 
the requirements described in the 
above comments. This provision 
provides flexibility; as EDI and 
related technologies continue to 
advance, increa~ingly so~histicated 
security procedures Will likely 
emerge which may be appropriate 
for one or both parties to imple­
ment. Parties should consider 
specifying in the Appendix any 
existing, generally accepted security 
procedures, special industry stand­
ards and any proprietary or unique 
security procedures required by the 
underlying commercial relationship. 

6. This Section encourages the 
parties to negotiate the level of 
security required to induce them to 
enter Transactions . ~ Section 
3.3, Comment 5. However, to the 
extent any duty of care may exist 
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between t.he parties, liahility llIay 
\I1~o l\ri ,~(' III t:OIlIlIlCJII law. Sl'e 
UCC § 1-103. 

7. This Section relates to 
obtaining access to busincss records 
alld data; the use of such records 
and data is covered by Section 3.2. 
Counsel should consider the 
relationship between security pro­
cedures required by Section 1.4 and 

1.5.S.iggil.l!J.r~. Each party shall adopt as its signature an 
electronic identification consisting of symbol(s) or code(s) which are 
to be affixed to or contained in each Document transmitted by such 
party ("Signatures") . . Each party agrees that any Signature of such 
party affixed to or contained in any transmitted Document shall be 
sufficient to verify such party originated such Document. Neither 
party shall disclose to any unauthorized person the Signatures of the 
other party, 

Comment 

1. This Section establishes a 
mechanism for the adoption by 
each party of an electronic 
sig.llature by which each Document 
may be signed. UCC § 1-201(39) 
defines "signed" to include " . .. any 
~ executed or adopted by a 
party with present intention to 
allthellticate a writing (emphasis 
added)." Use of a Signature is 
important to establishing tbe valid­
ity of allY EDI commurUcntion. See 
Section 3.3, and the Comments 
thereto. 

2. This Section requires each 
party to adopt a Signature, but · 
relains considerable flexibility as to 
what symbols or codes shall be 
adopted. The decision of each 
pany will be made in light of 

the treatment of confidentiality in 
S('~1 iOIl 3 .2. 

Dral\ing ConsideratiollS 

Coullsel should note that thc 
provision<; of Section 4.6 (ExcJ.lJ.llim 
Qf DamM.~.s) do not apply to any 
breach of the obligations arising 
under Section 1.4. 

existing technology, the relative 
sophistication of the parties , the 
requirement<; of applicable stand­
ards and nny security procedures 
which are in use. A party may 
select as its Signature the use of its 
name on a Document (similar to a 
form of purchase order imprinted 
with the buyer 's nallle aIld 
containing no other authorized 
signature). What is importallt is 
tbat the use of the adopted symbol 
or code reflect the intent to 
authenticate required by the Code. 
Regulating the use of any Signature 
may also be part - of security 
procedures required by the Agree­
ment; counsel should evaluate any 
such procedures to assure that the 
required intent to authenticate is 
preserved. 

SJ 
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obligations of such party under3. 	 The electronic signature of 
Section 1.4 to use reasonableany pmty may change from time to 

time, in order to protect its security procedures . 
confidential character. Accordingly, 

4. The last sentence of Sectionthe Appendix does not provide for 
1.5 prohibits only disclosure of thedisclosure of any Signature, but 
Signatures of the other party. Ifrelies on general industry practice 
security procedures required by the for the exchange of Signatures 
Agreement relate to non-disclosureby other means of communication. 
of Signatures , a party which dis­If any Signature is used by a party 
closes its own Signature to anas part of adopted security proce­
unauthorized person may breachdures the practice of periodically 
the provisions of Section 1.4 . changing the Signature could be 

considered as consistent with the 

Section 2. Transmissions. 

2.1. rroper Receip!. Documents shall not he deemed to have 
been properly received, and no Document shall give rise to any 
obligation, until accessible to the receiving party at such party's 
Receipt Computer designated in the Appendix. 

Comment 

framework for the effective1. 	 The increased speed and 
implementation of those procedures accuracy of electronic commerce 
for the mutual benefit of bothfUlld:unentally differ when com­
parties. The provisions set forthpared to contract fOIDlation 
rules pertaining to the timing ofpractices in a paper-based envi­
receipt (Section 2.1), the obligation ronment. Parties engaging in 
of the receiving party to verifyelectronic commerce have the abil­
receipt (Section 2.2), the manner inity to efficiently detennine whether\ a particular transmission has been which acceptance occurs within an 
EDI environment (Section 2.3), andreceived by the other party, whether 	 ;;" 

\ any transmission is inconsistent 	 the disposition of unintelligible or • 
garbled transmissions (Section 2.4). with prior business arrangements, 

or whether any tranSmission may be 
2. Section 2.1 provides that nooutside negot iated contractual lim­

Document may create any legalit';. Consequently, the procedures 
obligation until properly received.of electronic commerce, when 
TIus Section, therefore, represents a effectively implemented, offer the 
departure from the "mailbox rule"opportunity to achieve greater 
and parallel legal doctrines. Sincecertainty in the contracting pro­
the tedUlo!ogy exists by which the cess. Section 2 provides a 

,7 
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party ongmating the transmission 
of any Document can effectively 
continn receipt has occurred, it is 
inappropriate that the mere dispatch 
of any Document should be 
sufficiellt for any legal purpose. 

3. "Properly received" requires 
that the transmitted Document be 
acce~sible at a computer designated 
by the receiving party. TIlis permits 
each party to determine the appro­
priate system location. A Receipt 
Computer may be the computer of 
the th.ird party service provider, the 
computer of either party or a 
specific terminal within a party's 
internal network (for example, a 
billing supervisor's desk). The 
Receipt Computer should be 
situated to enable tbe receiving 
party to promptly and properly 
transmit a functional acknowledge­
ment upon proper receipt of any 
Document, as required by Section 
2.2. Such acknowledgement may 
be sent by the Receipt Computer or 
by a computer With which the 
Receipt Computer communicates. 
Coullsel should review the appli­
cable operations to ensure that a 
functiollal acknowledgement cannot 
be transmitted before a Document 
reaches the Receipt Computer. 
Counsel should carefully consider 
the effects under remaining pro· 
visions of the Agreement of 
selecting as :he Receipt Computer a 
computer which is not under the 
respective control of each party. 
Note that receipt does not require 
that auy Document actually be 
examined, only that the Document 
be accessible. In a paper-based 
envirolUllent, this is similar to when 
a letter is delivered, but the 
envelope remains unopened. Each 
party thereby defers "receipt" until 

the "right" person or machine has 
an opportunity to bave access to the 
transmitted data. " 

4. Note that Section 2.1 operates 
to relieve both parties from any 
obligation until the Document has 
been properly received. 

5. Except as described in 
Comment 2 above, the provisions 
of Section 2 are not intended to 
displace other applicable laws relat­
ing to contract formation or tbe 
underlying commercial relationship 
of the parties. 

6. Several examples which 
illustrate the operation of the 
provisions of Section 2 appear at 
Section 2.4, Conunent 6. 

Drafting Considerations 

I. In identifying the proper 
Receipt Computer, counsel may 
wish to consider, by example, 
current internal practices of the 
parties for giving notice under 
existing agreements and identify 
the person designated for such 
purposes (~ Section 1.1, Comment 
2). Since virtually allY Document 
may be sent without direct human 
involvement, care should be taken 
that adequate controls have been 
established regulatIng the level of 
approval (and human authorization) 
required to properly receive any 
Document. 

2. Counsel should consider 
whether any modification by either 
party under Section 1.2. I will 
require confonning changes in the 
designation of the Receipt Com­
puter for such party. 

(ii;) 
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2.2. YGrjf.i~.rui~. Upon proper receipt of any Document, the 
receiving party shall promptly and properly transmit a fWlctiollal 
aCKnowledgement in return, unless otherwise spcI:ified in the 
Appendix. A functional acknowledgement shall constitute 
conclusive evidence a Document has been properly received. 

Comments 

1. In light of the capability of 
tcchnology to facilitate nearly 
immediate verification of receipt, 
and also to verify that no defect in 
receipt has occurred, Section 2.2 
imposes an affinnative obligation 
to provide veri lication of receipt. 
Effective verification practices 
increase the opportunity for the 
early detection and resolution of 
transmission errors, thereby reduc­
ing the exposure of both parties to 
possibly significant damages. 

2. A "functional acknowledge­
ment" is a transaction set which 
confinns that receipt of a Documcnt 
(in tlie fornlat specified by such 
functional acknowledgement) has 
occurred and that all required por­
tions of the Document have been 
received and are syntactically cor­
rect, but otherwise does not confinn 
the substantive content of the related 
Document. A functional acknow­
ledgement can verify receipt, but is 
also designed to identify whether, 
in fact, omissions or errors in for­
mat or syntax have occurred. To the 
extent a party transmitting a func­
tional acknowledgement identifies 
ally errors or omissions, such notice 
would satisfy the notice require­
ments of Section 2.4. See Section 
2.4, and the Comments thereto. 

3. A party will "properly trans­
mit" a functional acknowledgement 

or Document if it has been trans­
mitted in a manner which complies 
with the provisions of Section 1. 

4. Whether or not verification is 
provided will not alter the legal 
significance of the initial Docu­
meIlt; Section 2.1 controls in that 
respect. 

5. Counsel may wish to evaluate 
whether <lily circumstances exist 
where the affumative obligation to 
verify receipt should not be 
imposed and make appropriate ex­
ceptions in the Appendix. For 
example, a party's system may not 
include functional acknowledge­
ments or the parties may elect to 
verify ill another manner, such as 
transaction sequence checking. 

6. A party initially transmitting 
a Document may have an obligation 
to make reasonable inquiries or take 
other actions to discharge any duty 
which may exist to mitigate dam­
ages arising from a breach of the 
provisions of Section 2.2 by the 
receiving party . 

7. The conclusive quality of a 
functional acknowledgement estab­
lished by tbis Section assures that 
subsequent reliance thereon is 
reasonable. 
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2.3. AG.G.~I!.~n~. If acceptance of a Documenl is required hy the 
APPCIldix, any such Documenl which has been properly received 
shall nol give rise 10 any ohligntion unless and until the purty 
initially transmitting such Documenl has properly received in return 
an Acceptance Docwnent (as specified in the Appendix), 

Comment 

1. Section 2.3 unambiguously 
indicates, with respect to the offer 
and ..cceptance of any contract, that 
110 obligation will arise except upon 
satisf..ction of the provisions of the 
Agreement. See UCC § 2-206(1). 
TIle parties, by designating appro­
priate Acceptance Documents, have 
the opportunity to define what will 
constitute acceptance and can assure 
that no contract arises from ~' , ' 
Document until there has been mu­
tual and certain agreement upon the 
ternlS contained in such Document. 

2. TIlis Section permits the 
parties to designate Acceptance 
Documents for Documents not 
specifically included in the contract 
fornlation process. 

3. An Acceptance Document 
might be a computer generated 
response or a more significant 
communication, possibly requiring 
human evaluation at the receiving 
end. Selection of the appropriate 
Acceptance Document in a partic­
ular context may abo be influenced 
by the manner in which either party 
interacts with it'> Provider and by 
the commercial rel<ltionship of the 
parties . Note that Secuon 2.3 
operates to relieve both parties 
from any oblig..tion until . an 
Acceptance Document has been 
properly receiv~d in retum. 

4. Note that the party receiving 
a Document also controls whether 
the Acceptance Document is 10 be 
sent. If the proposed tenus or 
content of an initial Document is 
objectionable, neither party has any 
obligation if the Acceptance Docll­
ment is not properly received in 
return. 

Drafting Considerations 

I. In identifying possible Accep­
tance Documents, counsel may wish 
to con~ider, by example, current 
internal practices of the parties for 
giving notice under _ existing 
agreements and identify the person 
designated for such purposes ·~ 
Section 1.1, Comment 2) . Since 
virtually any Document may be 
sent without direct human involve­
ment, care should be laken that 
adequate controls have been estab­
lished regulating the level of 
approval (and human authorization) 
required to transmit any Documeut. 

2. Counsel is strongly encour­
aged to review the substantive 
content of possible Acceptance 
Documents in selecting the appro­
priate confirmation of any 
Document. For example, in 
response to a purchase order, the 
Acceptance Document may be: 

@J 
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a purchase order ac­ guideli nes in selecting appropri ate 
knowledgement (which Acceptance Documents. ~ Sec­
substantively confIrms the tion 1.1, Comments 2 and 13. 
tenns of the purchase 
order); or 	 5. Counsel should also consider 

what effects, if any, the selection 
a shipping notice (specify­ and use of Acceptance Documents 
ing that the goods have may have upon the additional 
been or will be shipped; terms and conditions of the under-
see UCC § 2-206( l)(b». lying commercial relation~hip. 

which may more specifically 
3. For ceI1run Documents (for .~ddress contract forml1tion issues 

example, a notice of rejection ~.>u~~ as the time peri~>d in which 
of goods from the buyer). no offers must be accepted or rejected. 
Acceptance Document will be and the manner of communicating 
appropriate. Note, however, if the rejection, if at all), rights of 
buyer, having sent such notice does rejection and other matters. In 
not receive a functional acknow­ addition, notwithstanding the last 
ledgement in return, ilie huyer is on sentence of Section 3.1, counsel 
notice that its notice of rejection should endeavor to assure that the 
l\lay not have been received, and contract formation practices 
should consider either re-sending developed under the Agreement are 
the notice. or providing such notice consistent with any commercial 
by means other ilian ED!. ~ UCC relationship established by any 
§ 1-201(26). other agreement described in 

Section 3.1. ~ Section 3.1, and 
4. Counsel may wish to consider the Comments thereto. 


applicable industry implementation 


2.4. Q.arbled Transmissions. If any transmitted Document is 
received ill an unintelligible or garbled fotm, the receiving party 
shall promptly notify the originating party (if identifiable from the 
received Document) in a reasonable manner. In the absence of such 
a notice, the originating party's records of the colltents of such 
Document shall control. . 

Comment 

1. Section 2.4 is intended to relevant Document. In those cases, 
apply only to unintelligible or gar­ the originating party's records con­
bled messages, incapable of having trol unless the receiving party gives 
effective meaning or missing mate­ prompt notification in a reasonable 
rial data components, for which manner. ~ UCC § 1-204. Such 
the originating party may be iden­ notice may be given by other than 
tified within the context of ilie electronic means. The obligation to 
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provide notice under this Section 6. The following examples
burdensome in an electronic is not 	 illustrate the open " I)n of the pro­

envirollment, aud has the advantage visions of Sectid.. taken as a 
oh\.~sisting the transmitting party to whole: 

correct promptly a miscommunica­

tiun. 
 fuample 1. XYZ has speci­

fied its mamframe computer as its 
2. The phrase "unintelligible or Receipt Computer. ABC sends a 

garbled" is not intended to include Document to XYZ's PrOvider. but
Documents which are, in human the Document is never made acces­
readable form. capable of being sible to XYZ's Receipt Computer. 
read but which contain information ABC's transmission of the Docu­
which the receiving party knows, or ment has no legal effect. 
has reason to know, may be incor­

rect. For example, if ABC has 
 Example 2. XYZ properly re­
always ordered no more than 200 ceives a purchase order from ABC 
pencils, it~ purchase order for but never transmits in retuO! either 
200.000 pencils should not be a functional acknowledgement or 
considered unintelligible or garbled, an Acceptance Document. No con­
since pursuant to Section 2.1, the tract has been fonned but XYZ is 
pmties can adopt a procedure where liable for any danlages suffered by 
XYZ can always review. confIrm or ABC, if any, from XYZ's failure to 
reject flle substantive tenns con­ provide verification as required. 
tained in any Document. 


Exanlple 3. XYZ properly

3. Section 2.4 is not intended to receives a purchase order from 

displace the applicable principles of ABC which by it~ tenns is open for 
the law of mistake . See uee 10 days. XYZ properly transmits
§ 1-103. an Acceptance Document within 

the 10 day period, but the Accep­
4. 	If, pursuant to Section 2.3, no tance Document is not "properly

obligation arises with respect to a received" until the 11th day. No 
Document otherwise subject to this contract is fonned. 
Section because the required 
Acceptance Document has not been Example 4. The Appendix
properly received in return, then requires, a~ to a purchase order, that 
the fact fhat such Document is a purchase order acknowledgement 
unintelligible or garbled should be sent as an Acceptance Doc­
have no consequences under this ument. ABC, as buyer. sends a
Section. purchase order, receipt of which is 

verified by XYZ, as seHer, by
') Section 4.6 (J;lli:lusiID:1 Qf sending a functional acknowledge­

Rmnages) clearly applies to lia­ ment. However, XYZ never sends 
bilities which may arise in an Acceptance Document. No 
connection with any unintelligible conlract for sale has been formed. 
or garbled transmission; jf the par­
ties wish differenta result, Example 5. XYZ properly
apprupriate changes may be made. transmits an Accept,U1ce Document, 

@ 
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which is receive1 hy XYZ's be sent a~ an Acceptance Docu­
Provider and stored. Meanwhile, mcnt. XYZ, as seller, propcrly 
ABC properly transmits a revoca­ receives a purchase order from 
tion of its offer, which revocation is ABC, as buyer, but the price data is 
properly received by XYZ's missing. XYZ sends a functional 
Receipt Computer before the acknowledgement which identifies 
Acceptance Document is forwarded the omitted data. Under Section 2.4, 
to ABC's Receipt Computer by XYZ has met its obligations. If 
XYZ's Provider. No contract is XYZ, without the price data, then 
fonned; the revocation is effective. sends an Acceptance Document, a 

contract is fonned , with the price to 
Example 6. The Appendix be detennined pursuant to appli­

requires, as to a purchase order, that cable law. See UCC § 2-305 . 
a purchase order acknowledgement 

Section 3. Transaction Terms. 

3.1. T~.s_<m...q~~<ti.ti~. This Agreement is to be considered 
part of any other written agreement referencing it or referenced in 
the Appendix. III the absence of any other written agreement 
applicable to any Transaction made pursuant to this Agreement, such 
Transaction (and any related communication) also shall be subject to 
lCHOOSE ONE]: 

[AJ those tenns and conditions , including any terms for 
payment, 'included in the Appendix. 

[81 the terms and conditions included on each party's standard 
printed applicable forms attached to or identified in the 
Appendix [as the same may be amended from time to time by 
either party upon written notice to the other]. The parties 
acknowledge that the terms and c('nditions set forth on such 
fOlms may be inconsistent, or in conflict, but agree that any 
conflict or dispute that arises between the parties in cormection 
with any such Transaction will be resolved as if such 
Transaction had been effected through the use of such fomls. 

[C] such additional terms and conditions as may be determined 
in accordance with applicable law . 

The tenns of this Agreement shaH prevail in the event of any 
conflict with any other terms and conditions applicable to any 
Transaction. 

F.lrf"ll'flllic ' f);11 ;1 IlliC"ITII.IlIp;r ~I.,drl ' \grrcIH(,,111 J7~!J 

~nt 

I . Section 3 recognizes that the requires the parties to elect (rom
c)(cllal1gc of DOCUIlIt'\l(S furthers 

al1lollg three altematives the manner the commercial relationship of the 
for providing the additional termspanics, a11(1 that the usc of available 
and conditions not anticipated bytechnology pursuant to its terms 
the standard formats of applicableshould not create any cOltJli<:t with transa<:tion sets. 

other written agreements between 

the parties, or fail to properly 


3. Option [A] requires negotia­a<:cOl11lllodate the terms and condi­
tion and agreement upon thetions whi<:h define the dimensions 
additional terms alld conditions. of the cOllllllerdal transa<:tions. 
Su<:h option, as compared to the 
remaining options, achieves the2. Section 3.1 responds to three 
highest level of certainty in e~tab­situations: 
lishing the terms of any cont ract of 
sale. Essential tenns and conditions - TIle parties have previously to be negotiated, by way of ex;un­or concurrently executed a 
pIe, may include warranty, delivery, separate contract for the sale rejection, liability for non-conform­of goods, whi<:h may, by 
ing goods and attomey's fees . Theexample, be in the form of a 
negotiated temlS would be inclutled master purchase, require­ in the Appendix. 

nJent.~ or outputs agreement. 
~ UCC § 2-306. 

4. Option (B Jpemlits incorpora­
tion into the electronic environlJlent - The pa.rties execute such an of existing paper-based methods of agreement after the Agree­
conducting business. Option [B Jment is signed. 
has the objective of clearly defin­
ing, for ea<:h party. the tenns and

- TIle pallies conduct business conditions upon which it wishes toill the absence of, or outside conduct business, and, to tlle extent the Scope of, allY such agree­ amendments may be accommo­ments, relying solely upon 
dated, the tenns and conditionsthe Documents and the 
applicable at any time duri.ng theconduct of the parties pur­
commercial relationship. If sele<:t­.suant to the Agreement to ed, however, Option [B J, inestablish any COlltract. 
alltidpating, but not resolving, 
inconsistencies or conflicts in theIn either the first or second case, 
respective fomlS of the parties, will the other agreement is assumed to 
not achieve the highest level ofbe the instrument by which the 
certainty a~ to the tenus of anyparties have had the opportunity to Contract of sale.

negotiate and agree upon terms and 
conditions applicable to any Trans­

5. Option [B J requires eachaction which are not defined by the 
party's standard printed forms to be <:(Jfltent of any Document. How­

. incorporated ' as a part of theever, in the [lIIai case, Section 3.1 
Agreement. The parties may attach 

., 

@J 
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such forms to the Appendix or 
may identify the appropriate forms 
wltich are to be incorporated 
by reference. Any identification 
provided should be sufficiently 
specific to identify only one form. 
However, selecting the option of 
attaching such forms to the 
Appendix assures that the terms and 
conditions of . such forms are 
explicitly known and disclosed. 

6. In response to general indus­
try practice, Option [BJ includes, as 
a further option, language permit­
ting the terms and conditions of any 
fonn attached to or identified in the 
Appendix to be amended by sub­
sequent written notice (which Dotice 
must be sufficient to adequately 
identify the new foml or cbanges) . 
If tflis option is elected, either party 
!IIay incorporate into ED! trading 
the changes in terms and conditions 
which may occur in its paper-based 
trading practices. Parties wishing 

. to 	 retain greater control over sub­
sequent amendments would not 
elect the optional language. In that 
ca~e, . subsequent forms would 
rCljuire mutual agreement for sub­
sequent attachment or identification. 

7. In the event of any incon­
sistency or conflict . between the 
respecti ve forms of the parties, 
Option [Bl incorporates the method 
uf resolution set forth in UCC 
§ 2-207 and other applicable law. 
Since the attached or identified 
funns wiU correspond to Documents 
which have been transmitted, the 
terms and conditions contained in 
such fonns should be considered in 
the same sequence in which the 
related Documents are transmitted 
and received between the parties . 

8. Option [C], if elected, incor­
porates itlto eacb contract for sale 
of goods the manner by which 
applicable law determines additional 
terms and conditions (other than 
quantity) which have. not been 
agreed upon by the parties. s.~, 
~, UCC § 2-305 (Open Price 
Term), § 2-307 (Delivery and 
Single Lot), § 2-308 (Place for 
Delivery) and § 2-309 (Time for 
Shipment or Delivery). Under the 
circumstances contemplated by the 
Agreement, any contract for sale 
should not fail for indefiniteness. 
See UCC § 2-204(3). 

9. The last sentence of Section 
3.1 coniimls that the intent of the 
parties to give effect to the pro­
visions of the Agreement is not 
contradicted by other temlS and 
conditiOn<; applicable to any Trans­
action. whetber set forth in any 
agreement described in Section 3.1 
or by applicable law. For example, 
a separate contract for the sale of 
goods may provide for acceptance, 
in a paper-based environment, to 
occur upon the receipt of a signed 
purchase order acknowledgement at 
the offices of buyer by certified 
mail. The last sentence of Section 
3.1 provides for the acceptance 
'echarusm established pursuant to 

the Agreement to control witb 
respect to ED! trammissions.· Thus, 
the commercial intent of tbe parties. 
taken as a whole, is given effect. 

DJ:afting Comideratiom 

1. If the parties clearl y intend 
that the Agreement is to be used 
solely and exclusively in connec­
tion with other written agreements, 
and that no other EDI transactions 

should be authorized, the second 
sentence of this Section may be 
deleted. However, such sentence 
serves as a "safety basket" for 
future transactions not otherwise 
contemplated and should be deleted 

. > only after careful analysis . 

2. If the parties elect Option 
[AJ, counsel is encouraged to care­
fully consider whether additional 

....., temls and conditiom should be 
included to fully implement tbe 

commercial intentions of the par­
ties expressed in other provisions 
of the Agreement. ~ Section 1.1. 
Comment 2. and Section 2.3, 
Drafting Consideration S . 

3. If the parties elect Option 
[BJ, counsel may wish to comider 
specifying the method of providing 
notice of any amendments to the 
printed fonns adopted by either par­
ty. as well as any minimum period 
before such notices take effect. 

3.2. CQ!lfidentiality. No information contained in any Document 
or otherwise exchanged between the panies shall be considered 

,i • confidential, except to the extent provided in Section 1.5, by written 
... agreement between the parties, Or by applicable law. 

~ 

COmment 

1. Section 3.2 focuses on 
whether the information transmitted 
in any Document requires confi­
dential treatment by the parties. 
111is Section provides for no 
confidential treatment except for 
Signatures (as provided in Section 
1.5), and as required by other 
written agreements (~ Section 
1.1, Comment 3) or by applicable 
law. Examples of applicable law 
would include common law relating 
to trade secrets, any court order 
imposing confidentiality obligations 
as to any relevant information or 47 
USC 605. 

2. If confidential treatment is to 
be provided, counsel. in substitu­
tioll for the provisions of Section 
3.2, should prepare apprcpriate 

provlslom as to the scope and 
durat.ion of any obligations, as well 
as appropriate remedies. Counsel 
may wish to give special emphasis. 
if only certain infoffilation is to be 
considered a, confidential, on the 
manner in which, in an electronic 
environment, information is to be 
designated as confidential by the 
parties. Information may be des­
ignated as confidential on a 
transaction-by-transaction basis by 
inclUding an appropriate designa­
tion (by the use of special codes) 
within the related electronic trans­
missions. Such a techniljue would 
satisfy the re~uirement of this 
Section 3.2 for' written agreement" 
if the parties intend for that effect. 
~ Section 1.1, Comment 3. 

@J. 
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3.3. yw~ty~. 

3.3.1. TIlis Agreement has been executed by the parties \0 

evidence their mutual intent to create binding purchase and sale 

ohligations pursuant to the electronic transmission and receipt of 

Documents specifying certain of the applicable terms. 


3.3.2. Any Document properly transmitted pursuant to this 
Agreement shall be considered, in connection with any Transaction, 
any other written agreement described in Section 3.1, or this 
Agreement, to be a "writing" or "in writing"; and any such 
Document when containing, or to which there is affixed , a Signature 
("Signed Documents") shall be deemed for all purposes (a) to have 
been "signed" and (b) to constitute an "original" when printed from 
electronic files or records established and maintained in the normal 

course of business. 

3.3.3. The conduct of the parties pursuant to this Agreement, 
including the use of Signed Documents properly transmitted 
pursuant to this Agreement, shall, for all legal purposes, evidence a 
course of dealing and a course of perfonnance accepted by the 
parties in furtherance of this AgreemerJ, any Transaction and any 
other written agreement described in Section 3.1. 

3.3.4. TIle parties agree not to contest the validity or 
enforceability of Signed Documents under the provisions of any 
applicable law relating to whether certain agreements are to be in 
writing or signed by the party to be bound thereby. Signed 
Documents, if introduced as evidence on paper in any judicial, 
arbitration, mediation or administrative proceedings, will be 
admissible as between the parties to tile same extent and under the 
same conditions as other business records originated and maintained 
in documentary fonn. Neither party shall contest the admissibility 
of copies of Signed Documents under either the business records 
exception to the hearsay rule or the best evidence rule on the basis 
that the Signed Documents were not originated or maintained in 

documental), fonn. 

Comment 

the electronic _transmiSSion and
I. This Section confimls the receipt of Documents. See Recitals, 

validity and enforceability of the 
Comment 3. underlying contracts fomled by 

F.k .. ' I ""i, 

2. The illtent of allY pany to a 
c:olIlI:I(.;1 Ih:ll Ihe (';olltra(.;1 he legally 
bilJding is an essential predicate for 
the underlying trallsaction. The 
Recitals of the Agreement initially 
stated the parties' intentions that 
Transaclions arising under Ihe 
Agreement be legally valid and 
enforceable; Section 3.3.1 imple­
ments such intent. 

3 . Section 3.3.2 establishes any 
properly transmitted Document as a 
"writing". This provision expands 
upon the existing deflllition contain­
ed in UCC § 1-201(46) (defIning 
"writing" to include "printing., type­
writing or IU1Y other intentional 
reduction to tangible foml."). This 
modification is of the type con­
templated by the Code. Stt VCC 
§ 1-102(3) and Recitals, Comment 
2. 

4. Section 3.3.2 (taken witb the 
provisions of Section 1.5) also 
establishes Signed Doculllent~ as 
sufftcient to satisfy the fornlal 
requirement~ of UCC § 2-201 (the 
Statute of Frauds) when the Docu­
ments relate to the fonnation of any 
contract for the sale of goods for 
the price of $500 or more. ~~ 
uec § 2-201 and comments thereto. 
Finally, Section 3.3.2 also estab­
lishes Ihat Signed Documents shall 
be deemed to constitute "original" 
business records under certain cir­
cumstances. &:..e Comment 7 below; 
~~ Section lA, Comment 1. 

5. Under Section 3.3.3, the 
conduct of the parties pursuant to 
the Agreement constitutes a course 
of dealing and a course of per­
fonnance upon which they may rely 
ill SIIIlClu ring their business rela­
tionsliip This conduct includes the 

I );01., 1,,1,1'1 h;ollg" (I. -lod,1 A.~r("clll("l\l 17.43 
- -' ­

ideJlIif'Crllion of the Documents to 
be uall~lIlilteu, the cSlllbLislullelll of 
channels of COllllllUJUcntioll nnd the 
adoption of mutually acceptable 
secllrity procedures, all pursuant 10 

the provisions of Sectioll 1. UCC 
§ 2-208 contemplates that Stich 
conduct be considered in de­
ternlining the meaning of this 
Agreement and any underlying 
contract for the sale of goods. See 
UCC §§ 1-205 and 2-208. This 
conduct, either as a course of 
dealing or as a course of per­
fonnance, should be given efiect 
with respect to both the Agreement 
and other applicable purchase 
contracts, independent of the status 
of Signed Documents as signed 
writings under applicable law. See 
~ UCC §§ 2-202(a) and 2-207(3). 

6. Nothing in the Agreement, 
other than the prohibition on oral 
waivers contained in Section 4.3, 
operates to prevent either party 
from contending that the terms and 
conditions applicable to any Trans­
action, or those set forth in the 
Agreement, may be modifIed or 
waived as contemplated by UCC 
§ 2-209. 

7. Section 3.304 establishes rules 
of conduct for the parties in 
connection with the use of Signed 
Documents as evidence in any 
proceeding between the parties. By 
way of exanlple, ~ Federal Rules 
of Evidence 802, 803(6) and 1002. 
However, Section 3.304 (together 
with Section 3.3.2) does not waive 
the need for a proper foundation 10 
be established for the admissibility 
of the evidence. In tltis regard, the 
effectiveness and reliability of each 
party's security procedures, record 
retention policies, confIdentiality 

I 

I 

I 

! 
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obligations and their conduct un­ cases to the ultimate admissibility 
der the provisions of the Agreement of any Signed Documents. 
lIIay be relevant in individual 

Section 4. Miscellaneous. 

4.1. Iern:!Wati_Q!!. This Agreement shall remain in effect until 
terminated by either party with not less than 30 days prior written 
notice, which notice shall specify the effective date of tel1l1ination; 
provided, however, that any termination shall not affect the 
respective obligations or rights of the parties arising under any 
Documents or otherwise under this Agreement prior to the effective 
date of termination. 

Comment 

I. The pr0V1s10ns of Section 4 re-institute) alternative procedures 
include provisions often found in of cOllllllunication. 
many types of agreements. These 
provisions are not exclusive, and 3. A 30-day notice period is 
counsel may wish to consider other considered reasonable by general 
similar customary provisions which, industry practice. However, ~ 
for the most part, are not effected Section 1.2.1, Comment 5. 
by the use of electronic commu­
n;cations. However, as discussed in 4. Any notice of termination 
these Comments, these provisions under Section 4.1 does not affect 
focus upon some significant legal obligations under the underlying 
factors relating to the use of commercial relationship; any no­
electronic communication under the tices relating to such obligations 
Agreement. would be separately required. 

2. Section 4.1 assures freedom 5. With respect to the require­
of co'lltract, but also assures the ment that notice under this Section 
non-terminating patty an appro­ be "written", ~ Section 1.1, Com­
priate opportunity to establish (or ment 3. 

4.2. SeyeI.l,lbiijty. Any prOVISion of this Agreement which is 
determined to be invalid or unenforceable will be ineffective to the 
extent of such determination without invalidating the remaining 
provisions of this ' Agreement or affecting the validity or 
enforceability of such remaining provisions. 

," 
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r Comment 

The Agreement has been pre­
pared for implementation io a 
variety of situations; Section 4.2 
has been included to assure that the 

entire contract does not fail in the 
event any specific provision is 
determined to be unenforceable 
under any particular circumstances. 

4.3. EQl,ire Agreemep.t. This Agreement and the Appendix con­
stitute toe complete agreement of the parties relating to the matters 
specified in this Agreement and supersede all prior representations 
or agreements, whether oral or written, with respect to such matters. 
No oral modification or waiver of any of the provisions of this 
Agreement shall be binding on either party. No obligation to enter 
into any Transaction is to be implied from the execution or delivery 
of this Agreement. This Agreement is for the benefit of, and shall be 
binding upon, the parties and their respective successors and assigns. 

Comment 

~ ,; 

tt ·. " 
T ' 
'T 
I.. . 

1. Section 4.3 integrates the 
Appendix with the Agreement into 
a complete agreement. The pro­
visions of Section 3.1 are effective 
to integrate the Agreement (with 
the Appendix) into any other speci­
fied purchasing contract. 

2. Section 4.3 permits modi­
fications and waivers of the 
Agreement by Signed Documents 
(but Ihe parties must include "free­
text" Documents to have this reSUlt). 

S« Section 1.1, Comments 3 and 
4. If the larties wish to require 
paper-base writing for modifi­
catioos or waivers, appropriate 
changes should be made. 

3. This Section confirms that the 
.Agreement itself creates no obliga­
tions relating to the purchase anti 
sale of goods: such obligations arise 
only from the Documents and tbe 
conduct of the parties. 

4.4. QQ'[~.g._ldt~. This Agreement shall be governed by 
interpreted in accordance with the laws of the State of ____ 

and 

V. 
::1;' Comment 

F 

~,. 

In addition to customary factors 
considered in selecting applicable 
law, counsel may wish to evaluate 
various state laws which may be in 

effect relating to criminal use of 
computers, computer privacy and 
similar issues relating to technology. 

t;;.~ 
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4.5. F()~L~jeurr; No 
perform its obligations in 

party shall 
cOimection 

he Iiahle for any failure to 
with any Transaction or ally 

:~el·tillil 4.() docs IIot lilliit allY 
d ;ullay.es result illY. rrolll a hreach or 
Section 1.4 (~Jlri1x_l~~ili!I.~) 

fn III I a (,1\:;11:11 of allY Idat,·" 
Tr;IIIS;ll"lioll . I r di rrl'rt'llt results are 
des ired, appropriate dlOulgc!i shoulJ 

\; 

Document, where such failure results from any act of Goel or other or Sectioll I . ."> lCt)[lfi(/ellliality) alld be llIadc. 
cause beyond such party ' s reasonable control (including, without Joes 1101 apply to damages resulling 
limitation, any mech,mical, electronic or cOlTUllunications failure) 
which prevents such party from transmitting or receiving any 
Docwnents. [4.7. ArQjtration. Any controversy or claim ansmg out of or 

relating to this Agreement, or the breach thereof, shall be settled in 
accordance with the Commercial Arbitration Rules of the American 

Comment Arbitration Association, and judgment on the award rendered by the 
arbitrator(s) may be entered in any court having jurisdiction thereoL] 

I. The scope of this Section is unscheduled "down-time" events 
limited to events which prevent tbe outside the reasonable control of 
tr.msmission or receipt of Docu­ one of the parties. COmment 
ments and does not extend to tbe 
impact of those events on any other 3. Counsel should carefully con­ 1. Section 4 .7 sets forth, as an dispute resolution in connection 
obligations of the parties, whether sider the effect of lhis Section upon option, the recommended arbi­ with the Agreement and Transac­
under tbe Agreement or in con­ the obligations arising under Section tration clause of the American tions conducted pursuant to the
nection with any underlying 1.2.3, if sucb Section is induded. Arbitration Association. Agreement. Of course, to the 
Transaction. To the extent Section 1.2.3 imposes extent arbitration or other similarliability, counsel shoulJ evaluate 2. Counsel i:; encouraged to .nthods are considered appro­

2. Among other things, this whether Section 4 .5 reduces or 
consider the advisability of arbitra­ pnate, the parties may modify or

Section is specifically intended to eliminates liability to the extent the 
tioll and other fornls of alternative amend the suggested language. 

excuse performance resulting from actions of a Provider may he 
such events a~ a general power considered beyond tbe reasonable 
outage in the community or control of eilher party. 

Each party has caused this Agreement to be properly executed 
other for any special, incidental, exemplary or consequential 
4.6. Limita.tion of Damages. Neither party shall be liable to the 

on its behalf as of the date first above written. 
damages arising from or as a result of any delay, omission or error in 
the electronic transmission or receipt of any Documents pursuant to ABC XYZ 
this Agreement, even if either party has been advised of the 
possibility of such damages . 

By By 
Name: Name: 

Comment Tille : Title: 
'I. 

Since the benefits of conducting Section is also limited, as provided t 
electronic commerce are substantial in Section 4.5, solely to damages ill . :~ and far-reaching, <ill exclusion of arising from or as a result of . ~! 

damages is appropriate and consis­ any delay, omission or error in 
tent with general industry practice the transmission or receipt of 11.to encourage recognition of those Documents pursuant to the Agree­ s· 
benefits. However, the scope of this ment. See Section 2.4, Comment 5. ~~ 

, 
" 
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APPENPIX 

STANDARDS 

Specify ALL applicable standards (and the issuing organizations): 

Selected standards include, as applicable, all data 
. segment dictionaries and transmission controls referenced in those 

standards, but include only the Transaction Sets listed 

DOCUMENTS section of this Appendix below. 


DOCUMENTS 

Acceptance 
Docyntcnt 

Document Verification Acceptance 

Tran:,action Name Or Ve...ion Required Required Transact;on 

~ Description ~ (Xes or No) (Xes Of No) ~ 


l1,en CUr­

rent and 
one prior 
verston 

GllJDELlliES 

Specify aLL applicable published industry
lines: _____________________ 

The provisions of the Agreement (including this Appendix ) shall 

control in the event of any conflict with any listed guidelines. 


TIIIRD PARTY SERVICE PROVIDERS 

([f the Darties will be transmitting Documents directly,
"NONE,f) 

Name Address Telephone Number 

ABC­

xyz-

dictionaries, 

in the 

Vocument 
Name or 

Description 

guide-

insert 
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RECEIPT COMPUTER 

ABC­

xyz-

ALLOCATION OF PROVIDER COSTS 

([f no special allocation has been agreed upon, enter 
"NONE"): __' _________~----

SECURITY PROCEDURES 

(If no security procedures have been agreed upon, enter 
"NONE"): _______________ 

EXISTING AGREEMENTS 

(If the Agreement is not to be considered a part of any existing 
written agreement, enter "NONE"): __________ 

[ThRMS AND CONPmONS 

If the parties select Section 3,1 [AJ, specify terms and 
conditions: __________________ 

If the parties select Section 3.l[B). attach applicable forms Or 
provide sufficient identification of each form being 
incorporated: ] 

@ 




UNCITRAL Model Law on 
Electronic Commerce 

[Original: Arabic, Chinese, English, French, Russian, Spanish] 

. Part one. Electronic commerce in general 

CHAPTER 1. GENERAL PROVISIONS 

Article 1. Sphere of application * 

This Law** applies to any kind of information in the form of a data 
message used in the context*** of commercial**** activities. 

*The Commission suggests the following text for States that might wish to limit the 
applicability of this Law to international data messages: 

"This Law applies to a data message as defined in paragraph (I) of article 2 where the 
data message relates to international commerce.~ 

**This Law does not override any rule of law intended for the protection of consumers. 

*"The Commission suggests the following text for States that might wish to extend 
the applicability of this Law: 

"This Law applies to any kind of information in the form of a data message, except in 
the following situations: l..·J." 

****The term "commercial" should be given a wide interpretation so as to cover 
matters arising from all relationships of a commercial nature. whether contractual or not. 

( Relationships of a commercial nature include, but are not limiled to, the following transac­
tions: any trade transaction for the supply or exchange of goods or services; distribution 
agreement; commercial representation or agency; factoring; leasing; construction of works; 
consulting; engineering; licensing; investment; financing; banking; insurance; exploitation 
agreement or concession; joint venture and other forms of industrial or business cooperation; 
carriage of goods or passengers by air. sea. rail or road. I 

2 3 
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,Article 2. Definitions 
l 

, 
For the purposes of this Law: 

(a) "Data message" means information generated, sent, received 
or stored by \electronic, optical or similar means including, but not 
limited to, electroni~ data interchange (EDI), electronic mail, telegram, 
telex. or telecopy; j 

(b) "Electronic data interchange (EDI)" means the electronic 
transfer from computer to computer of information using an agreed 
standard to structure the information; 

(c) "Originator" of a data message means a person by whom, or 
on whose behalf, the data message purports to have been sent or 
generated prior to storage, if any, but it does not include a person 
acting as an intermediary with respect to that data message; 

(d) "Addressee" of a data message means a person who is 
intended by the originator to receive the data message, but does not 
include a person acting as an intermediary with respect to that data 
message; 

(e) "Intermediary", with respect to a particular data message, 
means a person who, on behalf of another person, sends, receives or 
stores that data message or provides other services with respect to that 
data message; 

(f) "Information system" means a system for generating, send­
ing, recei ving, storing or otherwise processing data messages. 

Article 3. Interpretation 

(1) In the interpretation of this Law, regard is to be had to its inter­
national origin and to the need to promote uniformity in its application 
and the observance of good faith. 

(2) Questions concerning matters governed by this Law which are 
not expressly settled in it are to be settled in conformity with the 
general principles on which this Law is based. 

Article 4. Variation by agreement 

(1) As between parties involved in generating, sending, receiv­
ing, storing or otherwise processing data messages, and except as 

otherwise provided, the provisions of chapter III may be varied by 
agreement. 

(2) Paragraph (I) does not affect any right that may exist to modify 
by agreement any rule of law referred to in chapter II. 

CHAPTER II. ApPLICATION OF LEGAL REQUIREMENTS TO DATA MESSAGES 

Article 5. Legal recognition of data messages 

Information shall not be denied legal effect, validity or enforce­
ability solely on the grounds that it is in the form of a data message. 

Article 6. Writing 

(1) Where the law requires information to be in writing, that require­
ment is met by a data message if the information contained therein is 
accessible so as to be usable for subsequent reference. 

(2) Paragraph (1) applies whether the requirement therein is in the 
form of an obligation or whether the law simply provides conse­
quences for the information not being in writing. 

(3) The provisions of this article do not apply to the following : [ ... ]. 

Article 7. Signature 

(I) Where the law requires a signature of a person, that requirement 
is met in relation to a data message if: 

(a) a method is used to identify that person and to indicate that 
person's approval of the information contained in the data message; and 

(b) that method is as reliable as was appropriate for the purpose 
for which the data message was generated or communicated, in the 
light of all the circumstances, including any relevant agreement. 

(2) Paragraph (I) applies whether the requirement therein is in the 
form of an obligation or whether the law simply provides conse­
quences for the absence of a signature. 

(3) The provisions of this article do not apply to the following: [ ... ]. 
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Article 8. Original 'j 

(1) Where the law requires information to be presented or retained in 
its original form, that requirement is met by a data message if: 

(a) there exists a reliable assurance as to the integrity of the 
information from the time when it was first generated in its final form, 
as a data message or otherwise; and 

(b) where it is required that information be presented, that infor­
mation is capable of being displayed to the person to whom it is to be 
presented. 

(2) Paragraph (1) applies whether the requirement therein is in the 
fonn of an obligation or whether the law simply provides consequences 
for the information not being presented or retained in its original form. 

(3) For the purposes of subparagraph (a) of paragraph (l): 

(a) the criteria for assessing integrity shall be whether the infor­
mation has remained complete and unaltered, apart from the addition 
of any endorsement and any change which arises in the normal course 
of communication, storage and display; and 

(b) the standard of reliability required shall be assessed in the 
light of the purpose for which the information was generated and in 
the light of all the relevant circumstances. 

(4) The provisions of this article do not apply to the following : [ .. .J. 

Article 9. Admissibility and evidential weight of data messages 

(1) In any legal proceedings, nothing in the application of the rules of 
evidence shall apply so as to deny the admissibility of a data message 
in evidence: 

(a) on the sole ground that it is a data message; or, 

(b) if it is the best evidence that the person adducing it could 
reasonably be expected to obtain, on the grounds that it is not in its 
original form. 

(2) Information in the form of a data message shall be given due 
evidential weight. In assessing the evidential weight of a data message, 
regard shall be had to the reliability of the manner in which the data 

message was generated, stored or communicated, t.O the reliability of 
the manner in which the integrity of the information was maintained, 
to the manner in which its originator was identified, and to any other 
relevant factor. 

Article 10. Retention of data messages 

(I) Where the law requires that certain documents, records or infor­
mation be retained, that requirement is met by retaining data messages, 
provided that the following conditions are satisfied: 

(a) the information contained therein is accessible so as to be 
usable for subsequent reference; and 

(b) the data message is retained in the fom1at in which it was 
generated, sent or received, or in a format which can be demonstrated 
to represent accurately the information generated, sent or received; and 

(c) such information, if any, is retained as enables the identifica­
tion of the origin and destination of a data message and the date and 
time when it was sent or received. 

(2) An obligation to retain documents, records or information in 
accordance with paragraph (1) does not extend to any information the 
sole purpose of which is to enable the message to be sent or received. 

(3) A person may satisfy the requirement referred to in paragraph (1) 
by using the services of any other person, provided that the conditions 
set forth in subparagraphs (a), (b) and (c) of paragraph (1) are met. 

CHAPTER III. COMMUNICATION OF DATA MESSAGES 

Article 11. Formation and validity of contracts 

(1) In the context of contract formation, unless otherwise agreed by the 
parties, an offer and the acceptance of an offer may be expressed by 
means of data messages. Where a data message is used in the formation 
of a contract, that contract shall not be denied validity or enforceability 
on the sole ground that a data message was used for that purpose. 

(2) The provisions of this article do not apply to the following: [ ... J. 
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Article 12. 	 data messages 

(1) As between the and the addressee of a data message, 
a of will or other statement shall not be legal 
validity or on the l!rounds that it is in the form of 
a data message. 

The this article do not to the 

Article 13. Attribution data messages 

(1) 	 A data message is that of the if it was sent by the 

and the a message is 
if it was sent: 

a person who had the authonty to act on the 
in of that data message; or 

an information or on 
to 

and the addressee is 
and 

in order to ascertain whether the data message was that 
the addressee a 

to the for that purpose; or 

the data message as received by the addressee resulted 
the actions a person whose with the or with 
any the enabled that person to access to a 
method used by the to data messages as own. 

not 

as of the time when addressee has received notice 
the that the data message is not that the originator, 

and had time to act or 

(b) in a case (3)(b), at any time when the ad­
dressee knew or should have had it exercised care 

that the data message was not that of the 

(5) Where a data message is that of the Ild.III';UUI or is to be 
that the or the to act on that assump­

the 
what the 
The ad­

had it 

The is to regard each data message as 
to act on that assumntion. exceot to the 

14. 

(1) 
senumg a data message, or by means of that data 
nator has or has with the that of the 

has not with the addressee that the 
or bv a 

any or 

or 
(b) 	 any conduct the to indicate to the 

that the data message has 

has that the data is condi­

tionalon the data message is treated 
the acknowled2:ement is 

that the data message is con­

ditionalon and the ;]cknow 
SDlecluea or 
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or, if no time has or a 

is not within the time 
may, upon notice to the treat 

it had never been sent, or any 
other 

Where the the 
of the related data message was 

nr'-'''l1Tnnli"n does not imDiv that the data message 

the states thai the related data 
message met technical either 

it is 
met. 

of the data 
is not to 

that may flow either from that data message or 
ment of its 

Article 15. Time and place and 
data messages 

( I ) agreed the and 
the message occurs when it enters an 

outside the control the or of the person who sent 
the data message on of the 

agreed between the and the 
the time of receiot of a data message is 

if the has 
purpose of messages, 

at the data message enters the 
or 

if the data message is sent to an 
the that is not the information 

at the time when the data message is retrieved 
the 

(b) if the has not designated an 
receipt occurs when the data message enters an ;"f"rrn"';,m 

the 

where the 
is may be the where 

the data message is deemed to be received under paragraph 

(4) 

nator has its place of 
where the has its 

or the addressee has more than one of 
usmess, the is that which has the reiation­

to the transaction or, where there is no underlying 

(b) if the ongmator or not have a of 
business, reference is to be made to its residence. 

The of this article not to the 

Part Electronic commerce areas 

1. CARRIAGE OF GOODS 

Article Actions related 10 contracts of 

this 
of, 

a contract 

the number, or 
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(i i) or the nature or value goods; 

(ii i) a for 

that have loaded; 

a person of terms and of the con­
tract; 

(i i) to a 

0) 
(i i) 

to, 

other notice or statement in connection with the 
the cOlltract; 

to a named or a person 

(j) or 

and under 
contract. 

(J) Subject to 
referred to in article j 6 be carried out in or 

that is met if the action is carried out 
one or more data messages. 

(I) whether the therein is the 
form of an or wl1emer me Jaw conse­
quences for either to carry out the action in 
a 

(3) [f a 

or by one or more data 
messages, provided that a method is used to render data 
message or messages 

12 

the o.~~rl~rrl of 
for which the 

any 

Where one or more data m6ssages are used to effect any action 
and (g) of article 16, no paper document used to 

is valid unless the use data messages has 
the use of paper A paper docu­

shall contain a statement of such 
of data messages by paper 

of the oarties involved. 

carriage which 
is evidenced by one or more data messages reason of the fact that 

contract is message or messages instead of 
a paper document. 

The of this do not apply to the 

J3 
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network , and should be classified as intellectual property, and may be in any form , including computer printouts, magnetic storage media, 

punched cards, punched tapes, or stored internally in the memory of the computer; . ' . .., 
"computer" means an electronic magnetic, optical or other high speed .data processing devlcc or systcm whIch performs 10~lcal, anthmeltc, 
and memory functions by manipulations of electronic magnetic or optical Impulses, and mclud~ all Input, output, processmg, storage, . 
computer software, or communication fucilities which are connected or related to the computer ma computer system or computer network , 
"computer system" means a device or collection of devices, including support deVIces and excluding calculators whIch are not . 
programmemable and capable of being used in conjunction with external liles, or more of whIch contam com~uter programmes, eI~OnlC 
instructions, input data, and output data, that performs functions including, but not limited to, logIC, arithmetic, data storage and retrIeval, 

communication, and control; . . . 
"IT products" include computer, digital/data communication and digital/data broadcasting products, by recognlsmg the progressIve 

technological convergence of these three categories. . ' 
"IT software" means any representation of instructions, data, sound or image, including source code and object code, r~rded an a . 
machine readable form, and capable of being manipulated or providing interactivity to a user; by means ofan automatIc data processmg 
machine fulling under heading IT products; but does not include ' non-IT products '; 
"Computer Network" means the interconnection of one or more computers through : 
(i) The use of satellite, microwave, line, or other communication media; and . , . . 
(ii) Terminals or a complex consisting of two or more interconnected computers whether or not the mterconnectlOn IS conhnuously 

maintained. 

"IT services" include, but is not limited to, computer time, dalB processing, or storage functions , or other uses ofa computer, computer 


system, or computer network; 

"computer system services" means utilisation ofa computer, computer system, or computer network to assist an individual or entity with 

the performance ofa particular lawful function which that individual or entity has been given the right , duty, and power, together WIth the 


responsibility, to perfDrm; 

"computer programme" means a set of instructions or statements, and related data, that when executed in actual or modified form, cause a 

computer, computer system, or computer network to perform specified functions; 


"Computer data base" means a representation of information, knowledge, fucts, concepts, or instructions that : 
(i) Are being prepared or have been prepared in a furmalised manner or are or have been produced by a computer, computer system, or 


computer network; and 

(ii) Are intended fur use in a computer, computer system , or computer nctwork . 

"Computer security system" means a software programme or computer device that : 

(I) is intended to protect the cOnfidentiality and secrecy of data and information stored in or accessible through the computer system; and 

(2) displays a conspicuous warning to a user that the user is entering a secure system or requires a person seeking access to knowingly 

respond by use ofan authorised code to the programme or device in order to gain access. 

"electronic document" means electronic documentldatalrecordldalB message - information generated, sent, rebeived or stored by electronic, 

optical, computer or similar means including, but not limited to, Electronic Data Interchange (EDI), electronic mail, telegram, telex or 

telephony; 

"electronic signature" means any letters, characters, numbers or other symbols in digilBl form attached to or logically associated with an 

electronic record, and executed or adopted with the intention of authenticating or approving the electronic record; 

"infurmation" includes data, text, images, sound, codes, computer programmes, sofiware and databases; 

"computer output" or "output" means a statement or a representation whether in written, printed, pictorial, film, graphical, acoustic or 

other furm­
(a) produced by a computer; 
(b) displayed on the scrccn of a computer; or 

(c) accurately translated from a slBtemcnt or representation so produced; 

"function" includes logic, control, arithmetic, deletion, storage and retrieval and communication or telecommunication to, from or within a 

computer; 

"Computer virus" means any computer instruction, information, data or programme that degrades the performance ofa computer resource; 

disables; damages or destroys a computer resource; or attaches il5elfto another computer resource and executes when the host computer 

programme, data or instruction is executed or when some other event takes place in the host computer resource, dalB or instruction. 

"computer contaminant" means any set ofcomputer instructions that are designed to modify, damage, destroy, record, or transmit 

information within a computer, computer system, or computer network without the intent or permission of the owner of the information. 

They include, but are not limited to, a group of computer instructions commonly called viruses or worms, which are self-replicating or self­

propagating and are designed to contaminate other computer programmes or computer dalB, consume computer resources, modify, destroy, 

record, or transmit data, or in some other fltshion usurp the normal operation of the computer, computer system, or computer network; 

"Damage" means to destroy, alter, disrupt, delete, add, modify or rearrange any computer resource by any means. 

"Disruption" means any deviation from normal operations ofany computer, computer system, or computer network. 

"Injury" includes addition, alteration, damage, deletion, destruction, denial ofaccess with respect to data in, Or functions o~ a computer 

system or computer network. 

"Property" includes financial instruments, data, computer software, computer programmes, documents associated with computer systems 

and computer programmes, or copies, whcther tangible or inte.ngiblc, and data while in trallsit. 

"authorisation" means the express consent ofa person which may include an employee'sjob description to usc said person's computer, 

computer network, computer programme, computer software, computer system, property, or services as those terms are defined in this 

section. 

"access" means to gain entry to, instruct, or communicate with the logical, arithmetical, or memory function resources of a computer, 

computer system or computer network; 

"property" means anything ofvalue as defined by law, and includes financial instruments, information, including electronically produced 

data and computer software and computer programmes in either machine or human readable form, and any other tangible or intangible 

items ofvalue; 

"premises" includes land, buildings, movable structures and any conveyance by land, water and air; 

"injury" means any altemtion, deletion, damage, destruction ofa computer system, computer network , computer programme, or data 

caused by the access; 
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"supporting documentation" includes, but is not limited to, all infonnation, in any fonn, pertaining to the design, construction, 

classification, implementation, use, or modification ofa computer, computer system, computer network, computer programme, or 

computer software, which information is not gencrnlly IIvailahle to the pllhlic nnd is necessnry for the operation ofa comp"ter, computer 

system, computer network, computer programme, or computer software; 

"asymmetric cryptosystem" means a system capable ofgenerating a secure key pair, consisting ofa private key for creating a digital 


signature, and a public key to verifY the digital signature; 

"certification authority" means a person who or an organisation that issues a certificate; 

"certification practice statement" means a statement issued by a certification authority to specify the practices that the certification 


authority employs in issuing certificates; 

"ControUer" means the Controller ofCertification Authorities; 

"correspond", in relation to private or public keys, means to belong to the same key pair; 

"digital signature" means an electronic signature consisting ofa transformation of an electronic record using an, asymmetric cryptosystem 

and a hash function such that a person having the initial untransfonned clectronic record and the signer's public kt.-y can accurately 


determine­
(a) whether the transformation was created using the private key that corresponds to the signer's public key; and 

(b) whether the initial electronic record has been altered since the transfonnation was made; 

"hash function" means an algorithm mapping or translating one sequence ofbits into another, generally smaller, set (the hash result) such 

that ­
(a) a record yields the same hash result every time the algorithm is ellecuted using the same record a9 input; 

(b) it is computationally infeasible that a record can be derived or reconstituted from the harsh result produced by the algorithm; and 

(c) it is computationally infuasible that two records can be found that produce the same hash result using the algorithm; 

"key pair", in an asymmetric cryptosystem, means a private key and its mathematically related public key, having the property that the 

public key can verifY a digital signature that the private key creates; 

"licensed certification authority" means a certification authority licensed by the Controller; 

"operational period ofa certificate" begins on the date and time the certificate is issued by a certification authority (or on a later date and 

time ifstated in the certificate), and ends on the date and time it expires as stated in the certificate or is earlier revoked or suspended; 

"private key" means the key ofa key pair used to create a digital signature; 

"public key" means the key ofa key pair used to verifY a digital signature; 

"repository" means a system for storing nnd retrieving certificates or other information relevant to certificates; 

"revoke a certificate" means to pennanently end the operational period ofa certificate from a specified time; 

"security procedure" means a procedure for the purpose of 

(a) verifYing that an electronic record. is that ofa specific person; or 

(b) detecting error or alteration in the communication, content or storage ofan electronic record since a specific point in time, 

which may require the use of algorithms or codes, identifYing words or numbers, encryption, answerback or acknowledgment procedures, 

or similar security devices; 

"signed" or "signature" and its grammatical variations includes any symbol executed or adopted, or any methodology or procedure 

employed or adopted, by a person with the intention of authenticating a rewrd, including electronic or digital methods; 

"subscriber" means a person who is the subject named or identified in a certificate issued to him and who holds a private key that 

correspo'nds to a public key listed in that certificate; 

"suspend a certificate" means to tcmporarily suspend thc operational period ofa certificate from a specified timc; 

"trustworthy system" means computer hardware, software, and procedures that ­
(a) are reasonably secure from intrusion and misuse; 

(b) provide a reasonable level reliability and correct operation; 

(c) are reasonably suited to perfunning intended functions; and 

(d) adhere to generally accepted security procedures; 

"val id certificate" means a certificate that a certification authority has issued and -which the subscriber listed in it has accepted; 

"verifY II digital signature", in relation to a given digital signature, record and public key, means to determine accurately­
(a) that the digital signature was created using the private kcy corresponding to the public key listed in the certificate; and 

(b) the record has not been altered since its digital signature was created. 

Purposes and construction 

3. This Act shall be construed consistently with what is comtnet'Cially reasonable under the circumstances and to give effect to the 

following purposes: 

(a) to fucilitate electronic communications by means of reliable electronic records; 

(b) to fucilitate electronic commerce, eliminate barriers to electronic commcrce resulting from uncertainties over writing and signature 

requirements, and to promote the development of the legal and business infrastructure necessary to implement secure electronic commerce; 

(c) to fucilitate electronic filing ofdocuments with government agencies and statutory corporations, and to promote efficient delivery of 

goverwnent services by means ofreliable electronic records; 

(d) to minimise the incidence of forged electronic records, intentional and unintentional alteration ofrecords, and fraud in electronic 

commerce and other electronic transactions; 

(e) to help to establish uniformity of rules, regulntion~ nnd standards regarding the authentication and intcgrity ofclectronic records; and 
(I) to promote public confidence in the integrity and reliability ofelectronic records and electronic commerce, and to foster 'the 
development of electronic commerce through the use of electronic signatures to lend authenticity and integrity to correspondence in any 
electronic medium. 
Application 
4.-( I) Part II or IV shall not apply to any law requiring writing or signatures in any of the following mailers: 
(a) the creation or execution ofa will; 
(b) negotiable instruments; 
(c) the creation, performance or enforcement of an indenture, declaration of trust or power ofattomey with the exception of constructive 
and resulting trusts; 
(d) any contract for the sale or other disposition of immovable property, or any interest in such property; 
(e) the conveyance of immovable property or the transfer of any interest in immovable property; 
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(f) documents of title. 
(2) The Central Gov!. may by order publish the official Gaz.ette and modify the provisions of subsection (I) by adding, deleting or 

amending any class of transactions or matters. 
Variation by agreement 
5. As between parties involved in generating, sending, receiving, storing or otherwise processing elec!Tonic records, any provision of Part 

II or IV may be varied by agreement. 

PARTU 
ELECTRONIC RECORDS AND SIGNATURES 
GENERALLY 
Legal recognition of electronic records 
6.-{ I) For the avoidance ofdoubt, -it is hereby declared that information shall not be denied legal effi:ct, validity or enfurceability solely on 
the ground that it is in the form of an electronic record. 
(2) A "duplicate of a computer data file or programme file" shall mean a file produced by the same impression as the original, or from the 

same matri)(, or by mechanical or electronic recording, in the normal way such a duplicate is produced on a computer, or by other 

equivalent techniques that accurately reproduce the original. 
(3) A duplicate ofa cumputer data file or programme file shall be admissible in evidence as original itselfunlcss (I) a genuine question is 

raised as to the authenticity of the original or (2) in the circumstances it would be unfilir to admit the duplicate in lieu of the original. 
(4) Ifdata is stored in a computer or similar device, any printout or other output readable by sight, shown to reflect the data accurately, 

shall be an original subject to satisfYing the requirements referred to in section 70,71 & 72. 

Requirement fur writing 
7. Where a law requires information to be written, in writing, to be presented in writing or provides for certain consequences if it is not, an 
electronic record satisfies that rule oflaw if the information contained therein is accessible so as to be usable for subsequent reference. 

Electronic signatures 
8.-{ I) Where a law requires a signature, or provides fur certain consequences if a document is not signed, an elcctronic signature satisfies 

that rule oflaw. 
(2) An electronic signature may be proved in any manner-, including by showing that a procedure existed by which it is necessary for a 
party, in order to proceed further with a transaction, to have exccuted a symbol or security procedure for the purpose ofverifying th~t an 
electronic record is that of such party. 
Retention ofelectronic records 
9.-(1) Where a law requires that certain documents, records or information be retained, that requirement is satisfied by retaining them in the 
form ofelectronic records if the following conditions are satisfied: 
(a) the infurmation contained therein remains accessible so as to be usable fur subsequent reference, 
(b) the electronic record is retained in the format in which it was originally generated, sent or received. or in a format which can be 
demonstrated to represent accurately thc information originally generated. sent or received; 
(c) such infurmation, if any, as enables the identification ofthe origin and destination of an electronic record and the date and time when it 
was sent or received, is retained; and 
(d) the consent of the department or ministry of the Central Govt., State Govt., or the statutory corporation under Central or State Gov!. 
which has supervision over the requirement fur the retention of such records has been obtained. 
(2) An obligation to retain documents, records or infurmation in accordance with subsection (I Xc) shall not extend to any infurmation 
necessarily and automatically generated solely fur the purpose of enabling a record to be sent or received. 
(3) A person may satisfy the requirement referred to in subsection 9(1) by using the services of any other pel>On, if the conditions in 
paragraphs (a) to (d) of that subsection are complied with. 
(4) Nothing in this section shall ­
(a) apply to any provisions of law which expressly provides for the retention ofdocuments, records or information in the furm of electronic 
records; 
(b) preclude any department or ministry of the Central Government, State Govt. or a statutory corporation under Central or State Govt. 
from specifYing additional requirements for the retention ofelectronic records that are subject to the jurisdiction ofsuch departnient, 
ministry of Central Govt., State Govt. or statutory corporation under Central Govt. or State Govt. 

PART III 
LIABILITY OF NETWORK SERVICE PROVIDERS 
Liability of network service providers 
10.-( I) A network service provider shall not be subject to any civil or criminal liability under any rule of law in respect of third- party 
material in the furm of electronic records to which he merely provides access if such liability is founded on­
(a) the making, publication, dissemination or distribution ofsuch materials or any statement made in such material; or 

(b) the infringement of any rights subsisting in or in relation to such material. ' 

(2) Nothing in this section shall alIcct­
(a) any obligation fuunded on contract; 

(b) the obligation of a network service provider as such under a licensing or other regulatory regime established under written law; or 

(c) any obligation imposed under any written law or by a court to remove, block or deny access to any material. 

(3) For the purposes ofthis section­
"providing access", in relation to third-party material, means the provision of the necessary technical means by which third-party material 

may be accessed and includes the automatic and temporary storage of the third-party material fur the purpose of providing access; 

"third-party", in relation to a network service provider, means a person over whom the provider has no effective control. 
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PARTlY 
ELECTRONIC CONTRACTS 
Formation and validity 
11 .-( I) For the avoidance ofdoubt, it is hereby declared that in the context of the fonnation of contracts, unless otherwise agreed by the 
parties, an offer and the acceptance ofao offer may be expressed by means ofelectronic records. 
(2) Where an electronic record is used in the fonnation ofa contract, that contract shall not be denied validity or enforceability on the sole 

ground that an electronic record was used for that purpose. 

Effectiveness between parties 

12. As between the originator and the addressee ofan electronic record, a declaration of intent or other statement shall not be denied legal 

effi:ct validity or enfurceability solely on the ground that it is in the funn ofan electronic record. 

Attribution 

13.-( I) An electronic record is that of the originator if it was sent by the originator himself 

(2) As between the originator and the addressee, an electronic rccord is dcemed to be that of the originator ifit was sent­

(a) by a person who had the authority to act 00 behalf of the originator in respect of that electronic record; or 

(b) by an information system programmemed by or on behalf of the originator to operate automatically. 

(3) As between the originator and the addressee, an addressee is entitled to regard an electronic record as being that of the originator and to 

act on that assumption if ­
(a) in order to ascertain whether the electronic record was that of the originator, the addressee properly applied a procedure previously 

agreed to by the originator for that purpose; or 

(b) the data message as received by the addressee resulted from the actions ofa person whose relationship with the originator or with 

any agent of the originator enabled that 

person to gain access to a method used by the originator to identity electronic records as its own. 

(4) Subsection (3) shall not apply­
(a) from the time when the addressee has both received notice from the originator that the electronic record is not that of the originator, 

and had reasonable time to act accordingly; 

(b) in a case within subsection (3Xb), at any time when the addressee knew or ought to have known, had it exercised reasonable care or 

used any agreed procedure, that the electronic record was not that of the originator; or 

(c) if in all the circumstances of the case, it is unconscionable for the addressee to regard the electronic record as that of the originator or to 

act on that assumption. 

(5) Where an electronic record is that of the originator or is deemed to be that of the originator, or the addres.<;ee is entitled to act on that 

assumption, then, as between the originator and the addressee, the addressee is entitled to regard-the electronic record received as being 

what the originator intended to send, and to act on that assumption. 

(6) The addressee is not so entitled when the addressee knew or should have known, had the addressee exercised reasonable care or used 


any agreed procedure, that the transmissioo resulted in any error in the electronic record as received. 

(7) The addressee is entitled to regard each electronic record received as 0 separate electronic record and to oct on that assumption, except 


to the extent that the addressee duplicates another electronic record and the addressee kncw or should have known, hod the addressec 

exercised reasonabte care or used any agrced procedure, that thc electronic record wa. 1\ duplicate. . 

(8) Nothing in this section shall aITect the law of agency or the law on the formation of contracts. 

Acknowledgment of receipt 

14.-( I) Subsections (2), (3) and (4) shall apply where, on or befure sending an electronic record, or by means of that electronic record, the 

originator has requested or has agreed with the addressee that receipt of the electronic record be acknowledged. 

(2) Where the originator has not agreed with the addressee that the acknowledgment be given in a particular furm or by a particular 

method, an acknowledgment may be given by ­
(a) any communication by the addressee, automated or otherwise; or 

(b) any conduct of the addressee, sufficient to indicate to the originator that the electronic record has been received. 

(3) Where the originator has stated that the electronic record is conditional on receipt of the ackoowledgment, the electronic record is 

treated as though it had never been sent, until the acknowledgment is received. 

(4) Where the originator has not stated that the electronic record is conditional on receipt of the acknowledgment, and the acknowledgment 

has not been received by the originator within the time specified or agreed or, ifno time has been specified or agreed within a rea~nablo 


time, the originator­
(a) may give notice to the addressee stating that no acknowledgment has been received and specitying a reasonable time by which the 

acknowledgment must be received; and 

(b) if the acknowledgment is not received within the time specified in paragraph (a), may, upon notice to the addressee, treat the electronic 

record as though it has never been sent, or exercise any other rights it may have. 

(5) Where the originator receives the addrcsscc's acknowledgment of receipt, it is presumed, unless evidence to the contrary is adduced, that 

tbe related electronic record was received by the addressee, but that presumption does not imply that the content of the electronic record 

corresponds 10 the content oflhe record received. 

(6) Where the received acknowledgment, states thatlhe related electronic record met technical requirements, either agreed upon or set forth 

in applicable standards, it is prcsumed. unless evidence to Ihe contrary is odduced, Ihntlhosc requircments have been met. 

(7) Except in so far as it relatcs to the sending or receipt of the electronic record, this Part is not intended to deal with the legal 

consequences that may flow either from that electronic record or from the acknowledgment of its receipt. 

Time and place ofdespatcb and receipt 

15.-( I) Unless otherwise agreed to between the originator and the addressee, the despatch of an electronic record occurs when it enters an 

informalion system outside the control of the originalor or the person who senllhe electronic record on behalfof the originator. 

(2) Unless otherwise agreed between the originator and Ille addressee, the time of receipt of an electronic record is determined as follows: 

(a) if the addressee has designated an information system fur the purpose of receiving electronic records, receipt occurs­
(i) at the time wbeo the electronic record enters the designated infonnation system; or 

(ii) if the electronic record is sent to an infunnation system of tile addressee that is notlhe designated infonnation system, at the time when 

the electronic record is retrieved by the addressee; 

(b) if the addressee has not designated an infunnation system, receipt occurs when the electronic record enters an infunnation system of the 

addressee. 
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(3) Subsection (2) shall apply notwithstanding that the place where the information system is located may be different from the place where 

the electronic record is deemed to be received under subsection (4). 
(4) Unless otherwise agreed between the originator and the addressee, an electronic record is deemed to be despatched at the place where 
the originator has its place of business, and is deemed to be received at the place where the addressee has its place of business. 

(5) For the purposes of this section­
(a) if the originator or the addressee has more than one place of business, the place of business is that which has the closest relationship to 
the underlying transaction or, where there is no underlying trnnsaction, the principal place of business; 
(b) if the originator or the addressee does not have a place of business, reference is to be made to the usual place of residence; and 
(c) "usual place of residence" in relation to a body corporate, means the place where it is incorporated or otherwise legally constituted. 
(6) This section shall not apply to such circumstances as may be prescribed by appropriate regulation by the President. 

PART V 
SECURE ELECTRONIC RECORDS AND SIGNATURES 
Secure electronic record 
16.-{ I) Ifa prescribed security procedure or a commercially reasonable security procedure agreed to by the parties involved has been 
properly applied to an electronic record to verity that the electronic record has not been altered since a specified point in time, such record 
shall be treated as a secure electronic record from such specified point in time to the time ofverification. 
(2) For the purposes oftbill section and section 17, whether a security procedure is commercially reasonable shall be determined having 

regard to the purposes of the procedure and the commercial circumstances at the time the procedure was used, including­

(a) the nature of the transaction; 

(b) the sophistication of the parties; 

(c) the volume of similar trnnsactions engaged in by either or all parties; 

(d) the availability ofaltematives offered to but rejected by any party; 

(e) the cost of alternative procedures; and 

(I) the procedures in general use fur similar types oftrnnsactions. 

Secure electronic signature 

17. If; through the application of a prescribed security procedure or a commercially reasonable security procedure agreed to by the parties 


involved, it can be verified that an electronic signature was, at the time it was made­
(a) unique to the person using it; 

(b) capable ofidentitying such person; 

(c) created in a manner or using a mcans under the sole control of the person using it; and 

(c) is linked to the electronic record to which it relates in a manner such that if the record waS changed the electronic signature would be 

invalidated, 

such signature shall be treated as a secure electronic signature. 

Presumptions relating to secure electronic records and signatures 

18.-{ I) In any proceedings involving a secure electronic record, it shall be presumed, unless evidence to the contrary is adduced, that the 

secure electronic record has not been altered since the specific point in time to which the secure status relates. 

(2) In any proceedings involving a secure electronic signature, it 

shall be presumed, unless evidence to the contrnry is adduced, that ­
(a) the secure electronic signature is the signature of the person to whom it correlates; and 

(b) the secure electronic signature WllS affi)(ed by that person with the intention ofsigning or approving the elC<."Ironic record. 
(3) In the absence ofa secure electronic record or a secure electronic signature, nothing in this Part shall create any presumption relating to 

the authenticity and integrity of the electronic record or an electronic signature. 

(4) For the purposes of this section­
"secure electronic record" means an electronic record treated as a secure electronic record by virtue ofsection 16 or 19; 

"secure electronic signature" means an electronic signature treated as a secure electronic, signature by virtue of section 17 or 20. 


PART VI 
EFFECT OF DIGITAL SIGNATURES 
Secure electronic record with digital signature 
19. The portion of an electronic record that is signed with a digital signature shall be treated as a secure electronic record ifthe digital 
signature is a secure electronic signature by vU1ue ofsection 20. 
Secure digital signature 
20. When any portion of an electronic record is signed with a digital signature, the digital signature shall he treated as a secure electronic 
signature with respect to such portion of the record, if ­
(a) the digital signature was created during the operational period ofa valid certificate and is verified by reference to the public key listed 
in such certificate; and 
(b) the certificate is considered trustworthy, in that it is an accurate binding ofa public key to a person's identity because­
(i) the certificate was issued by a licensed certification authority operating in compliance with the regulations made under section 42; 
(ii) the certificate was issued by a certification authority outside India recognised for this purpose by the Controller pursuant to regulations 
made under section 43; 
(iii) the certificate was issued by a department or ministry of the Central Government, State Gov!. or a statutory corporation of Central or 
State Gov!. approved by Central Gov!. to act as a certification authority on such conditions as he may by regulations impose or specity; or 
(iv) the parties have expressly agreed between themselves (sender and recipienl) to use digital signatures as a security procedure, and the 
digital signature was properly verified by reference to the sender's public key. 
Presumptions regarding certificates 
21 . It shall be presumed, unless evidence 10 the contrary is adduced, that the information listed in a certificate issued by a licensed 
certification aUlhority is correct, C)(cepl for information idenlified as subscriber information which has not been verified, if the certifiCllte 
was accepted by the subscriber. 

Unreliable digital signatures 
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22. Unless otherwise provided by law or contract, a person relying on a digitally signed electronic record assumes the risk that the digital 
signature is invalid as a signature or authentication ofthe signed electronic record, ifreliance on the digital signature is not reasonable 
undeT the circumstances having regard to the following fuctors : 
(a) fucts which the person relying on the digitally signed electronic record knows or has notice of, including all fucts listed in the certificate 
or incorporated in it by refeTence; 
(b) the value or importance of the digitally signed record, if known; 
(c) the course ofdealing between the person relying on the digitally signed electronic record and the subscriber and any available indicia of 

reliability or unreliability apart from the digital signature; and 
(d) usage of trade, particularly trade conducted by trustworthy systeTnS or otheT electronic means. 

PART VII 
GENERAL DUTIES RELATING TO DIGITAL SIGNATURES 
Reliance on certificates forseeable 
23. It is foreseeable that persons relying on a digital signature will also rely on a valid certificate containing the public key by which the 
digital signature can be verified. 
Prerequisites to publication ofcertificate 
24. No one may publish a certificate or otheTwise make it available to a person known by that person to be in a position to rely on the 
certificate or on a digital signature that is verifiable with refeTence to a public key listed in the certificate, if that person knows that­
(a) the certification authority listed in the certificate has not issued it; 
(b) the subscriber listed in the certificate has not accepted it; or 
(c) the certificate has been revoked or suspended, unless such publication is for the purpose ofveTilYing a digital signature created prior to 
such suspension or revocation. 
Publication ror fraudulent purpose 
25. Any person who knowingly creates, publishes or otherwise makes available a certificate for any fraudulent or unlawful purpose shall 
be guilty ofan offimce and shall be liable on conviction to a fine not exceeding Rs. 1,00,000 or to imprisonment ror a teTm not exceeding 7 
years or to both. 
False or unauthorised request 
26. Any person who knowingly misrepresents to a certification authority his identity or authoriSlltion for the purpose of requesting for D 

certificate or for suspension or revocation ofa certificate shall be guilly ofan offence and shall be liable on conviction to a fine not 
exceeding Rs. 50,000 or to imprisomnent ror a teTm not exceeding 3 years or to both. 

PART VIII 
DUTIES OF CERTIFICATION AUTHORITIES 
Trustworthy systeTII 
27. A certification authority must utilise trustworthy systems in performing its services. 

Disclosure 

28.-{ I) A certification authority shall disclose­
(a) its certificate that contains the public key corresponding to the private key used by that certification authority to digitally sign anotheT 

certificate (referred to in this section as a certification authority certificate); 

(b) any relevant certification practice stateTllent, 

(c) notice of the revocation or suspensiorrofits certification authority certificate; and 

(d) any otheT fuct that materially and adveTsely affects either the reliability ofa certificate that the authority has issued or the authority'S 

ability io perfonn its services. 

(2) In the event ofan occurrence that materially and adversely affects a certification authority's trustworthy system or its certification 

authority certificate, the certification authority shall ­
(a) use reasonable effurts to notilY any person who is known to be or roreseeably will be affucted by that occurrence; or 

(b) act in aecordance with procedures governing such an occurrence specified in its certification practice statement. 

Issuing of certificate 

29.-{ I) A certification authority may issue a certificate to a prospective subscriber only afteT the certification authority­

(a) has received a request [or issuance from the prospective. subscriber; and 

(b) has­
(i) if it has a certification practice statement, complied with all of the practices and procedures set furth in such certification practice 
statement including procedures regarding identification of the perspective subscriber, or 
(ii) in the absence ofa certification practice stateTllent, 
complied with the conditions in subsection (2). 
(2) In the absence ofa certification practice statement, the certification authority shall confinn by itselfor through an authorised agent that 

(a) the prospective subscriber is the person to be listed in the certificate to be issued; 
(b) if the prospective subscriber is acting through one or more agents, the subscriber authorised the agent to have custody of the subscriber's 
private key and to request issuance ofa certificate listing the corresponding public key; 
(c) the information in the certificate to he issued is accurate; 
(d) the prospective subscriber rightfully holds the private key 
corresponding to the public key to be listed in the certificate; 
(e) the prospective subscriber holds a private key capable of creating a digital signature; and 
(f) the public key to be listed in the certificate can be used to verilY a digital signature affixed by the private key held by the prospective 
subscriber. 
Representations upon issuance ofcertificate 
30.-{ I) By issuing a certificate, a certification authority represents, to any person who reasonably relies on the certificate or a digital 
signature verifiable by the public key listed in the certificate, that the certification authority has issued the certificate in accordance with 
any applicable certification practice sIlIteTnent incorporated by reference in the certificate, or of which the relying person has notice. 
(2) In the absence ofsuch CeT1ification practice statement, the certification authority represents that it has confirmed that ­



(a) the certification authority has complied with all applicable requirements of this Act in issuing the certificate, and if the certification 
authority has published the certificate or otherwise made it available to such relying person, that the subscriber listed in the certificate has 
accepted it; 
(b) the subscriber identified in the certificate holds the private key corresponding to the public key , listed in the certificate; 
(c) the subscriber's public key and private key constitute a functioning key pair; 
(d) all information in the certificate is 8CCUNlte, unless the certification authority has Slated in the certificate or incorporated by reference 
in the certificate a statement that the accuracy ofspecified inCormation is not confirmed; and 
(e) that the certification authority has no knowledge of any material fuct which ifit had been included in the certificate would adversely 
atreet the reliability of the represenbJtions in paragraphs (a) to (d). 
(3) Where there is an applicable certification practice statement which has been incorporated by reference in the certificate, or of which Ihe 
relying person has notice, subsection (2) shall apply to the extent that the representations are not inconsistent with tile certification practice 
statement. 
Suspension of certificate 
31 . Unless the certification authority and the subscriber agree otherwise, the certification authority that issued a certificate shall suspend the 
certi6cate as soon as possible after receiving a request by a person whom the certification authority reasonably believes to be - . 
(a) the subscriber listed in the certificate; 
(b) a person duly authorised to act for that subscriber, or 
(c) a person acting on behalfofthat subscriber, who is unavailable. 
Revocation ofcertificate 
32 . A certification authority shall revoke a certificate that it issued after­
(a) receiving a request fur revocation by the subscriber named in the certificate; and confirming that the person requesting revocation is the 
subscriber, or is an agent of the subscriber with authority to request the revocation; 
(b) receiving a certified copy of the subscriber's death certificate, or upon confirming by other evidence Ihat tile subscriber is dead; or 
(c) upon presentation ofdocuments effecting a dissolulion of the subscriber or upon confirming by other evidence that the subscriber has 
been dissolved or has ceased to exist . 
Revocation without subscriber's consent 
33 .-{ I) A certification authority shall revoke a certificate, regardless ofwhether the subscriber listed in the certificate consents, if the 
certification authority confirms that ­
(a) a material mct represented in the certificate is false; 
(b) a requirement for issuance of the certificate was not satisfied; 
(c) the certification authority's private key or trustworthy system was compromised in a manner materially affecting the certificate's 
reliability; 
(d) an individual subscriber is dead; or 
(e) a subscriber has been dissolved, wound-up or otherwise ceased to exist. 
(2) Upon effecting such a revocation, other than under subsection (I Xa) or (e), the certification authority shall immediately notify the 
subscriber listed in the revoked certificate. 
Notice ofsuspension 
34 .-{ I) Immediately upon suspension ofa certificatc by a certification authority, the certification Authority shnll pubtish a signed notice of 
the suspension in the repository specified in the certificate for publication of notice of suspension. 
(2) Where one or more repositories are specified, the certification authority shall publish signed notices of the suspension in all such 
repositories. 
Notice of revocation 
35 .-{ I) Immediately upon revocation oCa certificate by a certification authority, the certification authority shall publish a signed notice of 
the revocation in the repository specified in the certificate for publication of notice of revocation . 
(3) Where one or more repositories are specified, the certification authority shall publish signed notices of the revocation in all such 
repositories. 

PARTlX 
DUTIES OF SUBSCRlBERS 
Generating key pair 
36.-{1) If the subscriber generates the key pair whose public key is to be listed in a certificate issued by a certification authority and 
accepted by the subscriber, the subscriber shall generate that key pair using a trustworthy system. 
(2) This section shall not apply to a subscriber who generates the key pair using a system approved by the certification authority. 
Obtaining certificate 
37. All material represenbJtions made by the subscriber to a certification authority for purposes of obtaining a certificate, including all 
information known to the subscriber and represented in the certificate, shall be accurate and complete to the best of the subscriber's 
knowledge and beliet;- regardless of whether such representations are confirmed by the certification authority. 
Acceptance ofcertificate 
38 .-{ I) A subscriber shall be deemed to have accepted a certificate ifhe­
(a) publishes or authorises the publication ofa certificate; 
(i) to one or more persons; or 
(ii) in a repository ; or 
(b) otherwise demonstrates approval ofa certificate while knowing or having notice of its contents. 
(2) By accepting a certifi<;ale issued by himselfor a certir~iQllIllllhQ~i ty, the SI.Ibsctibc{ listed in the certificate certifies to all who 
reasonably rely on the infOllTUltion contained in the certificate that ~ 
(a) the subscriber rightfully holds the private key corresponding to the publi.,< key listed in the certificate; 
(b) all representations made by the subscriber to the certification authOrity and material to the infurmat~ listed in the certificate are true; 

and 
(c) all information in the certificate that is within the kn~VI!~geof(he ~ubsCT'iber is true. 



Control of private key 
39.-( I) By accepting a certificate issued by a certification authority, the subscriber identified in the certificate assumes a duty to exercise 
reasonable care to retain control of the private key corresponding to the public key listed in such certificate and prevent its disclosure to a 
person not authorised to create the subscriber's digital signature. 
(2) Such duty shall continue during the operational period of the certificate and during any period ofsuspension of the certificate. 
Initiating suspension or revocation 
40. A subscriber who has accepted a certificate shall as soon as possible request the issuing certification authority to suspend or revoke the 
certificate if the private key corresponding to the public key listed in the certificate has been cOmpromised. 

PART X 
REGULAnON OF CERTIFICAnON AUTHORITIES 
Appointment of Controller and other officers 
41.-(1) The Central Govt. shall appoint a Controller ofCertification Authorities for the purposes of this Act and, in particular, for the 
purposes oflicensing, certifYing, monitoring and overseeing the activities ofcertification authorities. 
(2) The Controller may, after consultation with the Central Govt., appoint such number of Deputy and Assistant Controllers of 
Certification Authorities and officers as the Controller considers necessary to e1<ercise and perform all or any of the powers and duties of 
the Controller under this Act or any regulations made thereunder. 
(3) The Controller, the Deputy and Assistant Controllers and officers appointed by the Controller under subsection (2) shall e1<ercise, 
discharge and perfunn the powers, duties and functions conferred on the Controller under this Act or any regulations made thereunder 
subject to such directions as Ulay be notified by the President ofIndia. 
(4) The Controller shall maintain a publicly accessible database containing a certification authority disclosure record for each licensed 
certification authority which shall contain all the particulars required under the regulations made under this Act. 
(5) In the application of the provisions of this Act to certificates issued by the Controller and digital signatures verified by reterence to those 
certificates, the Controller shall be deemed to be a licensed certification authority. 
Regulation of certification authorities 
42.-( I) The Central Govt. may make regulations for the regulation and licensing ofcertification authorities and to define when a digital 
signature qualifies as a secure electronic signature. 
(2) Without prejudice to the generality ofsubsection (1), the Central Govt. may make regulations for or with respect to­
(a) applications for licences or renewal oflicences ofcertification authorities and their authorised representatives and matters incidental 
thereto; 
(b) the activities of certification authorities including the manner, method and place of soliciting business, the conduct ofsuch solicitation 
and the prohibition ofsuch solicitation from .members of the public by certification authorities which are not licensed; 
(c) the standards to be maintained by certification authorities; 
(d) prescribing the appropriate standards with respect to the qualifications, experience and training ofapplicants for any licence or their 

employees; 

(e) prescribing the conditions for the conduct of business by a certification authority; 

(0 providing for the content and distribution ofwritten, printed or visual material and advertisements that may be distributed or used by R 


person in respect ofa digital certificate or key; 

(g) prescribing the form and content of a digital certificate or key; 

(h) prescribing the particulars to be recorded in,. or in respect of, accounts kept by certification authorities; 

(i) providing for the appointment and remuneration ofan auditor appointed under the regulations and for the costs ofan audit carried out 

under the regulations; 

(j) providing for the establishment and regulation ofany electronic system by a certification authority, whether by itselfor in coo junction 

with other certification authorities, and for the imposition and variation of such requirements, conditions or restrictions as the Controller 

may think fit; 

(k) the manner in which a holder ofa licence conducts its dealings with its customers, conflicts of interest involving the holder ofa licence 

and its customers, and the duties of a holder ofa licence to its customers with respect to digital certificates ; 

(I) prescribing any forms for the purposes of the regulations; and 

(m) prescribing fees to be paid in respect ofany matter or thing required for the purposes of this Act or the regulations. 
(3) Regulations made under this section may provide thai a contravention ofa specified provision shall be an offence and may provide 

penalties not e)(ceeding a fine ofRs. 2,00,000 or imprisonment for a term not e1<ceeding 12 months or both. 

Recognition of foreign certification authorities 

43.- The Central Govt. may by regulations provide that the Controller may recognise certification authorities outside India that satisfY the 

prescribed -requirements for any of the following purposes: 

(a) the recommended reliance limit, ifany, specified in a certificate issued by the certification authority; 

(b) the presumption referred to in sections 20(b)(ii) and 21. 

Recommended reliance limit 

44.-( I) A licensed certification authority shall, in issuing a certificate to a subscriber, specify a recommended relinnce limit in the 

certificate. 

(2) The licensed certification outhority may specify dinerent limits in ditlerent certillcates as it considers fit 

Liability limits for licensed certification authorities 

45. Unless a licensed certification authority waives the application of this section, a licensed certification authority­
(a) shall not be liable for any loss caused by reliance on a fulse or forged digital signature ofa subscriber, if, with respc:ct to the mise or 

forged digital signature, the licensed certification authority complied with the requirements of this Act; 

(b) shall not be liable in e)(cess of the amount specified in the certificate as its recommended reliance limit for either­
(i) a loss caused by reliance on a misrepresentation in the certificate of any tact that the licensed certification authority is required to 

confirm; or 

(ii) fuilure to comply with sections 29 and 30 in issuing the certificate. 

Regulation of repositories 

46. The Central Govt. may make regulations for the purpose of ensuring the quality of repositories and the SClVices they provide including 

provisions for the standards, licensing or accreditation of repositories. 
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PART Xl 
GOVERNMENT USE OF ELECTRONIC RECORDS AND 
SIGNA11JRE 
Acceplance ofelectronic filing and issue ofdocuments 
47.-(1) Any department or ministry ofCentral Government, State Gov!. or statutory corporation under CenlTal or State Gov!. thaI, 
pursuant to any written Iaw­
(a) accepts the filing ofdocuments, or requires thai documents be crealed or retained; 
(b) issues any permit, licence or approval; or 
(c) provides for the method and manner ofpllyment, may, notwithstanding anything 10 the contrary in such written law­
(i) accept the filing ofsuch documents, or the creation or retention ofsuch documents in the furm ofelectronic records; • 
(ii) issue such permit, licence -or in the form ofelectronic records; or 
(iii) make such payment in form. 
(2) In any case where a Or ministry ofCentral Government, Slate Govl. or statutory corporation under Central or Stale Govl. 
decides 10 perform any functions in subsection (I )(i), (ii) or (iii), such agency may specifY­
(a) the matmer and furmat in which such electronic records shall be filed, created, retained or issued; 
(b) where such electronic records have to be signed, the type of electronic signature required (including, ihpplicable. a requirement that 
the sender use a digital signature or other secure electronic signature); 
(c) the manner and furmat in which such signature shall be affixed to the electronic record, and the identity ofor criteria that shall be met 
by any certification authorily used by the person filing Ihe documenl; 
(d) control processes and procedures lIS appropriale 10 ellSure adequate security and confidentiality ofelectronic records or 
payments; lind 
(e) any olher required attributes fur electronic records or payments thai are currently specified fur corresponding paper documents. 
(3) Nothing in this Act shall by itself compel any or ministIy of the Central Governmenl, Stale Gov!. or stalulory corporal ion 
under Central or Stale Gov!. 10 accept or issue any in the form ofelectronic records. 

PART XII 
GENERAL 
Obligation ofconfidentialily 
48.-( I) fur the purposes of this Act or for any fur an offence under any written law or pursuanllo an order ofcourt, no 
person who pursUl!1lt to any powers conferred this Part, obtained access to electronic record, book, correspondence, 
information, document or other material shall disclose such electronic record, book, correspondence, information, document or 
other material 10 any olher person. 
(2) Any person who colltravenes subsection (I) shall be guHIy ofan offi:nce and shall be liable on conviction to a fine nol exceeding Rs. 

2,00,000 or to imprisonment fur a term nol exceeding 3 years or \0 ooth. 

Offence by corporate 

49. Where an under this Act or any regulations made thereunder is committed by a oody and il is proved to have been 

committed with the consent or connivance of, or to be attributable 10 any act or default on Ihe part any director, manager, or 

other similar officer of the or any person who was purporting io act in any such capacily, he, as well as ihe body corporate, 

shall be ofthat be liable to be proceeded against and punished accordingly. 


50.-( I) The Controller may in any officer or employee 10 exercise any oflhe powers oflhe Controller under this Part. 
(2) The Controller and any such shall be deemed to be a public servant fur the purposes oflhe Penal Code. 
(3) In exercising any of the ofenfurcement under this Act, an authorised officer shaH on demand produce to the person against 

whom he is acting the issued 10 him by the Controller. 

Controller may give directiOll.3 compliance 

51.-( I) The Controller may by nolice in writing direct a certification authority or any officer or employee Ihercoflo take such measures or 

stop carryillg on such activities as BTe specified in the notice iflhey are lIecessary 10 ensure· compliance wilh the provisions ofthi5 Act or 

any regulations made thereunder. 

(2) Any person who fuils 10 comply with direction specified in II notice issued under subseclion (I) shall be of an and 

shall be liable OIl conviction to a fine nol exceeolllg Rs. 2,00,000 or to imprisonment for a term not exceeding years or to oolh. 

Power to investigate 

52.-{ I) The Controller or an authorised officer may investigate lhe activities ofa certification authorily in reilltion to its compliance with 

this Act and any regulations made thereunder. 

(2) For the purposes ofsubsection (I), Ihe Controller in writing issue an order 10 a certification authority to further its investigation or 

to secure compliance with Ihis Act or any regulations thereunder. 

Access to computers and data 

53.-( I) The Controller or an authorised officer shall· 

(a) be entitled al any time 10­

(i) have access 10 and inspect and check the operation ofany computer and any associated apparatus or malerial which he has 
reasonable cause to is or has been in use in connection with any under this Act; 
(Ii) use or caused to be any such computer system 10 search any data contained in or available to such computer system; or 
(b) be entitled to require· 
(i) the person by whom or on whose behalfthe Controller or authorised officer has reasonable cause 10 suspect the computer is or has been 
so used; or 
(ii) any person having charge ot:; or otherwise concerned with Ihe. operation of, the apparatus or malerial, 
to provide him with such reasonable technical and other assistance as he may purposes ofp!lragrnph (a). 
(2) Any persoo who obstructs the lawful exercise of the powers under (I )(a) or who fuils 10 comply wilh a 
subsection (I )(b) shall be of all oflCnce and shall be liable on conviction 10 a fine not exceeding Rs. for 

a lerm nol exceeding 6 or \0 both. 
Obstructioo ofauthorised officer 



54. Any person who obstructs, impedes, assaults or interferes with the Controller or any authorised officer in the perfonnance of his 
functions under this Act shall be guilty ofan offence. 
Production ofdocuments, data, etc 
55. The Controller or an authorised OfficeT shall, for the purposes of the execufion oflhis Act, have power 10 do all or any oflhe fullowing: 
(a) require the production of records, accounts, data and documents kept by a licensed cerrification authority and to inspect, examine and 
copy any of them; 
(b) require the production of any identification document from any person in relation to any offence under this Act or any regulations made 
thereunder-; and 
(c) make such inquiry as may be necessary to nscertnin whether the provis ions of this Aet or any regulntions mnde thereunder hove been 
complied with . 
General penalties 
56. Any person guilty ofan offence under this Act or any regulations made thereunder for which no penalty is expressly provided shall be 
liable on conviction to a fine not exceeding 1,00,000 or to imprisonment for a term not exceeding 6 months or to both. 
Sanction of Public Prosecutor 
57. No prosecution in respect ofany offunce under this Act or any regulations made thereunder shall be instituted except by or with the 
sanction of the Public Prosecutor. 
Jurisdiction ofCourts 
58. A District Court or a Magistrate's Court shall have jurisdiction to hear and detennine all oAences under this Act and any regulations 
made thereunder, notwithstanding anything to the contrary in the Criminal Procedure Code, shall have power to impose the full penalty or 
punishment in respect ofany offence under this Act or any regulations made thereunder. 
Composition ofoffences 
59.-( I) The Controller may, in his discretion, compound any offence under this Act or any regulations made thereunder which is prescribed 
as being an offence which may be compounded by collecting from the person reasonably suspected of having committed the offence a sum 
not exceeding Rs. 1,00,000. 
(2) The Central GoYl. may make regulations prescribing the oAences which may be compounded. 
Power to exempt 
60. The Central Govt. may exempt, subject to such terms and conditions as he thinks fit, any person or class of persons ITom all or any of 
the provisions oflhis Act or any regulations made thereunder. 
Regulations 
61 . Tbe Central Govt. may make regulations to prescribe anything which is required to be prescribed under this Act and generally for the 
carrying out ofthe provisions of this Act. 
Savings and transitional 
62.-( I) Where a certification authority has been carrying on or operating as a certification authority befure the appointed dny and it has 
obtained a licence in accordance with the regulations made under section 42 within 6 months aller the appointed day, all certificates issued 
by such certification authority befure the commencement of this Act, to the extent that they satisfY the requirements under this Act or any 
regulations made thereunder, shaU be deemed to have been issued under this Act by a licensed certification authority and shall have effuct 
accordingly. 
(2) In this section, "appointed day" means the date ofcommencement of this Act. 

PART XlII 
COMPUTER CRJME AND DATA PROTECTION 
Offences 
63.-( I) For the purpose of this act, except as provided in subsection (6), any person who commits any of the following acts is guilty of 
publie offence ofcomputer crime: 
(a) Knowingly or intentionally accesses and without pennission alters, damages, deletes, destroys, or otherwise uses any data, computer 
data base, computer, computer system, or computer network in order to either (A) devise or execute any scheme or artifice to defraud, 
deceive, or extort, or (8) wrongfully control or obtain money, property, or data. 
(b) Knowingly or intentionally accesses and without permission takes, copies, or makes use of any data or computer data base ITom a 
computer, computer system, or computer network, or takes or copies any supporting documentation, whether existing or residing internal 
or external to a computer, computer system, or computer network . Any programme or data held in any removable storage medium whieh is 
for the time being in the computer; and a computer is to be regarded as containing any programme or data held in any such medium. 
(c) Knowingly or intentionally and without permission uses or causes to be used computer services. 
(d) Knowingly or intentionally accesses and without permission adds, alters, damages, deletes, or destroys any data, computer sofiware, 
computer programmes or computer data base which reside or exist internal or external to n computer, computer system, or computer 
network . 
(e) Knowingly or intentionally and without permission disrupts or causes the disruption ofcomputer services or denies or causes the denial 
of computer services to an authorised user ofa computer, computer system, or computer network. 
(f) Knowingly or intentionally and without pennission provides or assists in providing a means ofaccessing a computer, computer system, 
or computer network in violation of this section. 
(g) Knowingly or intentionally and with the intent to defraud, obtains, or attempts to obtain, or aids or abets another in obtaining, any 
conunercial computer service by fillse representation, false statement, unauthorised charging to the account of another, by installing or 
tampering with any facilities or equipment or by any other means. 
(h) Knowingly or intentionally and without permission accesses or causes to be accessed any computer, computer system, or computer 
network. 
(i) Knowingly or intentionally introduces or al.lows the introduction ofany computer contaminant or computer virus into any computer, 
computer system, or computer network. 
(j) Destruction ofcomputer equipment without authorisation, intentionally or recklessly tempers with, takes, transfers, conceals, alters, 
damages or destroys any equipment used in computer system, or intentionally or recklessly causes any of the foregoing to occur. 
(k) Whoever knowingly, wilfully and without authorisation or without reasonable grounds to believe to have such authorisation, destroys, 
uses, takes, injures, or damages equipment or supplies used for intended to be used in a computer, computer system, or computer network, 



or whoever willfully, knowingly, and wilhout aulhorisation or without reasonable grounds 10 believe to have lIuthorisation, destroys, 

injures, takes, or lIny computer, computer or computer network. 

(2}{A) Any person commits offence as per any provisions of paragraphs (a), (b), (d), (e), (g) and (j) ofsubsection (I) is 

puni~hab!e by a fine up to Rs. 2,00,000 or by imprisonment up to three years, or by both. 

(8) Any person who commits offence as per para (c) ofsubsection (I) is punishable as follows : 

(il For the fiTS! violation which does nol result in injury, and where the value orthe compuler services used does nol exceed Rs. 10,000, by 

a fine nol exceeding Rs. 1,00.000, or by imprisonmcnt not exc ...,cding onc yenr, or by bolh. 

(ii) For any violation which results in damage of an amounl grealer than Rs. 1,00,000 or in an or iflhc YRlue orlhe computcr 

services used exceeds Its. 10,000, or fur any second or subsequent violation, by a fine not e",,,,,,dir.a Rs. 2,00,000, or by imprisonment up 

10 three years, or by both. 

(C) Any person who commits offence as para (I), (h) or (i) of subsection (I) is punishable liS fOllows: 
(i) Por a fiTS! violation which does not in injury, an infraction punishable by a fine nol exceeding Rs. 10,000. 

(Ii) for violalion which results in a damage ofan amounlllo! grealer than Rs. 50,000, or for a second or subsequenl violalion, by 8 fine 

not Rs. 1,00,000 or imprisonment not exceeding one year, or by both. 

(iii) For Ilny which ill a victim loss/damage in an amount greater than Rs. 50,000, by a fine not exceeding Rs. 2,00,000, or 

by imprisonment up 10 three years, or by bolh. 

(D) Any person who commits the offence at paragraph (k) ofsubsection (I) is punishable as fOllows: 

(i) Any person who commits the olfuoce at paragraph (j) ofsubsection (1) is punishable ofa fine nol exceeding Rs. 1,00,000 ifthe damage 

to such computer, equipmenl or or to the compuler, computer system or computer network is less than Rs. 20,000. 

(H) Any person who violates any provisions ofparagraph (j) ofsubsection (1) ;s punishable by a fine up 10 Rs. 5,00,000 iflhe 

damage 10 such compuler equipmenl or supplies or 10 compuler, computer or compuler network exceeds Its. 20,000, or if there is 

an inlerruption or impa irmenl ofgovernmental operalion, publ ic supply of water, gas or public utility service. 

(3) In addition 10 any other civil remedy available, the owner or lessee computer, computer system, computer network, computer 

programme, or data may bTing a civil action against any person convicted under this section fur compensatory damages, including any 

expenditure reasonably and incurred Ihe owner or lessee 10 verify thai a computer system, computer network, compuler 

programme, or data. was or was nol or deleted by the access. 

(4) No exempted from prosecution under paragraph (a) of subsection (1) which incidentally violates paragraph (d) or paragraph 

(h) (I) shall be proseculed under those prosecutions. 

(5)(i) Subsection (I) does nol apply to any person who accesses his or her employer's computer system, computer network, computer 

programme or data when acting within the scope of his or her lawful employment. 

(ii) Paragraph (C) of subsection (I) does not apply to any employee who accesses or uses his or her employer's computer system, 

computer network, computer programme or data. when acting outside the scope of his or her lawful employmenl, so liS Ihe employer's 

activities do 001 cause an 10 the employer or another, or so long as the value ofsupplies lind compuler services, lire used and 

do not exceed all accumulaled lotal ofRs. 10,000. 

Tampering with computer source documents 

64.-{ I) Whoever knowingly or intentionally conceals, destroys, Of alters or intentionally or kIlowingly causes another 10 conceal, destroy, 

or alter any compuler source document used ror a computer, computer programme, computer system, or computer network, when the 

computer source document is required 10 be kept law, shall be guilty ofan offence ofcompuler crime. 

(2) Whoever knowingly or intentionally conceals, or alters or intentionally, knowingly conceals, destroys, or alters or 

intentionally or knowingly causes another to conceal, destroy, or alter any compuler source document used for II computer, compuler 

programme, computer system, or computer network, when the compuler source document is required tll be kept by law, with Ihe inlentlo 

obstruct an official investigation by any state agency aulhrised by law 10 conduct any civil or criminal investigation, shall be guilty of 

pu bl ic offence ofcompuler crime. 

(3) Any person who commits offi:nce al subsection (I) is punishable by a fine up 10 Rs. 2,00,000 or by imprisonmenl up to six months, or 

by both. 

(4) Any person who commits offence al subsection (2) is punishable by a fine up 10 Rs. 3,00,000 or by imprisonmenl up 10 six monlhs, or 

both. 

65.-{1) Any person who commits the offence ofcompuler crime as set forth in Section 63 and Section 64 shall forfeil, according 10 the 
provisiollS of this Section, any monies, profi!s or proceeds, and any interesl or property which Ihe court determines he has 
acquired or mainta.ined, directly or indireclly, in Whole or in part, as a result ofsuch offence. Such person also fOrfeit any interest in, 
security, claim against, or contractual orany kind which affords him a source ofinfluence over any which he has 
established, operated, controlled, or participated in conducting, where his relationship to or wilh any such thing or 
activity directly or indirectly, in whole or in part, is traceable to any item or benefit which he has obtained or acquired through computer 
fraud. 
(2) Any computer, computer system, computer network, or any software or data, owned by the person, which is used 
commission of IIny public offence described in socIion 63 and section 64 or any compuler, owned by the persOIl, which is liS a 
f""..,.ilorv for the storage ofsoftware or data illegally obtained in violation of sociion 63 lind section 64 shall be subject to forfuiture. 
Compuler relsled crime speeific violalion by college or university student 
66. A community college. slate university, or academic instilution accredited by Central Gov!. or Stale GOYI. is required to include 
computer-relaled crimes as a specific violalion of college or university student conduct policies and regulalions Ihall1UlY s.ubjecl a sludent 
to disciplinary sanctions up to and including dismissal from Ihe academic instilution. 

PART XIV 
MISCELLANEOUS 
Territorial scope ofoffi:nces 
67.-{1) Subject 10 sections 63, 64, 65 and 66 the of this Act shall have effecl, in relation 10 any person, whalever his nationality 
or eiti:r£;flship, oulside as wcll!!. within India where an offence under Ihis Act is committed by any person in any place outside India, he 
may be dealt with as if the offence had been commilled within India. 
(2) For the purposes ofsubsection (I), this Act shall apply if, ror Ihe offence in question 
(a) the accused was in india althe material lime; or 



(b) the computer, programme or data was in India at the material time. 
(3) For the purpose ofbringing a civil or criminal action under section 63, 64 and 65 a person who causes by any means, the access ofa 
computer, computer system or computer network in one jurisdiction from another jurisdiction he or she is deemed to have personally 
accessed the computer, computer system or computer network in his or her jurisdiction. 

Jurisdiction of courts 
68. A District Magistrat~, Addl. District Magistrale or Executive Magistrate shall have jurisdiction to hear and detennine all offences 
under this Act and shall have power to impose the fuJI penalty or punishment in respect ofany offence under this Actalongwith other 
courts as per Criminal Procedure Code. 
Order of payment ofcompensation 
69.-{ I) The court befure which a person is convicted ofany offence under this Act may moke an order agoinst him fur the payment by him 
ofa sum to be fixed by the court by way ofcompensation to any person fur Rny damage caused to his computer, programmeme or data by 
the offence for which the sentence is passed. 
(2) Any claim by a per1lOf1 for damages sustained by reason of the offence shall be deemed to have been satisfied to the extent of any 
amount which has been paid to him under an order for compensation, but the order shall not prejudice any right to a civil remedy for the 
recovery ofdamages beyond the amount of compensation paid under the order. 
(2) An order ofcompensation under this section shall be recoverable as a civil debt . 
Evidence from computer records 
70 .-{ I) Notwithstanding sections 75 and 76 of the Indian Evidence Act, 1872 in any proceedings under this Act, any relevant computer 
output shall be admissible as evidence of any fuct slated therein ifit is shown­
(a) that there is no reasonable ground for believing that the output is inaccurate because of improper use of the computer and that no reason 
exists to doubt or suspect the truth or reliability of the output; or 
(b) that at all material times the computer was operating properly, or if not, that allY respect of which it was not operating properly or was 
out ofoperation was not such as to affect the production of the output or the accuracy of its contents. 
(2) For the purpose of deciding whether or not such output is SO admissible, the court may draw any reasonoble inference from the 
circumstances in which the output was made or otherwise came into being. 
SupplemenlaIy provisions on evidence 

71.-{1) In any proceedings where it is desired to admit computer output in evidence in accordance with section 70, a certificate­
(a) identifYing tbe computer output and describing the manner in which it was produced; 
(b) giving such particulars ofany device involved in the production of that computer output as may be appropriate fur the purpose of 
showing that the output was produced by a computer; 
(c) dealing with ony of the mailers mentioned in section 70(1); and 
(d) purporting to be signed by a person occupying a responsible position in relation to the operation of the computer at oil relevant times, 
shall be admitted in those proceedings as evidence of anything stated in the certificate. 
(2) If the person referred to in subsection (I) (d) who occupies a responsible position in relation to the operation of the computer did not 
have control or access over any relevant records and fuets in relation to the production by the computer of the computer output, a 
supplementary certificate signed by another person who had such control or access and made in accordance with subsection (I) (0) to (c) 
shall be evidence ofanything stated in the certificate. 
(3) For the purposes ofsubsections (I) and (2), it shall be sufficient fur a matter to be slated to the best of the knowledge aod beliefof the 
person stating it . 
(4) Notwithstanding subsection (I) and (2), a court may require oral evidence to be given ofanything of which evidence could be given by 
a certificate under that subsection. 
(5) Any person who in a certificate tendered under subsection (I) and (2) in a court makes a statement which he knows to be mIse or does 
not believe to be true shall be guilty of an offence and shall be liable on conviction to a fine not exceeding Rs. 2,00,000 or to imprisonment 
for a teun not exceeding 2 years or to botlL 
(6) In estimating the weight, ifany, ofany admissible computer output, regard shall be had to all the circumstances from which any 
inference can reasonably be drawn as to the accuracy or otherwise of the output and, in particular­
(a) to the question whether or not the infonnation which the output reproduces or is derived from was supplied to the relevant computer, or 
recorded fur the purpose of being supplied to it, contemporaneously with the occurrence or existence orthe fucts dealt with in that 
information; and 
(b) to the question whether or not any person concerned with the supply of information to that computer, or with the operation of that 
computer, or any equipment by means ofwhich the admissible computer output was produced by it, had any incentive to conceal or 
m isrepresen t the fucts. 
(7) For the purpose of subsection (6), infonnation shall be taken to be supplied to a computer whether it i~ supplied directly or (with or 
without human intervention) by means ofany appropriate equipment. 
Proof ofdocument or copy thereof 
72. Notwithstanding the provisions of the Evidence Act, where in any proceedings any computer output is admissible in evidence in 
accordance with section 70, it may be proved ­
(a) by the production of that computer output; or 
(b) (whether or not that computer output is still in existcnce) by the production ofa copy of that output, or of the motenol part of it, 
authenticated in such manner as the court may approve. 
Powers of Police officers to investigate and require assistance 
73.-{ I) In connection with the cxercise of his powers of investigations under the Criminal Procedure Code, a police officer not below the 

rank of Deputy Superintendent of Police ­
(a) shall be entitled to investigate and at any time to have access to, and inspect and check the operation of, any computer and any 
associated apparatus or material which he bas reasonable cause to suspect is or has been in use in connection with any offence under this 

Act; and 
(b) may require­
(i) the person by whom or on whose behalf the police officer has reasonable cause to suspeclthc computer is or has been so used; or 



(ii) any person having charge of, or otherwise concerned with the operation of, the computer, apparatus or material, 
to provide him with such reasonable assistance as he may require for the purposes of paragraph (a) 
(2) Any police officer not below the rank oflnspector of Police may arrest without warrant any person reasonably suspected ofcommitting 
an ofThnce under this Act. 

PART XV 
RELATED AMENDMENTS IN EXISTING ACTS 
Related amendments to the Indian Evidence Act, 1872 
74. The Indian Evidence Act, 1872 is amended by renumbering section 67 as suhsection (I) of that section, and hy inserting immediately 

thereafter the following subsection: 

a) "(2) This section shall not apply to any electronic record or electronic signature to which the Information Tcchnology Act, 1998 

applies." . 

b) inserting immediately after section 3(e) the following subsection: 

3(1) : "Electronic DocumentlDatalRecordlData Message - information generated, sent., received or stored by electronic, optical, computer 

Or similar means including, but not limited to, Electronic Data lnterchange (EOI), electronic mail, telegram, telex or telecopy". 

c) inserting immediately after section 63(5) the following subsection: 

"Electronic DocumentlDataiRecord/Dota Message - information generated, sent, received or stored by electronic, optical, computer or 


similar means including, but not limited to, Electronic Data Interchange (EDI), electronic mail, telegram, telex or telecopy". 

d) Inserting immediately after section 74( I Xiii) the definition of Electronic Document through an explanation clause. 

e) Notification by State GoV!. concerned declaring an officer as an authorised officer under Section 76 (Explanation) of the Indian 

Evidence Act, 1872 as custodian of records of right to authenticate the computer printout taken from the computerised land records. 

Related amendments to the Indian Penal Code, 1860 

75. The Indian PennI Code, 1860 is omended by insertinB in section 29 thc following subsection: 

"Electronic DocumenVDota/Record/DalJ! Message - infomlation g(>l1ernted, sellt, received or stored by electronic. opticnl, computer or 


similar means including, but not limited to, Electronic Oa.ta Interchange (EDI), electronic mail, telegram, telex or telecopy" . 

Related amendments to the General Clauses Act, 1897 

76. The General Clauses Act, 1897 is amended by inscrting immediately after section 3(1 Il) the following suhsection : 

"Electronic DocumentlDataJRecordIDoto Message - jn[om18tion generated, sent, received or stored by electronic, optical, computer or 

similar means including, but not limited to, Electronic Data Int,.".chnnge (EOI), electronic mnil, telegram, telex or telecopy". 

Amendment to RBI Act, 1934 

77. In the Reserve Bank oflndin Act, 1934, aftcr Chapter IIIC, the following Chapter III D shall be inserted, namely: 

Chapter III D 

U( I) lfthe Bank is satisfied ll18t in the interest ofdevelopment ofefficient payment systems it is neceSSllry to promote and esl.8blish 

multiple elcctronic funds tnl11srer systems, it may by order, allow banking companies, financial or other institutions, or any olller person 

desirous ofsetting up an EFT System to apply for authorisation from the Bank to commence and operate an Electronics Funds Transrer 

System. 

(2) An application for approval under sub-section (I) sholl be submitted in the form specified by the B8nk from time to time, olongwith a 

scheme of operations of the proposed system and the documents relating to rights, duties and liabilities of the person participating in such 

system. 

(3) The Bank may. before granting opproval for any slIch proposed system, reqnire the applico"t or the proposcd participants in the system 

to submit such further infonnation and particulars as considered necessary and the Dank may also ClIllse such inspection ofthe premises, 

equipments, machineries, books or other documents, or accounts .nd transactions, reloting to thc proposed system as considered essential 

by IlIC Bank. 

(4) The Bonk mllY, subject to such modifications aJld olterntions to the schemc and any contract and documents submitted therewith liS are 

considered desirable, approve or reject nny application submitted for approval untler sllb-section (2). 

Provided that while approving the scheme, the Bank may impose such tenn~, restrictions, limitlltions and conditions 0' it may deem fit., on 

the applicant or the proposed participant or any other person lihly to be affected or benefitted thereby. 

Provided further, that before rejecting any snch apr'iOlti01l thc Bank may serve notice on the applicant requiring it to showClluse as to why 

the application should not rejected and ifso requested by the applicant, an opportunity for hearing should also be given. 

(5) Any Regulation framed by Il,e Bnnk for regulatiol1 o(multirlt; payment systems sholl be binding on the opplicont, the proposed 

participants and any other person likely to be affucted or benefil1ed thereby . 

(6) No person. other tl18n a person ,,:hose application is a.pproved by the Bank under sub-section (4) shall commenc.e or operate any 

Electronic Funds Transler System. 

Explanation; 

for the purpose of III is Section, 

(a) "EFT System" means the Electronic Fund Transfer System estahlished by these Regulations for carrying out interbank and intrabRnk 

funds trnnsfers willI in India, through EFT centres conl1e<-1ed by a network, and providing for settlement ofpayment obligations arising out 

ofsuch funds transfers, between participating bRnks or institutions. 

(b) "banking company" means a company as defined in Section 5 of the flanking Regulation Act, 1949, and includes Il,e Sl.8te Bank of 

India, constituted by Il,e State Bonk of Indin Act , 1955, a Subsidiary Bonk constituted under the State Bonk of Indio (Subsidiary Oonks) 

Act, 1959, a Corresponding New Bonk cnnstituted under the Banking Companies (Acquisition and Transfer of Un derto kings) Act, 1970 or 

the Banking Companies (Acquisition and Transfer ofUndertnkings) Act, 1980, n coopemtive bank, as defined in Section 56 of Part V of 

the Banking Regulation Act, 1949 and such other banks as may be specified from time to time. 

(c) "Financiallnstitutioos" shall bear Il,e meaning assigned to it in Section 4A( I) of the Companies Act, 1956 and includes an institution 

notified under Sub-section (2) of that Section. 

(d) "institu.tion" means a public financial institu.tion and includes a department or agency orthe Central or Sl.8tc Government or any other 

organisation approved by the Reserve Bank as eligible to open a settlement account with it. 

(7) In Section 5& of the Act, in sub-section (2). the following clause (PP) shall be inserted after existing clause (P), nomely:­

'(PP) The rcgulation of multiple payment systcms ' 

Amendment in Banker ' s Book Evidence Act of 1&91 

78. In Section 2 of the Banker's Books Evidence Act, 1891 (hereinafter referred to as "the Act"), 




(a) for sub-section (3). the following sub-section shall be substituted. namely:­
"(3)" banker's books" include ledgers. day-books, cash books, account-books and other records used in the ordinary business of the bank. 

whether these records are in written form or are kept in micro-film. magnetic tape or any other form ofmechanical or electronic data 

retrieval mechanism". . 

(b) in sub-section (8) after the existing provisions, the following words shall be added, namely: 

a prinHlUt of any entry in the books of a bank on micro-film, magnetic tape or any other form of mechanical or electronic data retrieval 

mechani= obtained by a mechanical or other process which in itselfensures the accuracy ofsuch pnnt out, is a copy of such entry and 

when such print-out contains the certificate as provided in this sub-section, it is a certified copy of such entry in the books ofo bonk. 

Amendment ofSection 4 

In Section 4 of the Act, the existing provisions shall be numbered as sub-section (2) and the follomng shall be inserted as sub-section (I), 

namely:­
Any entry in any Banker's books shall be deemed to be primary evidence ofsuch entry and any such banker's books a "document" for the 

purpose of Section 62 of the Indian Evidence Act, 1872 (Act lof-l872). 

Notification ofEleclronic Fund Transfer System Regulation 

79. Notification of Regulation for Electronic Fund Transfer System under Section 58 of Reserve Bonk of India Act, 1934 (2 of 1934). 


ANNEXURE-I 

REGULATION FOR RESERVE BANK EFT SYSTEM 
Reserve Bank of India (Electronic Funds Transfer System) Regulations 1996 
1.-( I) In exercise of the powers conferred by Section 58 of the Reserve Bank oflndia Act, 1934 [2 of 1934], the Central Boord of the 
Reserve Rank oflndia, with the previous sanction of the Central Government, is plea~ to make the following Regulations, namely ;­
(2) Short title, commencement and applicability : 

(i) These Regulations may be called the RBI (EFT System) Regulations, 1996. 

(ii) They shall come into force mth immediate effect. 

(iii) They shall apply to every credit transfers executed or payments made, through the EFT system established under these Regulations. 

(3) Objects of the Regulations : 

The objects of these Regulations are: 

(i) to establish an Electronic Funds Transfer System to facilitate an efficient, secure, economical, reliable and expeditious system offunds 

transfer and clearing in the banking sector throughout India and to relieve the stress on the existing paper based funds transfer and clearing 

system. 

(ii) To define and regulate the nature. scope and process of the funds transfer and the legal rights and obligations between the participants 

in the EFT system. 

(iii) To provide for determination and allocation of loss and the procedure for resolution ofdisputes arising out of Funds Transfer and all 

other matters connected with or incidental to the EFT System. 

(4) Definitions: 

In these Regulations, unless the contcxt otherwise rcquires­


(a) "Acceptance" means execution ofa payment order. 

(b) "Bank" means a banking company as defined in Section 5 of the Banking Regulation Act, 1949, and includes the State Bank ofIndia, 

constituted under the State Bank ofIndia (Subsidiary Banks) Act, 1959. a COTreSJXllIding New Bank constituted undeT the Banking 

Companies [Acquisition and Transfer of Undertakings] Act, 1970 or the Banking Companies [Acquisition and Transfer ofUndertakings] 

Act, 1980, a co-operntive bank, as defined in Section 56 of Part V of the Banking Regulation Act, 1949 and such other banks as may be 

specified from time to time. 

(c) "Beneficiary" means the person designated as such, and to whose account payment is directed to be made, in a payment order. 

(d) "Beneficiary bank" means the branch of the bank identified in a payment order in which the account of the beneficiary i5 to be credited. 

(e) "EFT" means Electronic Funds Transfer. 

(I) "EFT Centre" means any office designated by the Nodal Department in each of the centres to which EFT system is extended, for 

receiving, processing and sending the EFT data file and the debiting and crediting of accounts of the pareticipating banks and institutions 

for settlement ofpayment obligations or one or more of these functions. EFT Centre is referred to as "Sending EFT Centre~ whim it 

receives EFT data file from the participating sending banks and institutions. EFT Centre is referred to as "Receiving EFT Centre" when it 

receives EFT data file from a sending EFT centre. 

(g) "EFT Data File" means an electronic data file of a batch ofpayment orders for funds transfers, processed and consolidated in the 

manner specified for transmission of consolidated payment orders and communications concerning payment orders. between EFT service 

branch and EFf centre or between EFT Centres. 

(b) "EFT Service Branch" means an office or branch ofa bank or institution in a centre designated by that bank or institution to be 

responsible for processing, sending or receiving EFT data file of that bank or institution in that Centre and to do all other functions 

entrusted to an EFT service branch by or under these Regulations. EFT Service Branch is referred to as Sending EFT Service Branch when 

it originates an EFT Data File for Funds Transfer. EFT Service Branch is referred to as Receiving EfT Service Branch when it receives 

EFT Data I·i\e from Receiving EFf Centre. 

(i) "EFT System" mcans the Electronic Funds Transfer System established hy these Regulations for carrying out interbank and intrahank 

funds transfers mthin India. through EFT centres connected by a network, and providing for settlement of payment obligations arising out 

ofsuch funds transfers. between participating banks or institutions. 

(j) "Execution" ofa payment order in relation to sending bank means the transmission or sending of the payment order by it to the EFT 

Service Branch; in relation to a Service Branch it means transmission ofthe consolidated payment order in the encrypted EFT data file; in 

relation to the sending EFT Centre it means the transmiss.ion of the payment orders to the receiving EFT Centre; in relation to the receiving 

EFT Centre, it means the transmission of the payment order to the receiving EFT Service Branch and in relation to the beneficiary's bank, 

it means the crediting the beneficiary's account. 

(k) "Funds Transfer" means the series of transactions beginning with the issue oforiginator's payment order to the sending bank and 

completed by acceptance ofpayment order by the beneficiary's hank, for the purpose ofrnaJ.;ing payment to the beneficiary of the order. 




(I) "Institution" means a public financial institution and includes a department or agency of the Central or State Government or any other 

organisation approved by the Reserve Bank as eligible to open a settlement account with it . 

(m) "Nodal Department" means the department or the agency oftbe Reserve Bank to which the responsibility of impIementati00, 


administration and supervision of the EFT System is entrusted. 

(n) "Notified" means communicated electronically or in writing. 

(0) "Originator" means the person who issues a payment orde'l" to the sending bank . 

(p) "Participating Bank or Institution" means a bank or as the case may be, an institution admissted for participating into the EFT System 

pursuant to Regulation 7, and whose Letter of Admission has not been cancelled. 

(q) "Payment Orde'l"" means an unconditional instruction issued by an originator in writing or transmitted electronically to a sending bank 

to effuct a funds transfi:t- fur a certain sum of money e"pressed in Indian rupees, to the designated account ofa designated beneficiary by 

debiting correspondingly an account of the originator. 

(r) "Public Financial Institution" shall bear the meaning assigned to it in Section 4A(1) of the Companies Act, 1956 and includes an 

institution notified unde'l" Sub-section (2) of that Section. 

(5) "Reserve Bank" means the Reserve Bnnk of Indin eslnblis!.cd under the Rcserve Bank of Indin Act, IQ34 (7. of IQ34). 

(t) "Security Procedure" means a procedure (specified) for the purpose of 

(i) verifYing that a payment order, a communication cancelling a payment order or an EFT Data File is authorised by the person from 

whom it purports to be authorised; and 

(ii) for detecting error in the transmission or the content ofa payment orde'l", a communication or an EFT Data File. 

A security procedure may require the use ofalgorithms or other codes, identitying words or number, encryptions, call back procedures, 

authentication key or similar security devices specified from time to time. 

(u) "Sending bank" means the branch ofa bank, maintaining an account ofand to which payment order is issued by the originator. When 

the originator is a participating institution, reference to sending bank shall be construed as referring to the sending EFT Centre. 

(v) "Settlement Account" means an account maintained by a part'icipating bank or institution for tbe purpose ofsettlement of payment 

obligations under EFT System. 

(w) "Specified" means specified by procedural guideli> 


Transfi:t- interrupted! 
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APPENDIX G 


THE ELECTRONIC FUNDS TRANSFER ACT 
(PROPOSED) 

AN OUTLINE 

.\L!THorUlI: The Parliament has got the legislative competence to enact this EFT Act. 
The SUbjL'Ct matter is covered by entries 38, 45, 46 a'nd 48 of list-I of Union list under 
::cht:dule V1U of the Constitution of India . The provisions of the proposed Act do not 
c0ntr;wene ,,-ny fWldamental rights or any other express provisions of the Constitution 
'Ji lndia and they are not inconsistent or repugnant to any other existing law. 

PREAMDLE 

.\n Act to provide for the orderly growth of Electronic Payments and Funds Transfer 
2\-,StC;11S, consistent with the country's monetary and credit systems and to define the 
ri'ghts' zll1d obligations arising out of electronic payments and Electronic Funds Transfer 
Systems. 

CHAPTER I 

PRELIMINARY 

SCOPE AND APPUCABILITY 

(1) 	 Scope of the Act: 

(i) 	 The Act covers credit transfers, debit transfers, funds transfer at the point 
of sale (EFTPoS), Automated Teller Machines (ATMs), and every other 
type of payments made electronically through an automated data 
processing system or electronic communication neh-vork system. 

(ii) 	 The Act extends to whole of Inelia. 

(2) 	 Applicability: 

~ 

This Act will apply to every Electronic Funds Transfer Systems and every 
electronic payment, other than the EFT System operated by the Reserve Bank 
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under the Reserve Bank of Inelia (Electronic Funds Transfer System) Regulations, 
1996. 

2. 	 DEFINITIONS: 
Basic concepts like "funds transfer~, "funds transfer system", "credit transfer", 
"debit transfer", "EFTPoS", "ATMs", "payment order", "service provider", "acceptance 
of payment order", "execution of payment order", "sender/ issurer / origina tor", 
'bank/sending bank/re<'eiving bank/ intermediary bank", "system design", "security 
procedure", 'beneficiary", "credit card", "debit card", etc. should be designed v-.'ith 
reference to the EFT Systems that may have already developed and at the same 
time keeping in view a futuristic vjsion for upgradation of the payment systems 
on par vvith intenational $t<lndards. As far as possible, while drafting the dehnitions, 
the need for harmonization of our concepts with internationally accepted 
terminology should be recognised . 

(The Banking Committee of the International Organisation for st<lndardisation has 
developed international standards (ISO, TC 68) for various aspL"Cts of automated 
banking operations and has prepared the international standard (DlS 7982), for 
data elements and terms used in describing, processing and formating messages 
relating to credit transfers transmitted over computer to computer 
telecommunic<ltions network 1.1 

3. 	 OVERRlDlNG EFFECT: 
(1) 	 The provisions of the Act shall have overriding effect on any agreement, 

Memorandum or Articles of Association. 

(2) 	 The provisions of the Act shall not be in derogation of the provisions of the 
Reserve Bank of Inelia Act, 1934 and the Banking Regulation Act, 1949. The 
Act shad have overriding effect 01"••my other Act or laws in force for the time 
being. 

CHAYfER II 

Authorisation and Regulation of EIT Systems 

4. 	 PRIOR AUTHORISATION NECESSARY: 

A prorubition against orgarusing, promoting or operating any EFT System by any 

1 See, UNCITRAL LEGAL GUIDE ON ELECTRONIC FUNDS TRANSFERS, United Nations. New 
York (1987). 
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person, except with the prior authorisation in writing by the Reserve Bank, 

be enacted. 


5. 	 REGULATION OF EfT SYSTEMS 

(1) 	 The Reserve Bank may be vested with the power to authorise, with or 
conditions, subject to Regulations made by the Reserve Bank to provide for ~n;'~.1 
objective procedure for authorisation, supervision and monitoring of 
EFT Systems, having regard to public interest, interest of the 
operational security of the system, monetary and credit policies. 

(2) 	 The Regulations made by the Reserve Bank pursuant to clause (1) 

Section may provide for the procedure for submission of application, 
and information required to be furnished by the applicant, examination 
application by the Reserve Bank with reference to the operational security, 
design, the terms and conditions of operation, the constitution of the promoters: 
etc. t 

(3) 	 The Reserve Bank may consider the application, having regard to the need lU1~ 
the proposed system, the technical standards of the design of the system, the :· 
operational security; the terms and conditions of operation,. the constitution 
the promoters, the interest of the consumer, public interest and monetary and 
credit policy considerations. After considering the . application the Reserve ,';'": 
Bank may authorise in writing the establishment of an EFT System with or·~ 
without condition or reject the application. 

6. 	 SUPERVISION AND CONTROL 

(1) 	 Power may be conferred on the Reserve Bank to requil~' prescribed informa 
and hunishing of documents by any EFT System operator. Reserve Bank , 
prescribe various returns, statements and particulars to be furnished to it by 
every EFT System operator, from time to time. 

i. 	 INSPECTION 

(1) 	 Power may be conferred on the Reserve Bank to inspect the premises, the .!i:I.' 
equipments, computer hardware and software, books of accounts of the .\' 
proposed system and any other relevant document, to satisfy itself before ' 
authorising the establishment of any EFT System, that the system if authorised 
would serve the objectives and would be in compliance with the provisions 
of the Act. 

(2) 	 Power ma y be conferred on the Reserve 
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premises, the equipments, the computer hardware, software and any other 
communication system,. books of accounts and any other relevant document 
of any EFT system. A duty on every person responsible for the EFT System, 
to furnish to the Reserve Bank or an officer authorised by i't, any information 
or document when required, should be provided. ' 

(3) 	 Provision should be made for empowering the Reserve Bank to cancel the 
authorisation if a system contravenes the provisiOns of the Act or the terms 
and conditions of authorisation. 

s. 	 POWER OF THE RESERVE BANK TO GIVE DIRECTIONS 

(1) 	 provision enabling the Reserve Bank to issue directions generally to EFT 
Systems or to any EFT System in particular, or in respect of any form of 
electronic payments if the Reserve Bank is satisfied th",t issuing of such 
directions is necessary in pubLiC interest, in the interest of the banking policy, 
in the interest of the monetary policy, or in the interest of the operational 

security of the EFT Systems, etc. 

CHAPTER III 

Consumer Protection Measures 

9. 	 DISCLOSURE OF TERMS AND CONDITIONS 

(1) 	 Every EFT System should be required to disclose the terms and conditions of 
funds transfer or payments in the language and in a m<lnner easilly 
understandable by the potential users of the system. Such 'disclosures should 
cover terms including the limitation of liability, the chargL~, etc. 

10. 	 DOCUMENTATION OF TRANSACTION 

(1) 	 The funds transfer system should be required to provide to the users, periodic 
statements and in the case of a consumer activated system, automatic computer 
print outs of the transaction. Such print out should clearly se: rorth the 
amount involved, the date, the type, the identity of the account, the identity 
of the party to whom or from whom funds are transferred, 

(2) 	 Every financial institution and every other EFT system provider shall oc 
required to pro\ride to the consumer / custor:cr with a periodic statement for 
each account of such consumer/customer of all EFT transactions carried out 

during such period. 
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CHAPTER IV provided. The conditions for admissibility of such evidence may be defined. 
Computer print-outs, subject to specified conditions, shall be accorded the 

Rights and obligations of service providers status of prima facie evidence. 	 . 

11. 	 MAINTENANCE OF SYSTEM (2) 	 Liability of the service provider in regard to confidentiality shall be provided 
for. 

(1) IPrO\;sion shall be made for maintaining technical standards of the design and i 

operational security of the system. System providers liability for loss attributable (3) There shall be a provision, defining the circumstances under which the service 
to errors and frauds by deficiency in the system or negligence may be defined. provider or holder of EFT information shall not be responsible for unauthorised 

access to personal data. 
(2) 	 Provision shall be made to define the responsibilities of the system providers 


j:, regard to s<xurity procedure and unauthorised payments. Finality. of . 
 CHAPTER VII 
payment with reference to the sender, the receiving bank, the intermediary 

bank and the beneficiary's bank shall also be defined. 
 Offences and penalties 

(3) 	 Provision sha11 be made for limiting the liability of the consumer in case of ,14. 	 OFFENCES
third party frauds. 

(1) Unauthorised access to con;puter material shall be made an offence if a person 
CHAYrER V 

(a) 	 causes a computer to perform any function with intent to secure access 
to any programme or data held in any computer;Investigation and resolution of disputes 

(b) 	 the access he intend to secure is unauthorised; and12. 	 INVESTIGATION AND RESOLUTION OF CLAIMS 

(1) (c) he knows the nature of the function, at the time when he causes the 
claim arising out of errors, system malfunctioning, negligence or fraud. 
Pro"ision shall be made for establislunent of a machinery to investigate any 

computer to perform the function, and causes such function. 

(2) Additional penalty for unauthorised access with intention or knowledge of 
failure or fraud shall be laid down. 

(2) 	 Principles for d :crrnining the liability in case of errors, negligence, system 
commiting or facilitating the commission of any further c:ience, shall be 
provided for. 

(3) 	 A dispute resolution machinery to resolve the disputes arising in EFT System 

ma y be provided. 
 (3) 	 Unauthorised modification of computer material shall be made punishable if 

a person does any act which causes an unauthorised modification of the 
contents of any computer and at the time when does the act he has the CHAITER VI 
requisite intent or the requisite knowledge. 

Evidence and Data Protection (4) 	 For the purposes of the above offences intention to impair the operation of 
any computer, to prevent or hinder access to any programme or data held in 

13. 	 ADMISSIBILITY OF EVIDENCE any computer, to impair the operation of any such programme or the 
reliability of any such data shall be sufficient although such intention need not 

~0) 	 Rules of evid-i;>nce in regard to computer print outs and records kept in micro­ ..;;. be directed at any particular computer or any particular programme or data 
film disc, floppy or any other electronic data retrieval system may be ..,~ of any particular kind ..... 

.~ 
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Act shall 
intention.' 
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(5) 	 It shall be an orfence for any person to commit any of the above offences 
contravene any of the provisions of the Act and such contravention shall 
punishable with specified penalties, which may include imprisonment and 

(6) 	 Special rules of evidence in prosecution of offences under the 
provided for. Such rules may raise presumption of required 
knowledge and put the burden of disproving such intention on the part of 
accused. 

(7) 	 Provision for cognizance of the offence may be made. 

CHAPTER VIII 


Miscellaneous 


15. 	 ESTABLISHMENT OF CONTINGENCY FUND 

0) 	 Every EFf System shall be required to establish a contingency 
contributing a portion of the fees/charges collected by il 

(2) 	 The administration of the Cono.ngency Fund shall be subjected 
supervisory and regulatory cantrol of the Reserve Bank. 

(3) 	 The funds from the Contingency Ftmd may be utilised to off-set the 
caused on account of insolvency of any participants in the EFT System. 

(4) 	 The provision of this Section shouJd have overriding effect an the restri 
placed under the General insurance Act. 

16. 	 BAR OF CIVIL SUITS 

17. 	 REGULATION MAKING POWER OF THE RESERVE BANK 
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APPENDIX D 

(DRAFf) AMENDMENT TO RBI ACT, 1934 

I. 	 In the Reserve Bank of India Act, 1934, after Chapter III C. the following Chapter 
UI 0 shall be inserted, namely: 

Chapter III 0 

45 U (1) If the Bank is satisfied that in the interest of development of efficient 
payment systems. it is necessary to promote and establish multiple electronic funds 
transfer systems. it may. by order, allow banking companies, financial or other institutions, 
or any other person desirous of setting up an EFT System to apply for authorisation 
from the Bank to commence and operate an Electronic F\ffids Transfer System. 

(2) 	 An application for approval \ffider sub-section (1) shall be submitted in the 
form specified by the Bank from time to time, along with a scheme of 
operations of the proposed system and the documer :5 relating to rights, 
duties and liabilities of the persons participating in such system. 

(3) 	 The Bank may. before granting approval for any sudt proposed system. 
require the applicant or the proposed participants in the system to submit 
such fw-ther information and particulars as considered necessary and the Bnk 
may also cause such inspection of the premises. equipments. machineries, 
books or other documents. or accounts and transactions, relating to the 
proposed system as considered essential by the Bank. 

(4) 	 The Bank may. subject to such modifications and alterations to the scheme 
and any contract and documents submitted therewith as are considered r 

~ 

desirable, approve or reject any application submitted for approval under sub­
t 

! 
section (2). 	 i 

I 
I 

I 
~Provided that while approving the scheme, the Bank may impose such terms, 

restrictions, limitations and conditione .15 it may deem fit, on the applicant or 
the proposed participant or any other pc:rson likely to be.aHected or benefitted 
thereb~ 	 ! 
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the , 
Provided further, that before rejecting any such application the Bank may 
serve nQtice on the applicant requiring it to showcause as to why 
application should not be rejected and if so requested by the applicant, an' 
opportunity for hearing should also be given. 

(5) 	 Any Regulations framed by the Bank for regulation of multiple payment 
systems shall be binding on the applicant, the proposed participants and any 
other person likely to be affected or benefitted thereby. 

(6) 	 No person, other than a person whose application is approved by the Bank 
Wldcr sub-section (4) shall commence or operate any Electronic FWlds Transfer 
System . . 

Explanation; 

FOT the !purpose of this Section. 

(a) 	 "'EFT Systcm" means ......... ... ............... ....... .... ............... ..... ......... ........... ....... . 


(b) 	 "banking company" means .. .............. ......... ......... ............ ... ... .... .... ......... ...... . 


(c) 	 "Financial Institution" means ..... ....... .... ............... ........... ...................... ........ . 


(d) 	 '1nstitution" means ................... ............... ...................................................... . 


, 
In Section 58 of the Act, in 6ub-section (2), the following clause (PP) shall be 
inserted after existing clause (P), namely :­

'(PP) The regulation of multiple payment systems.' 
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APPENDIX E 


(DRAFl) AMENDMENT TO BANKERS 
BOOKS EVIDENCE ACT, 1891 

Statement of objects and reasons 

1. 	 Then:: havp. been multi-fold increase in the volume of banking transactions in the 
past few years as a consequence of wruch, voluminous records arc required to be 
kept in the banks. The requirements of preservation of bankers' records in the 
traditional ways have created acute shortage of space for banks. Modem t-cchnology 
like micro-filming of records and keeping the record of entries and transactions on 
ma!,:"etic tape and other electronic data retrieval mechanism, offers distinct 
advantages in reducing the problem of space constraints and labourious paperwork. 
In most of the advanced and developing countries, the relative provisions in the 
law of evidence have been amended to enable banks to adopt the system of 
keeping the records and entries of transactions on micro-film and other devices like 
electronic data retrieval mechanism. In the c<,,)lext of globalization of the indian 
economy, there is a need to provide necessary environment for the IndiiJJ1 Banking 
System to be more competitive in the matter of utilization of the facilities made 
available by the modem technologies. To keep pace with the international standards, 
it is necessary to amend the existing provisions of the Banker's Books Evidence Act 
so as to recognize records kept by bnks on micro-film, disc or other device of 
electronic data retrieval mechanism uS primary evidence of al,)" entry in such 
records. 

1 
2. The bill 5('('ks to achieve the above objective by amending the definition of 

"Banker's Books" in Section 2 of the Banker's I300ks Evidence Act 18 l lJ so as to 
include within the definition, records of banks kept on micro-film, magnetic tape 
or on any other form of mechanical or electronic data retrieval mechanism and 
further by amending the definition of "certified copy'· provides that a print-out of 
any entry from the Banker's Book, containing the necessary certificate, be treated 
as a certified copy. The bill also seeks to specifically recognise as primary evidence, 
the banker's books whether they are in written form or kept on micro-film, 
magnetic tape or any other form of mechanical or electronic data retrieval 
mechanism. 
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TIlE BANKER'S BOOKS EVIDENCE AMENDMENT 
BILL, 1996 (PROPOSED) 

. ~? 

A 	 . ::;~;~ 
BILL ·t·~IJAt 

Further to amend the Banker's Books Evidence Act, 1891.	 ,<f~ 

Be ~t enacted by the Parliament in the Forty-fifth year of the Republic of India as ~~ 
follows ,- '. ;:r~ 

,', .~!.: 
1. 	 Short Title .;1 

:.,. 
. ' ..';i) 	 nus Act may be called the Banker's Books Evidence (Amendment) Act, 1996. 
~. 

;_·i·:2, 	 Amendment of Section 2 of the Act 18 of 1891 

In Section 2 of the Banker's Books Evidence Act, 1891 <hereinafter referred to as 
"the Act"), 

(a) 	 for sub-section (3), the following sub-section shall be substituted, namely :­

"(3)" banker's books" include led~, day-books, cash books, accOlU1t-books 
and other records used in the ordinary business 01 the L'JJ1k, whether these 
records are in written form or are kept on micro-film, magnetic tape or any 
other form of mechanical or electronic data retrieval mechanism". 

(b) 	 in sub-section (8) after the existing provisions, the following words shall be 
added, namely: . 

: .... 1 .. , 
a print-out of any entry in the books of a bank on micro-film. magnetic tape ., 
or any other form of mecharucal or electroruc data retrieval mechanism 
obtained by a mechanical or other process which in itself ensures the accuracy 
of such print out, is a copy of such entry and when such print-out contains 
the certificate as provided in this sub-section, it is a certified copy of such 
entry in the books of a bank,-' 

3. Amendment of Section 4 

In Section 4 of the Act, the existing provisions shall be numbered as sub-section (2) 
and the following shall be inserted as sub-section (1), namely :-

,- ­

(1) 	 Any entry in any ban.ker's books shall be deemed to be primary evidence of 
such entry and any such banker's books a "document" for the pw-pose of 
Section 62 of the Indian Evidence Act, 1872 (Act 1 of 1872)" . . 
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APPENDIX B 


(DRAFT) REGULATION FOR 

RESERVE BANK EFT SYSTEM 


RESERVE BANK OF INDIA 

CENTRAL OFFICE 


BOMBAY 


RESERVE BANK OF INDIA (ELECTRONIC FUNDS 
TRANSFER SYSTEM) REGULATIONS 1996 

In exercise of the powers conferred by S«tion 58 of the Reserve l3ilnk of India Act, 1934 

12 of 1934]. the Central Board of the Reserve Bank of India, with the previous sanction 

of the Central Govenunent, is pleased to make the following Regulations, namely :­

CHAPTER I 

INTRODUCTORY 

t 1. Short title, commencement and applicability 

(1) 	 These l~eguJations may be called the RBI (EFT System) Regulations, 19%. 

(2) 	 They shall come into: force with immediate effect. 

(3) 	 TIley shall apply to every credit trans fers executed or pal·r.ll'nts made, 
through the EFT System established under these I~egulations . 

2. 	 Objects of the Regulations 

The 	objects of these Regulations are: 

(.1) 	 to establish an Electronic Funds Transfer System to facilitate an effi cient, 
secure, economical, reliable and expeditious system of funds transfer and 
clearing in the banking sector throughout India and to relieve the s tress on the 
existing paper based 'funds transfer and clearing system. 
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(2) to define and regulate the nature, scope and process of the funds transfer and 	 (g) "EIT Data File" means an electronic data file of a batch of payment orders for 
the 	legal rights and obligations between the participants in the EFT System. funds transfers, processed and consolidated in the manner speafied for 

transmission of consolidated payment orders and communications concerning 
(3) 	 to provide for determination and allocation of loss and the procedure for payment orders between EFT service branch and EFT centre or between EFT 

resolution of disputes arising out of Funds Transfer and all other matters Centres. 
connected with or incidental to the EFT System. 

(h) "EIT Service Branch" means an office or branch of a bank or institution in a 
' . Definitions centre designated by that bank or institution to be responsible for processing, 

sendL'Ig or re-ceiving E.L'7f data file of that bank or institution in that Centre 
In these 	Regulations, unless the context otherwise tequires- and to do aU other functions entrusted to an EFT service branch by or under 

these Regulations. EFT Service Branch is referred to as Sending EFT Service 
(a) 	 "Acceptance" means execution of a payment order. Branch when it originates an EFT Data File for Funds Transfer. EFT Service 

Branch is referred to as Receiving EFT Service Branch when it receives EFT 
(b) 	 "Bank" means a banking company as defined in Section 5 of the Banking Data File from Receiving EFT Centre. 

Regulation Act, 1949, and includes the State Bank of India, constituted by the 
State r :lk of India Act, 1955, a Subsidiary Bank constituted under the State (i) "EFT System" means the Electronic Funds Transfer System established by 
Bank ·of India (Subsidiary Banks) Act, 1959, a Corresponding New Baru:: these Regulations for carrying out interbank and intrabank funds transfers 
constituted under the Banking Companies [Acquisition and Transfer of v.ithin India, through EFT centres connected by a network, and providing for 
undertakings! Act, 1970 or the Banking Companies [Acquisition and Transfer ' settlement of payment obligations arising out of such funds transfeTS, betw~n 
of Undertakings] Act, 1980, a co-operative bank, as defined in Section 56 of participating banks or institutions. 
Part V of the Banking Regulation Act, 1949 and sucn other banks as may be 
specified from time to time. (j) "Execution" of a payment order in relation to .} sending bank means the 

transmission or sending of the payment order by it to the EFT ServiC(' Branch; 
(c) 	 "Beneficiary" means the person designated as such, and to whose account . in relation to a Service Branch it means transmission of the consolidZ!ted 

payment 	is di.rected to be made, in a payment order. payment order in the encrypted EFT data file; in relation to the sending EFT 
Centre it means the transmission of the payment orders to the rC0:i v"ing EFT 

(d) 	 "Beneficiary bank" means the branch of the bank identified in a Centre; in relation to the receiving EFT Centre, it means the trar. c. ; ~ ' ;":i~n of 
order 	in which the account of the beneficiary is to be credited. the payment order to the receiving EFT Service Branch and in rt'ia , iC': , to the 

beneficiary's bank, it means the crediting the beneficiary's account. 
(e) 	 "EIT' means Electronic Funds Transfer. 

(k) 	 "Funds Transfer" means the series of transactions beginning with the issue of 
(f) 	 "EFT Centre" means any office designated by the Nodal Department in each . originator's payment order to the sending bank and completed by acceptance 

of the centres to which EFT system is extended, for receiving, processing and of payment ordeT by the beneficiary's bank, for the purpose of making 
sending the EFT data file and the debiting and crediting of accounts of the .­ payment to the beneficiary of the order. 
participating banks and institutions for settlement of payment obligations or 
one Or more of these functions. EIT Centre is referred to as "Sending EFT. (I) "Institution" means a public financial institution and includes a department 
Centre" when it receives EFT data file from the participating sending bankS or agency of the Central or S· \te Government or any other organization 
and institutions . EFT Centre is referred to as "Receiving EFT Centre" when it approved by the Reserve Bank as eligible to open a settlement account ....."ith 
receives EIT data file from a sending EIT centre. 	 it. 
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(m) "Nodal Depar:~1ent" me<lns the department or the agency 

Bank to which the responsibility of implementation, administration 
supervision of the EFT System is entrusted. 

(n) "Notified" means communicated electronically or in writing. 

(0) "Originator" means the person who issues a payment order to the 
bank . 

(p) "P<lrticipating Bank or Institution" means a bank or as the case may be, an 
institution admitted for participating into the EFT System pursuant 
Regulation 7, and whose Letter of Admission has not been cancelled . 

(q ) "Payment Order" me<lns <In unconditional instruction issued by an originator 
in writing or tr<lnsmitted electroniC<llly to a sending b<lnk to effect a funds 
transfer for a certain sum of money expressed in Indian rupees, to the 
designated account of a design<lted beneficiary, by debiting correspondingly 
an account of the origin<ltor. 

(r) "Public Financial Institution" shall bear the meaning assigned to it in Section 

";A(]) of the Co mpanies Act, 19Sb <lnd includes an. institution notified under 
Sub-section (2) of tha t Scction. 

(s) "Reserve Bank" means the Reserve Bank of India established under the 
Reserve Bank of I.ndia Act. 1934 (2 of 1934). 

( t) 
"Security Procedure" means a procedure (specified) for the purpose of 

( i) 
verifying that a payment order, a communication cancelling a payment 
order or an EFT Data File is authorised by the person from whom it 
purports to be authOrised ; and 

(ii) 
for detecting error in the transmission or the content of a payment order, 
a communication or an EFT Data File. 

A security procedure may require the use of algorithems or other codes, 
identifying words or numbers, encryptions, call back procedures, authentication 
key or similar security devices specified from [line to ti.rr.e. 

(u) 	 "Sending bank" means the branch of a bank, maintaining an account of and 
to which payment order is issued by the originator. When the originator is a 
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participating institution, reference to sending bank shall be construed as 
referring to the sending EFT centre. 

(v) 	 "Settlement Account" means a'n account maintained by a participating bank 
or institution for the purpose of settlement of payment obligations under EIT 
System. 

(w) "Specified" means specified by procedural guidelines issued from time to 
time by the Nodal Department pursuant to these Regulations. 

4 . 	 Establishment of EIT System 

(1) 	 An EFT System shall be established. Depending on the administr<ltive 
exigencies, EFT system may be extended in a phased manner throughout the 
country and different categoric? of banks and institutions may be admitted in 
st<lges depending upon the infrastructure and technology available for the 
efficient functioning of the EFT System. 

(2) 	 The administration and supervision of the EFT System induding establishment 
of EFT Centres <lnd procuring of technological support and impk>ments ma ), 
be entrusted to the Nod<ll Department. 

(3) 	 The operational details and procedure to be followed by participating banks 
and institutions shall be specifie,d from time to time by the Nodal Dcp<lrtment. 

(4) 	 Personnel for the Nodal :)epartment and EFT Cel,:res wherever required , 
may be drawn by selection from among the officers and other employees of 
the Reserve Bank or on deputation from banks and institutions or other 
outside agencies or by direct recruitment or on contract or tenure bas is . 

CHAPTER II 

Admission of banks and Institutions 

5. 	 Admission necessary for participation 

No person shall be entitled to effect a funds transfer in the EIT system, unless the 
sending bank or institution and the b"eneficiary bank or institution as the case may 
be, is admitted for participation in the EFT System. 
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6. Eligibility for admission sub-regulation (1) of Regulation 10, the Letter of Admission issued to it i 
liable to be kept under suspension for such period as may be specified in the 

To be eligible to apply for admission, an applicant must order of suspension. 

(1) 	 be a bank or institution, (2) 	 Every order of suspension shall be notified immediately to all the participatin 
banks and institutions including a bank or institution against which the orde 
of suspension is passed. 


applicable to it, 

(2) 	 have attained and continues to comply with capital adequacy norms, if any, 

(3) 	 An order of suspensjon may be reviewed and may be revoked at any time b) 
the Governor upon representation received from the concerned bank o! 

EFT System, 
(3) 	 is willing and able to comply with the technical operational requirements of 

institution or on his own. Every revocation shall be notified imrred.iatcly to a1 
participating banks and institutions. 

(4) 	 be approved by the Reserve Bank as eligible to maintain a settlement account 

with it. 
 (4) 	 A participating bank or an institution shall not, while any order of suspensior 

is in force against it, be entitled to send or receive any EFT data file o 

Provided that, ruving regard to the pattern of ownership a·· j such other relevant otherwise to effect any funds transfer in the EFT System. 
factors, all or any of the above conditions may be relaxed or di.spensed with, if SO 

d~ded by the Governor. Provided that a suspension shall not affect the obligations of the suspcndcc 
bank or institution, whether incurred before or after the suspension. 

7. 	 Procedure for Admission 
9. 	 Withdrawal 

(1) 	 Any bank or institution eligible to be admitted in the EFT System may submit 

to the Nodal Department, duly authenticated application in triplicate, containing 
 (1) Any participating bank or institution may, by giving a notice of onc monU­

full particulars in the form specified . .Every application shall be accompanied withdraw from the EFT System. 

by an undertaking in the specified form to abide by the Regulations in the 

event of admission. 
 (2) 	 No notice undrr this Regulation shall be effective unless it is given in writinr 

and before the expiry of one month from the date of receipt of notice by Lk 

Nodal DepartmenL 


to every bank or institution admitted into the EFT System. 

(2) 	 The Nodal Department shall issue a Letter of Admission in the specified form 

(3) 	 Notwithstanding its withdrawal, a bank or institution shall discharge all i 

payment obligations arising out of fund transfers attributable to it, wheth: 
December of each year and supplied to every bank and institution. Additions 

(3) 	 A directory of participating banks and institutions shall be prepared as on 31st 
effected before or after the withdrawal became effective. 


and deletions in the directory may be notified from time to time. 

(4) 	 The withdrawal of any participating bank or institution shall be notified to i 

8. Suspension the participating banks and institutions. 

10. Cancellation of Letter of Admission 

obligations or paying any charges or fees or complying with any Regulations 


(1) 	 If a participating ba!1k or institution has defaulted in meeting its settlement 

(1) 	 A Letter of Admission issued to any bank or institution may be cancelled or procedural guidelines issued thereunder or for any reasons specified in 
the Governor on his being satisfied that such bank or institution has 
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p<lyment instruction the originator directs payments to several beneficiaries, 
(i) each 	payment direction shall be treated as a seperate payment order.defaulted in complying. with any Regulations or procedural 

or the 

b;mk or 

passed 

" 

O ............'=I 

issued thereunder from time to time. 
(2) 	 The par.ties to a funds transfer in the batch processing are the sending bank, 

(i i) the sending service branch, the sending EFT Centre, the receiving EFT Centre, been placed under an order of moratorium or an order prohib' . 
the receiving Service Branch and the beneficiary's bank. acceptJnce of fresh deposits or an order of winding up or in respect of 


\\'hich a provisional liquidator has been appointed. 

(3) 	 The Nodal Department shall specify 

(iii) 	 stopped or Suspended payment of its debts. 
Ii] the slays .in a week on which the EIT System shall be in operation for 

(i v) funds transfer through batch processing ("EFT business days")failed to get the order of suspension passed against it under Regulation 

8 rcvoked within a period of three months from the date of order of 

Suspension. Iii] 	 the cut-off time in an EIT business day for receipt of payment order by 

the EIT Service BrJnches from sending banks. 

(v) 	 hilS conducted its trJnsactions in the EFT System in a mJnner prejudicial 

to the interest, integrity or efficiency of the System. 
 [iii] 	 the cut-off time in an EIT business day for receipt of the EIT data file by 

the sending EFT Centres from EIT Service Branches. 

(2) 	 No order of c<lncellJtion shJIl be PJssed without first giving an opportunity 
of hearing to the concerned bank or the institution. {iv} 	 the security procedure for verification of authenticity of payment orders 

or as the case may be, the EFT data file. 

(3) 	 Every order of C:lncell<ltion shJll be notified to the concerned b<lnk. 	 .institution. {v} 	 the procedure for processing, sending and receiving the EIT dJta file. 

[viI the procedure for settlement of payment obligJtions of particip<lting 

institution and also to all other participating bJnks and institutions in the EFT banks or institutions. 
(3) 	 Every order of cancellJtion shall be notified to the concerned 

System. 

[viiI the charges or fees payable in respet of each Funds Transfer effected 
through the EIT System. 

against it, such bank or institution shall discharge all its payment oblig<ltions 
ariSing out of the funds transfers effected in the EFT System. 

(4) 	 Notwithstanding the order of cancellation of Letter of Admission 

[viii I any other matter necessary to ensure the efficiency, safety,cost-€ffectiveness , 
. reliJbility and integrity of the EIT System. 

(4) 	 Every admitted bank and institution, before accepting any payment order forCHAPTER III 

Funds Transfer in the EIT System 

Batch Processing 

(1) Any payment order below a Sum specified shall be eligible for funds transfer 
under the EFT System only through the batch processing. If in a single 

' . ' 

(5) 

execution through the EIT System, shall obtain from the originator vv'Titten 
undertaking to be bound by these Regulations and a contract in the fonr. 
approved by the Nodal Department. 

For the purpose of determination of rights and liabilities arising out of a fund~ 
transfer in the batch process, each branch or office of a bank or as the cas< 
may be, an institution and ea~h EIT Centre shall be treated as a seperate unit 
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. (6) Funds transfer in execuQon of a payment order under the EFT System 


..~. 

be completed before th~ close of business on the third EFT business day or 

such other earlier day, as may be specified, following the EFT business day on 

which the payment order was received by the sending bank. The ori 

shall be entitled to claim interest at the Bank Rate from the sending bank 

the period of delay in the completion of funds transfer. 


(7) 	 A payment order issued for execution in the batch processing of the 
System shall become irrevocable when it is executed by the sending bank. 
Any revocation, after the payment order is executed by the sending bank shall .-.; ._ ' 
not De binding on any other party in the EFT System. 

(8) 	 Every participating bank:and admitted institution shall open and maintain in .~. 
every EFT Centre a settlement account for settlement of payment obligations ;:~i 
arising under the funds transfers executed in the EFT System. :~,~t' l· 

' -.J 'h;
I 	 ,;~ , 	 .. ,F-'! 

(9) 	 The payment obligation between participating banks and institutions shall be :::l~ ; 
settled on a netting basis at the end of each EFT business day by debiting or: ;~; 
crediting the scttlement accounts maintained with the EFT Centres. ·~:;l 

~ · i.'· 
,,~ ~.:~

12. 	 High Value Funds Transfer Processing . ~- ~~1 
:.:'E ,-a~ 1.•I .' 	 ' . ....,

(1) 	 The Nodal Department may procure the reqUlred technology for carrymg out: . .~ 

funds transfer in the EFT System, on real time basis and notify the participating . ;~. ;~~.
banks and institutions of the availability of High Value Funds Transfer facility .:i?:h 
in the EFT System.. . \:~ 

:.~;t( 
. 'J>': ::i'. 

(2) 	 Every p ' :·ment order above a sum specified shall be eligible for funds transfer .~'#~, 
.f: .<', 

under the EFT System only on real time basis. -- :c_~ 

:t;;~ 
(3) 	 Every participating bank institution shall, before execution of a payment order .ii't 

in the High Value funds transfer processin& ensure availabili ty of adequate :::1 
funds in its settlement account with the sending EFT Centre. :.; ;;:-: 

(4) 	 The Nodal Department may specify, the charges payable by a participating _ 
bank or participating institution for execution of any payment order in the ·.~ :. ', . 
High Value funds transfer processing and the procedure in regard to issue,.:i:i}; .~' 
acceptance, execution and settlement of payment orders, and sucJ' other " · 
matters as are necessary for ensuring the integrity, efficiency or reliability of 
the High Value hmds transfer processing of the EFT System. . '.::. 

108 

.. . " 

". ". 

CHAPTER IV 	 \ 

Rights and obligations 

13. 	 General rights and obligations of participating bilIlks and institutions 

(1) 	 Every participating bank or institution admitted in the EFT System shall, 
subject to compliance with the specified procedural guidelines, be entitled to 
execute any payment order for Funds Transfer to a beneficiary of the payment 
order, issued or accepted by it. 

(2) 	 Every participating bank or institution shall maintain the security, integrity 
and efficiency of the System. 

14 . 	 Obligations of sending bank 

(1) 	 The sending bil n k shall not execute a payment order without complying with 
the security procedure. No payment order shall be accepted for execution in 
the EFT System if the beneficiary's bank is not a participating bank or 

institution. 
( 

(2) 	 The sending bank shall be responsible for the accuracy of the name of the 
beneficiary, the nature and style of the account and account numhcr of the 
beneficiary, the name of the beneficiary's bank and the authenticity of every 
payment order executed by it. 

(3) 	 The sending bank shall bear the liability for k~s if any caused to an; 
participant in the EIT System on account of the acceptance by it of any 
revocation of a payment order after it has executed it. 

(4) 	 The sending bank shall not be entitled to bind any other par.icipants in the 
EFT System with any "special circumstances" attached to a payment order 

accepted by it. 

(5) 	 The sending bank shall maintain duly authenticated record of all payment 
orders executed by it for a peri-od. for which bank records are required to b€ 
preserved under the applicable rules. 

(6) 	 The sending bank shall, upon completion of funds transfer of a payment 
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..I c!", fumish to the originator on request by him, a duly authenticated 
!"~ . o tl<e transactIon. 


of 


. ortS of the sending EIT Service Branch 
21 tl 

oo\1.f!> 
e sending EFT Service Branch shall be responsible for the accuracy of 


1) -r1'(lte(lts of EFT data file and the authenticity of the payment orders co 

( cO rein as received by the EIT Centre in compliance with the 


tpe
..J"cdure. 

rrv-­

-me sending EFT Service Branch shall be responsible for settlement of 
vJ1"lent obligations in regard to payment orders executed by it.c2-) r;)} 

-me 	sending EFT Service Branch shall be responSible for ensuring execution . 

(3) of tJ"tc EFT data file complying with security procedure and time schedule. . 

The sending EFT Service Branch shall ensure, before execution of any EFT 
( ~) D;)t;) File that the balance ill its settlement account are adequate to cover its 

ettlcment obligation and ensure that the ceiling.. jf any, specified for it is not 
~)(cceded and the requirement of collateral if specified by the Ncx:lal Department 
. adequate for execution of the EFT data file executed by it. 
IS . 	 ~ 

!..Jme sending EIT Service Branch shall generate, dispatch and maintain rcrords .f. 
(S) 	 of transaction in accordance with procedure specified. . l 

~ 
. ations of the sending EIT Centre :~ 

Obilg
16. 	

I 
)he sending EFT Centre shall be responsible for receiving the EFT data files 

(1) 	 frOrTl the EFT Service Branches in compliance with the security procedure. ~ 
': 

-j
The 	 sending EFT Centre shall be responsible for processing and sorting the .~ 

(2) 	 payment orders and p~~aring the EFT data file centre-wise in accordance } 
;.,ri th the proeed UTe speofied. ~ 

i 
"f.' 

lhe sending EFT Centre shall execute the payment orders received before the 
(3) 	 CUt-o ff time in an EIT working day. EFT data files if any, received after the cut­

off time, or payment orders for which the Sending Service Branch has not 
made adequa te provision for settlement may be treated as rcreived on the 
opening of the next EFT working day and dealt with accordingly. 
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(4) 	 Sending EFT Centre shall genente and dispatch and maintain in accordance 
......;th the procedure specified, records and reports of the transactions processed 

and 	executed by it. 

1:-. 	Obligations of re<:eiving £IT Centre 

(1) 	 Receiving EFT Centre shall be responsib1e for receiving and processing the 
EFT data files complying with the security procedure and time schedule 

specified for the purpose. 

(2) Receiving EFT Centre shall in compliance with time schedule and security 
procedure, process and sort out the EIT data files bank-wise and after 
crediting the settlement accounts with the corresponding value , transmit the 

EFT 	data file to respective receiving EFT Service Branches. 

(3) Receiving EFT Centre shall generate, despatch and maintai.... in accordance 

with 	the p roced ure speci fied. 

IS. 	 Obligations of the Receiving £IT Service Branch 

(1) 	 Receiving EFT Service Branch shall be responsible for receiving the EFT data 
file from the receiving EFT Centre in compliance with the security proced \l~ . 

(2) 	 Receiving EFT Service Branch shall process the EFT data file in compliance 
with the security procedure and sort-out the paYJ!lent orders branch wise, and 
transmit to the respective branches the paym~t orders for execution in 
accordance with the time schedule and in compliance with the security 

procedure. 
(3) 	 Receiving EFT Service Branch shall generate, despatch and maintain records 

of transaction in accordance with the procedure specified . 

19. 	 Rights and obligations of beneficiary bank 

(1) 	 The beneficiary bank shall execute the payment order on the Err working day 
on which the payment order is received by it unless it notices one or more of 

the 	following deficiencies :­

(a) 	 The beneficiary specified in the payment order ha~ no accOu."1t or the 
account of the beneficiary maintained by the beneficiary's bank does not 

tally with the account specified in the p~yment order. 
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(b) The beneficiary's bank is prevented by instructions of the beneficiary 

. 

(3) If there is more than one party at fault or responsib~~ for non-<:ompliance, in 
to gi ve or reteive any credit to the account. the absence of agreement between the parties, the liability shall be decided 

upon a reference to the £IT Ombudsman by one or more of the parties to the 
(c) 	 The account designated in the payment order is closed. dispute. The deciSion of the EFT Ombudsman shall be binding on all the 

participants in the EIT System.. 
(2) 	 The beneficiary's bank may reject a payment order on one or more of 


grounds mentioned in Gause (1) above. The benehciary's bank shall notify, 

the manner specihed, the sending bank of the rejection of the payment 
 CHAPTER VI 

alongwith the reasons thereof. 


Dispute Resolution 


CHAPTER V 
 23. 	 For the purpose of resolving by arbi:-ration any dispute between parties in the EIT 
System or between an originator and a party in the EFT System. the Governor may 

Claims and Allocation of Loss provide for a dispute resolution machinery. as considered necessary. 

~') Limitation of liability for loss 


CHAPTER VII 

Parties in the EIT System shall be liable for any loss arising on account of 
'reason other than for system failure, power failure or any other reason beyond Miscellaneous 
control of the participant. 

24. 	 Modification of procedural guideline
21- Originator not entitled to claim against any party other than the sending bank, 

The procedural guidelines may be modified from time to time by the Nodal 
These Regulations shall not be construed as entitling the originator of the paymeTI Department.
order executed in the EFT System., to make a dailn against any party other than 
the sending bank in the EFf ~ystem.. Provided that no modification shall be effective before the expiry of fiitccn days 

from the date of circulation of the modified guidelines.
22. 	 Determination of liability 

(1) 	 Labilities of parties in the £IT System to pay interest for the delayed period -....-.- -~ or for loss arising on account of any error shall be determined on the basis of 	 :! (') ...... -oc,.,() O'T) ~\ 
_ Z (;) __ ~ 1. 9...fault. 
:J ~ __ ,1 ~ 
0. ... Q •.• 
•" .' ;.> .Jl 

tD III 0 - <!)\(2) 	 Every EIT Centre, participating bank and participating institution shall be _ r J 


responsible for the delay in the completion of the Funds Transfer or loss on . ... - :»

::J :l ­

acount of error, attributable to it. If the delay or loss is attributable to the 	 \ .~ ~. 
o ~-

to time, a party responsible for such non-<:ompliance shall be liable for 

compliance with the Regulations or procedural guidelines specified from 

'." ~ ~ ~ c t;delay or loss. \\ l~ 
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